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LookUp Tables to evaluate arbitrary functions:
(a, ) (a,b) f:BY —s T
Example: M ={0,1/3,2/3} mod 1
1 =1/3 mod 1 € M Boosrapping T = (Zo,.--,Td—1) —> f(x) = (fo(x),..., fs—1(T))
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o © = u + Gaussian Error o e
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¢ Random mask a € T"

* Change the key and
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External product

e Unlock the representation (a, ¢) TRUVE [

e Round ¢ to the nearest message u € M
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b=z -b+y- b mirror (L)

" rev. det. autom. | | | | DFA (deterministic finite automata)
T e @ + Y ‘: "' e Decisional: returns accepted (1) or rejected (0)
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u=E(p) ' L W=z -pu+y-u
o = stdev(yp) o/ o o2 = 1202 + y2a/? det-WFA (deterministic weighted automata)

Sublinear noise propa gatl oNn ] ] ] ] o Comp utational: returns a weight in T [X ]
Ry i ' Weights act like a "memory" that stores the result
all along the evaluation

TRGSW: C = Z + pH Homomorphic ops.
with p € Zpy [ X]

K e Public Linear combinations
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Sublinear noise propagation
TRIWE g (K - e Internal products

TRLWE g (1 - e External products
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Levels = composition depth

Homomor p hic MUX colors: very slow, slow, ... ,very fast

Level L Float 32

| sal=Bl il Circuit Bootstrapping

(53 bits)

TRGSW () =

Level 2

Level L-1
TRLWE O Level 3

Level L-1 5‘335 Permits composition of automata ) -Ir—%vé 15\%\/
(112 bits) Level 4 and run everything in levels 0,1 and

I N Py 2 (i.e. native floats).
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d.ecoillstrfuct a.t . tGSWI etncr};ptlon Level L-1
irectly from its internal structure. Y TRLWE

Level 6

Gate Bootstrapping

Multiplication (2 inputs of d-bits each) LUT (d-bits input and s = 8-bits out-

- Gate bootst.: (6d2 — 3d)tgs put)
- Circuit bootst with Det WFA.: 2dtcg + - Gate bootst.: (d + s (2d — 1))tas

e : O ( d3 ) Exp - Circuit bootst. with HP: dtcg + (2 d _
TFHE in Circuit Bootstrap mode TFHE in Gate Bootstrap mode (computed by optimization program) 1) £

' ‘ Bootstrap after many gates Bootstrap between each gate - Circuit bootst with TBSR: - Circuit bootst. with VP: dtgs —+
' ‘ (computed by optimization program) (2 d /N — 1 + log N)type.
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Plaintext ( TLWE ) — Ciphertext Plaintext ( TLWE ) — Ciphertext
(TRGSW) (TLWE)
Bit Overhead: 262144 Bit Overhead: 8000
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Bootstrapping algorithm of (a, b) r N N

e Very fast: transition in 34 us o bootstrapped binary . . . .
e No so fast: circuit bootstrapped gate runs in 13 ms Leveled Max (2 inputs of d-bits each) Max (2 inputs of d-bits each)

N1 in 134 ms but after many gates e All gates have the same cost - No packing: 3(d(d + 1)/2)ty - Gate bootst.: 7dtge

vg+v1 X+ F+ony_1X ° LUT, (W)DFA e Composable: between each gate - Gate bootst.: 5dtgg - Circuit bootst. with VP: 2dtsz + 5dtye
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2. Rotateitby p = — ¢ 5 (a, b) positions using external product.
3. Extract the constant term (which encrypts vp).

1. Start from (a trivial) TRLWE ciphertext of message

TFHE in Circuit bootstrap mode can evaluate = With TFHE we can compute 76 gates per sec-
LUT 16 to 8in 1 sec ond, for any circuit.




