Mémoire pour I'obtention de
I’Habilitation a Diriger des Recherches

Sorbonne Université

Malika [ZABACHENE

Contributions to Fully Homomorphic Encryption:

Constructions on the Torus and Techniques for Functional Evaluation

Soutenance qui se tiendra le 17 avril 2026

Rapporteur-e-s

Jean-Sébastien CORON
Sihem MESNAGER
Damien STEHLE

Examinateur-trice-s

Caroline FONTAINE
Iryna ANDRIYANOVA
Daniele MICCIANCIO
Damien VERGNAUD

Professeur des universités
Professeure des universités
Directeur scientifique

Directrice de recherche
Professeure des universités
Full Professor

Professeur des universités

devant le jury composé de :

Université du Luxembourg
Université Paris 8
CryptoLab

CNRS

CY Cergy Paris Université

University of California San Diego, USA
Sorbonne Université



Contents

1 Introduction
1.1 Overview of the manuscript . . . .. ... ..

1.2 Selected Fully Homomorphic Encryption Applications . . . . . . . ..

1.3 Additional contributions with PhD students .

2 Torus Fully Homomorphic Encryption
2.1 Definitions for FHE . . . . . . ... .. .. ..
2.2 Encryption over the dicretized torus. . . . . .

2.3 Homomorphic operations and efficient bootstrapping . . . . . . . ..

2.3.1 TFHE Gate Bootstrapping . . . . . . .
2.3.2 FHEW-like bootstrappings . . . . . . .
2.3.3 Automorphism-based BlindRotation . .
2.4 Circuit bootstrapping . . . . . . .. ... ...
2.5 Functional bootstrapping . . . . . . . .. . ..

3 Optimizing Homomorphic Evaluation
3.1 Boolean function evaluation . . .. ... ...

3.1.1 Boolean functions in Disjunctive Normal Form . . . . . . . ..

3.1.2  Binary Decision Diagram representation

3.1.3 Using Deterministic Automata . . . . .
3.2 Using Weighted Deterministic Automata . . .
3.3 Amortized Evaluation. . . . . ... ... ...

3.3.1 Using the multi-value bootstrapping .

3.3.2 Applications of the multi-value bootstrapping . . . . . . . ..

3.3.3 Using packing methods . . . . . . . ..
3.4 Low-memory dynamic packing . . . . . . . ..

4 Circuit Privacy

4.1 Circuit privacy and FHE sanitization definitions . . . . . . . .. . ..

4.2 Previous strategies . . . .. .. .. ... ...
4.3 Ourstrategy . . . . . . .. ... ...
4.3.1 First approach . . ... ... .. ...
4.3.2 Second approach . . . .. .. ... ..
4.4 Comparisons with other sanitization algorithms
4.5 Applications of circuit privacy and sanitization

5 Perspectives

6 List of Publications

31
31
32
33
36
37
38
39

42

45



Acknowledgments

I would like to thank Jean-Sébastien Coron, Sihem Mesnager, and Damien Stehlé for
the time and attention they devoted to reading my manuscript. I am deeply honoured
that they agreed to evaluate it. I also wish to express my gratitude to all the members
of the committee for their commitment to the HDR review process and for the honour
of serving on my jury. I extend my sincere thanks to Caroline Fontaine for agreeing to
chair the jury.

My thanks go to all of those who have contributed, directly or indirectly, to the
work presented in this manuscript.My gratitude goes especially to my co-authors for
our discussion and their commitment.

I thank the ETIS laboratory for its support, particularly financial support, which
enabled my HDR process to take place under favourable conditions. I also thank Sorbonne
Université for giving me the opportunity to defend my HDR here. I thank the Almasty
team, particularly Damien Vergnaud and Charles Bouillaguet for their availability and
their warm welcome at several team events.

Finally, I wish to thank my family and those I share my life with outside of work for
their presence and the moments of joy we share.



1 Introduction

This manuscript presents a survey of my research work after 2010, following the com-
pletion of my PhD. It primarily focuses on my contributions to Fully Homomorphic
Encryption (FHE). A brief overview of my contribution in otther topics is provided later
in the introduction. FHE is an encryption technique that enables computation to be
performed directly on encrypted data, without requiring decryption. This property has
given rise to new computational models in which sensitive data remain protected while
they are processed. Progress in FHE over the last decade has opened the way to a wide
range of applications, including privacy-preserving cloud computation and delegated
computation, as well as secure inference in artificial intelligence systems, where not only
sensitive inputs but also model parameters can be protected.

The concept of FHE was formalized by Rivest, Adleman, and Dertouzos in 1978 [RAD7S].
In 2009, Gentry [Gen09a] proposed the first construction of an FHE scheme. Although
mainly of theoretical interest, this construction estanlished the foundations of subsquent
research and led to the development of more efficient FHE schemes.

Almost all known FHE makes use of lattice-based encryption schemes and their ci-
phertexts include a noise component. Each homomorphic operation introduces additional
noise that grows along the evaluation process and might affect the quality of the FHE
ciphertexts so that decryption may fail. Gentry’s initial construction addresses this issue
through bootstrapping, which is a fundamental homomorphic operation that controls
the noise growth and enables further homomorphic operations. Noise growth can also
be handled without bootstrapping. In leveled schemes, the maximum supported level is
tied to a noise parameter, and this noise is consumed incrementally as homomorphic
operations are performed.

Since Gentry’s first FHE construction proposed by Gentry, numerous schemes have
been proposed to enhance both efficiency and practicality with respect for real-world
applications. The BGV [BGV12| and B/FV [Bral2, FV12] schemes introduced more
efficient leveled homomorphic operations and support efficient homomorphic computation
through SIMD-based packing techniques. The GSW scheme, introduced in [GSW13] by
Gentry, Sahai and Waters, proposed a new paradigm to perform homomorphic operations,
setting the stage for efficient gate-by-gate bootstrapping. The FHE schemes proposed
by Alperin-Sheriff and Peikert [AP14] (AP), by Ducas and Micciancio [DM15] (DM),
and the GINX and CGGI schemes introduced in [GINX16, CGGI16a] further achieve
fast bootstrapping, enabling low-latency, gate-by-gate homomorphic operations .

The CKKS scheme [CKKS17] proposed by Cheon, Kim, Kim and Song extends
homomorphic encryption to approximate arithmetic over real numbers and achieves
high throughput, and is particularly suitable for machine learning functions expressed
in a continuous domain.

1Several recent optimizations have been introduced since the introduction of these FHE schemes,
including NTRU-based variant of the GSW, DM and CGGI schemes, as proposed in [XZD 123, Klu22,
BIP*22]. In this introductory chapter, I focus on a selected subset of originally proposed FHE schemes.



Several approaches are possible to classifying the aforementioned FHE schemes,
which could vary according to the context. Some of them could arguably be refined
considering conversion techniques between FHE ciphertext format. Although the criteria
listed below are not exhaustive, FHE schemes could be classified according to the
following;:

- their encoding: most of the FHE schemes have LWE ciphertexts of the form:

¢ = (a,b), where as 4+ b = encode(p) + noise

with s the secret key and where the noise is small and encode(u) denotes the
encoding of the message . The encoding can embed the message in the least
significant bits as in BGV or in the most significant bits as in the B/FV and CGGI
schemes, for example, or via approximate encodings as in [CGGI17] (CKKS).

- the way the homomorphic product is performed: the homomorphic product
between (ring) LWE ciphertexts could implemented via relinearization as in B/FV
and CKKS for example or using an auxiliary scheme as in the DM and CGGI
schemes;

- the latency and throughput of homomorphic operations. For example, the CGGI
scheme is optimized for low-latency gate evaluation and supports efficient func-
tional bootstrapping, i.e., a discretized function can be evaluated during the
bootstrapping operation, while B/FV and CKKS schemes perform well over
packed ciphertexts and provide high throughput. However, this categorization
could be refined considering recent results showing that scheme switching tech-
niques could help to leverage the feature of one scheme to another. For example,
CKKS has recently been shown to also bootstrap ciphertexts that encode binary
data efficiently [BCKS24].

1.1 Overview of the manuscript

In this manuscript, I primarily focus on the FHE scheme TFHE (where "T” stands for
torus), which supports highly efficient bootstrapping. However, in the context of the
applications presented in this document, other FHE schemes and techniques that are
not specific to TFHE are also considered.

The first chapter introduces the building blocks of the TFHE scheme and highlights
selected contributions within this framework. The second chapter focuses on homomor-
phic techniques for evaluating look-up table functions using TFHE. Several amortization
techniques for improving the throughput of the homomorphic look-up table evaluation
are also presented. The third chapter is devoted to the design of FHE sanitization
algorithms within a framework applicable to TFHE. FHE sanitization is a notion closely
related to FHE circuit privacy, capturing the privacy of the evaluated circuit, even when
the secret key is known to the adversary. A more detailed overview of the content of
each chapter is provided below.



TFHE framework, chapter 1. This introductory chapter gives an overview of the fun-
damental aspects of the TFHE framework introduced in [GINX16, CGGI16a, CGGI17,
CGGI20]. In [GINX16], with the collaboration of Nicolas Gama, Phong Nguyen and
Xiang Xie, we introduced a generalization of the Gentry Sahai Waters (GSW) [GSW13]
scheme over groups and provided a new decryption circuit using homomorphic multiplex-
ers. This allows us to reformulate the AP bootstrapping in our general framework using
multiplexer gates and slightly improve the noise overhead from O(n?) to O(n'?), where
n is the dimension of the input LWE ciphertext. In [CGGI16a], together with Ilaria
Chillotti, Nicolas Gama and Mariya Georgieva, we improved the practical performance
of the gate bootstrapping based on our previous generalized GSW-based bootstrapping,
and on the DM scheme proposed earlier by Ducas and Micciancio [DM15]. In this work,
the authors proposed a new method to homomorphically evaluate simple logical gate
operations (in particular the NAND gate) on encrypted messages and introduced a new
technique to bootstrap ciphertexts. Their solution named FHEW is based on the LWE
encryption scheme [Reg05] and the ring GSW FHE scheme [GSW13]. Their prototype
implementation runs in less than a second on a personal computer. In [CGGI16al,
we further improve the FHEW bootstrapping performance to less than one millisec-
ond. We noticed that the internal product of GSW ciphertexts can be replaced by
the more efficient external product between a ring GSW and an ring LWE ciphertext.
As in [GINX16], LWE decryption is expressed using homomorphic multiplexers, and
consequently we "functionally" rely on binary LWE secret key. But this allows us to
reduce the bootstrapping key size from 1GB to 24MB while preserving the same security
level, as we do not rely on an additional decomposition with respect to the secret key.

In this chapter, we present the TFHE scheme, which includes the description of
the encryption scheme over the torus, the TFHE bootstrapping, and the homomorphic
operations that can be performed in this framework and that will be used in the rest
of the manuscript. We also discuss the comparison between the bootstrapping having
the same blueprint as TFHE. The last section presents the functional bootstrapping
within the TFHE framework, which enables the homomorphic evaluation of a unitary
discretized function through FHEW-like bootstrappings.

Homomorphic techniques for arbitrary function evaluations, chapter 2. This chapter
introduces computational models for the homomorphic evaluation of arbitrary functions.
We first recall the method we introduced in [GINX16, CGGI16a] for the evaluation of
an arbitrary boolean function over encrypted inputs and acyclic fixed-time deterministic
automata, with a noise growth that is linear in the number of inputs. Our generalization
framework led us to propose a generic way to homomorphically evaluate binary decision
diagrams using a tree of homomorphic multiplexers. We also outline the approach we
proposed in [CGGI17] to evaluate arithmetic functions on encrypted binary words using
Deterministic Weighted Finite Automata (DWFA). In DWFA, a weight, associated
with each transition is accumulated during the computation. The accumulated weight
permits the encoding of arithmetic information along the evaluation so that arithmetic
operations can be implemented more efficiently than using deterministic automata.



The second section provides an overview of our contribution to the amortization
of homomorphic computations. We focus on the optimization techniques proposed for
the functional bootstrapping. In [CIM19], we introduced the multi-value bootstrapping,
which supports the evaluation of arithmetic functions over a larger domain than regular
gate bootstrapping. This work demonstrated how several functions can be evaluated
on the same input at almost no additional cost compared to the regular bootstrapping.
Our implementation of the multi-value bootstrapping run in 1.57 seconds on a 6-to-6
bit arbitrary function. And the evaluation of additional 128 outputs on the same 6
input bits takes only 0.05 more seconds. This section presents the strategy and discusses
applications for the multi-value bootstrapping. The second section reviews packing
techniques and how they can be used to optimize the homomorphic evaluation of an
arbitrary function. We describe the vertical packing and horizontal packing, which pack a
set of LWE ciphertexts of scalar messages into one ring LWE ciphertexts of a polynomial
message. In [BI25a], Jean-Philippe Bossuat and I proposed an iterative variant of
the recursive packing from [CDKS21] that makes use of homomorphic automorphism
evaluations to scale the powers of input message coefficients into one polynomial. At
the end of this section, we additionally present our dynamic variant where the input
ciphertexts are streamed, i.e. one ciphertext at a time is processed, which allows to
decrease the internal memory from N to log N, where N is the polynomial ring degree
of the packed ciphertext polynomials.

Clircuit privacy, FHE sanitization and applications, chapter 3. This chapter presents
our contributions on FHE circuit privacy. This property ensures that no information
about the circuit is leaked through the homomorphic evaluation. An FHE sanitization
algorithm is related to circuit privacy, as it removes any information contained in a
ciphertext except the plaintext. This notion and the first strategy for the construction
of an FHE sanitization algorithm were proposed by Ducas and Stehlé [DS16]. They
introduced a sanitization strategy that iterates a rerandomization step followed by
a bootstrapping. This approach can be applied generically to bootstrappable FHE
schemes and requires circular security. Together with Florian Bourse, we proposed an
alternative strategy [BI22] to construct an FHE sanitization algorithm by modifying
the TFHE bootstrapping internally. Our construction relies on an adaptation of the
randomization technique for GSW ciphertexts proposed by Bourse et al. [BAPMW16]
over rings and the introduction of a public rerandomizer that allows one to simulate the
correct distribution of an FHE ciphertext, without knowing the computation history.
We also discuss other proposed sanitization algorithms, provide a comparison with our
results, and present applications of our construction beyond circuit privacy.

1.2 Selected Fully Homomorphic Encryption Applications

This section reviews selected FHE applications that I have worked on and which will be
referred to throughout this manuscript. The first application concerns a solution we
proposed for a real-world use case, in which the goal is to construct a private heatmap



over encrypted coordinates specified by latitude and longitude. The goal is for a client to
obtain a visualization of location density while individual points remain private. With
the collaboration of Ilia Iliashenko, Axel Mertens, and Hilder Vitor Lima Pereira, we
proposed two homomorphic methods in [IIMP22] to count the number of encrypted
inputs that verify the same property. In the context of a heatmap, this corresponds to
the homomorphic counting of encrypted points that lie in the same section of a grid.

With Jean-Philippe Bossuat, we recently proposed an efficient solution in [BI25b]
enabling a data scientist to probe large datasets while preserving both the privacy of the
probing function (i.e. privacy with respect to the data scientist) and patient’s record,
except for the information revealed by the homomorphic computation result. In this
work, we introduced a composable set of homomorphic operations using the CKKS
scheme [CKKS17], which enables large-scale private data analysis.

Homomorphic encryption has also been applied to design e-voting protocols. Together
with Véronique Cortier, David Galindo and Stéphane Glondu, we proposed an e-voting
protocol [CGGI13b, CGGI13a, CGGI14] that constitutes a variant of the e-voting system
Helios [AdMP]. Compared to previous construcions, ours achieves full verifiability of the
election result in the presence of a dishonest bulletin board. This means that voters can
verify the result without relying on an additional authority even if the bulletin board
behaves maliciously. Since my postdoctoral work on Belenios, the protocol has continued
to evolve [Bel], with additional features developed by the team at Loria working on
it. In [CGGI16b], together with Nicolas Gama, Mariya Georgieva, and Ilaria Chillotti,
we proposed a post-quantum analog of Benelios using a FHEW-like bootstrappable
FHE scheme, where the multiplicative El1Gamal encryption is replaced by scale-invariant
LWE encryption over the torus. We also adapted the scheme to support distributed
decryption between the tally authorities which are in charge of decrypting the election
result and to ensure public verifiability of the final result.

1.3 Additional contributions with PhD students

My research has also focused on protecting user data privacy in settings where an
adversary may act actively by issuing decryption oracle queries. In [BIL20, BIL21],
we studied the design of post-quantum identity-based encryption (IBE) schemes that
proved to be secure against active attacks, i.e., an adversary may act actively and has
access to decryption oracle queries in the associated security model. While applying the
Fujisaki-Okamoto transformation [FO13] to a weakly secure encryption scheme (e.g., one
with chosen-plaintext or CPA security) enables the design of a strongly secure scheme,
we considered direct strongly secure constructions that do not rely on generic paradigms
and the random oracle model.

As part of Lucas Prabel’s PhD research work I co-supervised with Pierre-Alain
Fouque and Adeline Roux-Langlois, we studied the design and security of post-quantum
IBE schemes (i.e. secure against a quantum adversary) using approximate trapdoors. We
proposed two-constructions; the first one is built on the paradigm proposed by Agrawal,
Boneh and Boyen [ABB10] and relies on the decisional LWE over modules [BGV12, LS15];
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the second one relies on a variant of the NTRU assumption [HPS98]. In [ISZ19], we
explored the use of FHE to homomorphically evaluate a special class of neural networks
called Hopfield networks. Using this neural network family, we demonstrated that by
encrypting both the model (the network topology and the weights) and the user’s data,
the resulting homomorphic evaluation provides reasonable timings. This work was part
of Martin Zuber’s PhD thesis I co-supervised at the beginning of his PhD when I was
working at CEA. As part of the Paola de Perthuis PhD thesis I co-supervised with
David Pointcheval when I was working at Cosmian, we investigated in [INdPP22] how
to provide proofs attesting to the correctness of homomorphic computations built from
the BFV scheme. We designed a low-communication oblivious polynomial evaluation
protocol in malicious settings where the computation can be shown to be performed
correctly. As an application, our work can be used to demonstrate the correctness of
FHE computations in Private Information Retrieval protocols [CGKS95, KO97] and
Private Set Intersection protocols [FNP04].



2 Torus Fully Homomorphic Encryption

This chapter introduces the Fully Homomorphic Encryption scheme over the torus,
called TFHE together with the homomorphic operations supported within the TFHE
framework. We provide a detailed description of the internal building blocks of its fast
bootstrapping. As outlined in the introduction, this chapter focuses on TFHE and
other bootstrappings that follow a similar blueprint as TFHE and present a comparitive
overview between the different schemes proposed in this line of work. This chapter focuses
on the design aspects and addresses efficiency considerations at a conceptual level 2.
This chapter is associated with publications [GINX16, CGGI16a, CGGI17, CGGI20].

2.1 Definitions for FHE

In this manuscript, we focus on secret key fully homomorphic encryption, where the same
key is used both for encryption and decryption. This is sufficient for many applications.
However, our results can be easily generalized to the public key setting if needed by
defining a pubic encryption key as a set of encryptions of zero. We provided further
details in remark 2.

Definition 1 (Fully Homomorphic Encryption). A fully homomorphic encryption
scheme is given by four polynomial time algorithms, (KeyGen, Encrypt, Decrypt,
Eval) defined as follows:

o KeyGen(1}): on input a security parameter \, outputs an evaluation key EVK and

a secret key SK;
o Encrypt(sK, it): on input a secret key SK and a message p, returns a ciphertext

CT;
o Decrypt(Sk, CT): on input a secret key SK and a ciphertext CT, returns a message

)
o Eval(EVK, f,CTy,...,CTy): on input an evaluation key EVK, a function f on t
inputs, and t ciphertexts CTy, ..., CTy, it returns a ciphertext CTy.

We denote M the message space and C the ciphertext space. For y € M, we define
C,, = Decrypt(SK,-)~!(u), the set of all ciphertexts that decrypt to u. We say that an

FHE scheme is correct if, for (EVK, SK) sampled from KeyGen(1?) :

« for all messages ;1 € M: Encrypt(sk, ) € C, with overwhelming probability.

o for all functions f: M" — M, (u1,..., 1) € M, (CTy,...,CTy) €Cpy X ... X Cpy:
Eval(EVK, f,CT1,...,CTy) € Cyu,,..u) With overwhelming probability;

Remark 1. FHFE ciphetexts being noisy, this definition of correctess for Eval is often
relazed to hold for low noise ciphertexts in C in input. However, this definition can still
be met by starting Eval with a call to the bootstrapping procedure for each input.

2For concrete performance and benchmarks, we refer the reader to existing implementations of
TFHE ([Zam22, Hwa23] for example), which include different features and optimizations and are
currently still under active development.
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We say that an FHE scheme is compact if the ciphertexts are of polynomial size. We say
that an FHE has indistinguishability under chosen plaintext attacks (IND-CPA security)
or is semantically secure if no polynomial time adversary can have a non-negligible ad-
vantage in guessing a bit 3 given oracle access to the function (1, p1) — Encrypt(SK, pg).

Notations: the set of integers from 1 to n will be denoted [1,n] for convenience. We
use lower case bold font, e.g. a, to denote (possibly row) vectors, and upper case bold
font, e.g. A, to denote matrices. We write AT the transpose of the matrix A. We
will use ® to denote the Kronecker product of two matrices. We write xy for a noise
distribution with variance 9.

2.2 Encryption over the dicretized torus

In theAfollovving, T denotes the set of real numbers modulo one, and the discretized
torus Z, = {0, %, e q;—l} is %ZOT For N a fixed power of 2, R := Z[X] mod X" +1
denotes the N-th cyclotomic polynomial ring and éq is the set of polynomials with
coefficients in Z, modulo XV + 1.

LWE encryption. In order to LWE encrypt a message p from the message space M
using the secret key s € {0, 1}", one first defines a noisy encoding for p as p* = p+e
where e is sampled from X and chooses a uniform vector a in Z;. The encryption of 1

is then (a,a-s+ u*) € ZZH. In order to decrypt (a,b) using s, one first retrieves the
noisy encoding as p* := b — a - s and rounds a rescaling of y* to the nearest element in
M to retrieve the message p. The encoding and decoding functions are defined with
respect to the message space. Other encodings can be defined. In particular, if the
message space is Zp with plg, the noisy encoding of p € Zp is defined as before and, to
decrypt, the decoding function first retrieves the representative of i € Z, and rescales it
over Zp. The decisional LWE problem, parameterized by n and yy, asks to distinguish
the uniform distribution over ZZ“ from the distribution of fresh LWE encryptions of
zero, all encrypted using the same secret key s € {0, 1}", sampled uniformly at random.

Remark 2. We described in [CGGI16b] how the TFHE symmetric key encryption
scheme can be converted to public key encryption. The public key is defined as a set
of m LWE encryptions of 0. In order to ensure that the public key has sufficiently
high entropy, we rely on the leftover hash lemma, which implies that m is of the order
of O(nlogq). Then, to encrypt a message p, one takes a random subset sum of the
m encryptions of 0 and adds the vector (0,---,0,u). Joye [Joy24] recently presented
variants of this method that allow smaller key sizes. In [CGGI16b], we also described
a multi-user variant which allows support shared decryption. The construction is used
in the context of evoting, where privacy of the votes is gquaranteed, and decryption of
the election result works as it should, even if all but a subset of the trustees leak their
private keys.
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RLWE encryption. The RLWE (ring LWE) encryption scheme encrypts a noisy en-
coding of the message u € BA’q with the secret key s, sampled uniformly at random
over B[X], is defined as: (a,a-S+ p + e), where a is uniformly random in }%q, e has
coefficients sampled from xy. RLWEg y(1) denotes a fresh RLWE encryption of p with
noise variance 19, the variance will be often omitted. Its semantic security relis on the
hardness of the LWE over rings [LPR10, SSTX09].

GLWE encryption. The GLWE (generalized LWE) encryption scheme [BGV12, LS15]
is defined similarly to the RLWE scheme, except that it includes an additional parameter
k. The encryption of u € éq with the secret key § = (S1,--- ,8x), where §; is sampled
uniformly at random over B[X] for i € [1,k], is defined as: (a,a-§+ p+ e), where
a=(aj, - ,a;), each a; is sampled uniformly at random in ]%q and e has coefficients
sampled from xy. RLWE encryption is a special case of GLWE encryptions with £ = 1.
To simplify the presentation and illustrations, we employ RLWE, but all results remain

valid when using GLWE encryption instead.

Deterministic gadget decomposition. Gadget decomposition plays a key role in Ring-
LWE based homomorphic encryption computations. A gadget vector g is a fixed vector
in Zg

A function decg : Zq — Z° is called gadget decomposition for g if for any a € Zq,
|decg(a)||, < ¢ and ||(decg(a),g) — al|_, < €, where §, € defines the quality and precision

bounds of the decomposition. The gadget vector is often chosen as g = (1 /B, 1/ B£>

for a radix B such that B’ divides ¢. For a € Z,, we define decg(a) := (ay,--- ,ap)

where a = Zle a;B77 with a; € (’Q—B, g] With these notations, a € ﬁZ is the closest

multiple of ﬁ to a and we can take € = ﬁ and 0 = g.
This gadget decomposition can be extended to vectors over Zg for a gadget matrix
G = [;®g, by decomposing coordinate-by-coordinate with respect to g. In our case, we
will consider exact decompositions and denote the gadget decomposition with respect to
g (resp. G) as g7!(-) (resp. G1()).
The homomorphic product in TFHE is based on the generalization of this decompo-

loc

~d A d

sition on R, : any v € R, can be uniquely and deterministically decomposed into a
small vector G1(v) € R%* whose coefficients are integers in [—B/2, B/2[ and such that
Glv)-G=vw.

RGSW encryption. Using the ring variant [DM15] of the GSW encryption scheme [GSW13],
a fresh RGSW encryption of ;1 € R is defined as:

T
(1) — _ 5 2\2.0 (1B -~ 1/B* 0 -~ 0
RGSWs(p) :== Z 4+ - G € (R, ) ,WhereG_< o Y s B

and Z is a set of 2¢ RLWE encryptions of zero.
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An RGSW ciphertext encrypting a message u can alternatively be written as (a,b) with:

LB - b ..
a = (RLWE(—S.B),RLWE(—S.BZ),W,RLWE(—s-Bg)), and

_ " oy 1
b= <RLWE(B),RLWE(BQ), ,RLWE(MB€)>

Defining Sk := (3, —1) € R?, an RGSW ciphertext encrypting p can then be defined as a
matrix whose ¢-th row encrypts —SK; &7, with t =i+ (j — 1)/ and 0 <i < fand 0 < j < 2.

2.3 Homomorphic operations and efficient bootstrapping

External Product. The LWE, RLWE encryption schemes support homomorphic addition
and homomorphic internal multiplication as defined in [Bral2, FV12], using an additional
relinearization step. In the TFHE framework, the homomorphic product is defined using
an external product between RLWE ciphertexts and RGSW ciphertexts. This operation has
previously been used in [BP16], and we later formalized it in [CGGI16a].

The external product [J homomorphically evaluates the homomorphic product of an
RLWE encryption V' of a torus polynomial message v and an RGSW encryption C of an
integer polynomial message u: CEHYV := G71(V) - C, where G~1(V) is the deterministic
decomposition with respect to the gadget matrix G. The RGSW scheme also supports
addition and homomorphic internal multiplication, defined using G~! decomposition. The
decomposition produces a small (unique) vector G~1(V) € R™X(@+D¢ whose coefficients are
integers in [~B/2, B/2[ and such that G"}(V)-G = V.

As shown in [GINX16, CGGI16a], the homomorphic product can be used to evaluate
homomorphic multiplexers (cMux) over ciphertexts as follows: given two RLWE encryptions
Vo, V1 € }éqQ of po, p1 € }?p, an RGSW ciphertext Cpg € (]%f)”, for g € {0,1}, all encrypted
with the same secret key 3, cMux(Cg, V1, Vy) := Vo + Cg [ (V1 — Vy). The result is a valid
RLWE encryption of pg with secret key 3.

my L mp

cMux
P
mo

Keyswitching key. Given a radix B’, a gadget vector g’ and decomposition g~!, all for

keyswitching, a keyswitching key kskg/, s from secret key s’ € {0, 1} to secret key s € {0,1}"
is a sequence of fresh LWE ciphertexts ksk; ; € LWE(s;/B’™7) for i € [0,n/] and j € [1,].

Keyswitching. Given an LWE ciphertext ¢/ = (a’,b') € ZE“ of a message y and a
keyswitching key kskg/, s, the keyswitching algorithm returns (0,b’) — Z?;Bl decgs(a})T - ksk;
which is an LWE sample in C, as long as the noise remains manageable. In [CGGI17], We also
extended keyswicthing to take a lipschitzian morphism f : T? +— }?q and convert a set of p
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LWE encryptions of p; under secret key s into a valid RLWE encryption of f(u1,--- , pp) under
secret key 5. We call this extended keyswicthing public (resp. private) functional keyswicthing
when f is a public (resp. secret) function.

Sample extraction. Given as input an RLWE encryption ¢ = (a, b) € Rg of a polynomial message
w(X) = i]i_ol p; X* under secret §, with b = Zi]ial b; X" and a = i]ial a; X", SampleExtract
returns (ag, —an—_1,- -, —ai,by) € Zé\“rl. The output is an LWE encryption of po under secret
key s = (30, -+ ,5n_1) € Z.

BlindRotation. BlindRotation plays a central role in many bootstrapping algorithms. It is
defined by the use of an accumulator associated to three operations we detailed below, and
illustrated in Figure 1:

(i) Init: it takes as input an integer polynomial testv € }%q, called test wvector or test
polynomial, an LWE encryption (a,b) € Zgﬁl under secret key s = (sg, - ,sp,—1) and a
bootstrapping key, which comprises fresh RGSW encryption of the s;’s under secret key
5. It first sets up an accumulator as a trivial (i.e., the left part is equal to zero) and
noiseless RLWE ciphertext ACCy := (0,v(X));

(ii) Update: it updates the accumulator as: ACC; := ACC;_; + (X% — 1) - (ACC;—1 I
RGSWg(SZ)),

(iii) Extract: after applying a chain of sequential cM ux, it extracts an LWE encryption of the
constant coefficient of ACC,, = RIWE;(v(X) - X ~0+(%5)) using sample extraction.

Remark 3. An iteration in the BlindRotation consists of homomorphically adding a;s; to the
accumulator ACC;_1 in the exponent. As s; is binary, we have s; - (X% — 1) +1 = X%%i. In
the encrypted domain, the iteration at step i can be expressed as an external product between
ACC,;_1 and RGSWj3(X %) = 14 (X% —1)-RGSW5(s;). This update operation can alternatively
be written as ACC; :== ACC;_1 + (X% — 1) - (ACC;_1 LJRGSW4(s;)).

Remark 4. There are alternative ways to homomorphically compute 2?2—01 a;S; in the exponent.
For example, the automorphism-based BlindRotation from [LMK" 23] combines homomorphic
automorphism and external product evaluations with respect to the decomposition of the
multiplicative group Zjy; .

2.3.1 TFHE Gate Bootstrapping

Given an LWE encryption of a message u, the purpose of the bootstrapping is to generate
a ciphertext of the same message with a noise reset to a controlled level. In [GINX16],
we proposed a gate bootstrapping procedure called TFHE bootstrapping, and a library,
TFHE [CGGI16¢| implementing the homomorphic operations on the torus. which achieves
substantially better performance than FHEW [DM15] and its variants [AP14, GINX16]. Any
boolean gate can then be homomorphically evaluated based on this bootstrapping. We first
present the TFHE gate bootstrapping (Agorithm 1), which homomorphically evaluates the
decryption circuit as a sign function. We then highlight the key differences between the
bootstrapping procedures following the same blueprint as TFHE. And we show how the gate
bootstrapping can be extended to support the evaluation of an arbitrary function.
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So S1 Sn—1
ACCy = (0,v(X) - X ) > l l l ! ACC,
J— cMux cMux --o —— cMux
(0.0(x) - X x7) e l e
_Xal _Xa,H

Figure 1: Illustration of the BlindRotation in TFHE: RLWE ciphertexts ACCy :=
(0,v(X) - X7%) and ACCy := (0,v(X) - X~°) are both taken as input to the cMux and
BK( is taken as the controlled bit, then cMux evalutions are performed with inputs
ACC;_; and ACC,_; - X% and with BK; as the controlled bit. At the end, the output
ACC,_; corresponds to the RLWE encryption of v(X) - X~(@s),

Algorithm 1 TFHE gate bootstrapping from LWE-to-LWE samples

Require: (a,b) an LWE encryption of i, a bootstrapping key BK = (BK;),, where BK;
is a RGSW encryption of s; for i € [1,n], a keyswitching key KS, and two fixed
messages fio(= 0), (= 3).

Ensure: an LWE encryption (a’,') of pg if (a,b) € Cy and puy if (a,b) € Cu.

1
2

fi =t and [ = po — fi
testv = (1+ X +---+ XV 1) . X
ACC = (0,...,0,testv - X7) € BA)qu,
fori=1ton—1

ACC+ = BK; [ (X% — 1)ACC)
c = (0, 1) + Extract(c’)
Return KeySwitch(ks, c)

=/

- fi

_N
2

Combining altogether - TFHE Gate Bootstrapping

(i) Initialization: This step initializes the public parameters (n, N, ¢, g, g ', ¢/, g_ll) where
g, g ! (resp. g, gfl’) is the gadget decomposition parameter for the external product
(resp. for the keyswicthing). It also includes the variance of the input LWE error and
the variance associated to fresh RGSW ciphertexts in the bootstrapping key. The first
step additionally initializes a test vector polynomial, testv := v(X), where v(X) =
Zfi _01 v Xt e }ép. We explain in the next paragraph how the coefficients v; of the test
vector polynomial are chosen. The notation testv will be used in the two next chapters.

(ii) Modulus Switching: it first rounds each coefficient of the LWE input: b = [2Nb] and
a; = |2Na;| € Zan for each i € [0,n — 1]. The rounding is done modulo 2N as the
ciphertext coefficients b, a; will be encoded in the exponent, and X has order 2N in
the multiplicative group R. The rounding over Zoy introduces a cumultae error that is
called the error drift.
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Remark 5. As this rounding step introduces a rounding error, it could change the result
of decryption. In order to take into account this additional rounding error, we define the
ciphertext space for ciphertexts that decrypt correctly to a given message. For p € 7,

we define
<4
2p}

(iii) BlindRotate: it applies the BlindRotation algorithm with inputs the test vector v(X) €
]%p, the rounded LWE ciphertext (é,l_)) € Zgﬁl and the bootstrapping keys BK; €
RGSWj;(s;), for 0 <i < n.

n

[2Nb] ZszLZNal -

Cu= {(a, b) € Zéx(”“

(iv) Keyswitching: given an LWE ciphertext under secret key extracted from § and of
dimension N, it outputs an LWE encryption with dimension n of the same message
encrypted with secret key s.

Polynomial Rounding: in this paragraph, we explain how the test vector coefficients are
chosen. After the BlindRotate, a target LWE ciphertext can be recovered by extracting the
constant coefficient of X0~=(@&s) .y = xb—(@s) . ?;61 v; X"

a) The constant coefficient of X~/ Zl 0 Ly Xt is v; if 0 <j <N and —v; if N < j <2N.
This comes from the fact that the coefficients of v are rotated by —j positions and
X = X?N=J = _XN=J_ This means that N distinct values can be encoded in QLNZ.

b) As the goal is to obtain an LWE encryption of a message encoded in Zp, the coeflicients
of v; are defined by mapping each element in ﬁZ, 5% to its nearest representative in
~ . \_p—j—f—ij mod p
Lp, 1., vj = 222 ——— 2”p

2.3.2 FHEW-like bootstrappings

There are different bootstrapping constructions that follow the same blueprint as in TFHE.
All of these methods are based on the use of the GSW encryption schemes. The first approach
was proposed in the plain LWE setting by Alperin-Sherif and Peikert [AP14] which was
later improved by Ducas and Micciancio [DM15] in the ring setting. Their bootstrapping
algorithm, called FHEW put forward the first practical bootstrapping, their proof-of-concept
implementation run in less than 1 second. In [GINX16], we proposed a new bootstrapping
approach where the decryption circuit is expressed as a sequence of multiplexers implemented
using plain GSW ciphertexts. In [CGGI16a], we introduced several improvements to this
construction that can be summarized as follows: while [DM15] evaluates the homomorphic
product using an internal GSW-GSW product over rings, we make use of the external
product [BP16, CGGI16a] between ring GSW ciphertexts and ring LWE ciphertexts. The
linear part of the decryption function is then evaluated as in [GINX16] using homomorphic
multiplexers. The design of GINX/CGGI bootstrapping is based on the use of binary secret
keys, since the secret key bit s; is used as a selector between two possible messages ACC;_1
and ACC;_1 + X% - ACC;_.
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In [GINX16, CGGI16a], the decryption circuit is expressed as a sequence of homomorphic
multiplexers, and the secret key bits are taken as Mux wire inputs, the LWE secret key is
encrypted bit-by-bit (the first input bit determining the underlying if-then-else condition). It
has been adapted to support ternary secret keys in [BIPT22, KDE'21] and any secret key
distribution in [MP21, JP22]. Contrary to GINX/CGGI bootstrappings, FHEW [DM15] can
support arbitrary secret key distributions, but in that case, the bootstrapping key includes
additional decomposition of ciphertext components with respect to a radix basis parametrizing
the bootstrapping procedure, which leads to a large amount of bootstrapping key material.
Overall, the bootstrapping key in [CGGI16a] is about one hundred times smaller than that
of [DM15] and the gate bootstrapping was reduced to 0.052 seconds, representing a twelve-fold
speed-up over the procedure of [DM15].

Recent improvements. Other BlindRotation algorithms based on the NTRU problem [BIP*22,
Klu22] and homomorphic automorphism evaluations [BDF18, LMK 123, WWL"24a] have also
been proposed. Compared to the bootstrappings from [AP14, DM15], the automorphism-based
method optimizes the number of keys used, but requires one keyswitching per automorphism
evaluation. This number can be reduced [XZD 123, DKMS24| by combining automorphisms in
the same loop [XZD"23, DKMS24, BJ25]. Recently, the authors of [BJ25] further optimizes the
number of keyswitching and external products, reducing the overall time of the automorphism-
based bootstrapping. Improvements on the bootstrapping in [LMSS23, BCL*24] had also
been proposed by using block binary keys where specific positions of the secret key are filled
with zero values.

2.3.3 Automorphism-based BlindRotation

In this paragraph, we provide a high-level overview of the automorphism-based variant of the
BlindRotation introduced in [LMK™"23].

Homomorphic automorphism. An automorphism ¢,, for a odd, applied to an RLWE
ciphertext encrypting (X)) under a secret key §(X) maps it to an RLWE ciphertext encrypting
p(X ) under the secret key ¢(3). Then, by applying a keyswitching using ksks(xo)s(x) as
the keyswitching key gives an RLWE ciphertext, encrypting pu(X“) under secret key 5(X).
This operation will be written as HomAut,. If & = (=1)*(5)* mod 2N, with ko, k1 ex-
plicit, HomAut, will be denoted by HomAut, 1,). Notice that each automorphism requires a
keyswitching operation.

The automorphism-based BlindRotation is based on the observation that Z3y = Zy/p ® Zs.
As the integers 5 and —1 are generators of order N/2 and 2 respectively, they both span Z3 .
Setting I, := {i |a; = ¢’} and I, :={i | a; = —¢'} for £ € {0, % {

We recall that the goal is to bootstrapp an LWE ciphertext (a, b), whose components are
already rounded in Zyn. The accumulator is initialized as ACCqy := (0, X—9b. v(X Y )) and
the bootstrapping key BK = (BK;)o<i<n, With BK; := RGSW;(X?*"), and keyswitching keys
ksks(x9)—5(x)> kSkg(x-9)—3(x) for the two automorphisms X +— X9 and X — X9 respectively.

The automorphism-based BlindRotation relies on the fact that ), a;s; can be written as:

dositgloota| D si—g| dsitaltel D

JeEl, ]EIN/2_1 Jjel; ]EIN/2_1
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The a;’s are first grouped according to the indices I;. The BlindRotation first performs
an external product between ACCy and BK; for j € In/p_; and then applies HomAut,. The
process is repeated:

- for each set of indices I ; for j > 0, the external product is followed by an evaluation

by HomAut,. And for j € I, the external product is followed by an evaluation by
HomAut_, and;

- for each set of indices Ij“ for j > 0, the external product is followed by an evaluation by
HomAut,.

As automorphisms do exist for odd exponents in Zsy, a solution proposed by the authors
consists in rescaling the a;’s by performing the modswitching by rounding to the nearest odd
values.

2.4 Circuit bootstrapping

The output of a homomorphic multiplexer is an RLWE ciphertext and if multiplexers are
to be connected, the output of a multiplexer cannot be used directly as a selector for a
subsequent homomorphic multiplexer. Unfortunately, the previous GSW-based bootstrapping
as implemented in [GSW13, AP14, GINX16] does not provide practical solutions. In [CGGI17],
we introduced the circuit bootstrapping which allows to convert an R/LWE ciphertext with
high-noise into an RGSW ciphertext of the same message with reducing the noise. The circuit
bootstrapping makes it possible to connect gates whose outputs are of different types, i.e.,
connecting a cMux gate output, implemented as an RLWE ciphertext into a cMux selector,
implemented as an RGSW ciphertexts. Initially, the circuit bootstrapping proposed in [CGGI17]
had a runtime of 137 ms. Subsequent works [CLOT21, WWL™"24b] have significantly improved
it. We will first present the original circuit bootstrapping algorithm and discuss the optimized
algorithms in Section 3.3.1 of chapter 2 as they rely on variants of the bootstrapping that will
be presented next. The circuit bootstrapping works across three levels level; of error noise for
i € [0, 2], each of variance ¢J;. Each level is associated with a set of homomorphic operations.
The level 0 corresponds to large noise ciphertexts and tolerates a limited number of linear
operations. The ciphertexts at level 1 have medium size parameters and support a relatively
large number of leveled operations. Level 2 is associated to ciphertexts with small noise
parameters and there is a very little margin for more homomorphic operations, as this level
almost reaches the limit of what can be handled with native 64-bit arithmetic. The circuit
bootstrapping workflow proposed in [CGGI17] is be summarized in the following. We refer
the reader to [CGGI17, Section 4.1] for the proof of correctness of the circuit bootstrapping
procedure.

1. The first step takes an LWE ciphertext of u € {0, %} and switches it to a level 0 ciphertext
using keyswitching.

2. The second step performs ¢ gate bootstrappings to convert a ciphertext at level 0 in C,
into ¢ ciphertexts at level 2 in C» for i € [1,/].
B74

3. The last step applies PrierySWitchf—0 and PrierySWitchf—1 to each ciphertext in

SK—SK SKH—SK

C to convert them into one RGSW ciphertext of p at level 1, where f;(z) := K;x and
B'L
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(Ko, K1) € R? is the secret key of the RGSW encryption scheme used to generate the
bootstrapping key.

2.5 Functional bootstrapping

FHEW-like bootstrappings and automorphism-based variants support functional or pro-
grammable bootstrapping, which means that an arbitrary function can be evaluated on
encrypted data using one bootstrapping call. The term functional bootstrapping (resp.
programmable) was introduced in [BGGJ20] (resp. [CJP21] ) but the idea of evaluating non-
binary gates was already suggested in [DM15, Section 7], further investigated in [BR15, CIM19,
BGGJ20].

Since then, many improvements on the efficiency and precision of functional bootstrapping
(extending domain size) have been proposed, firstly for specific functions
[BST20] (for comparison) and [BMMP18, ISZ19, LMP22] (for sign function) and later on, for
arbitrary functions [GBA21, CLOT21, YXS*21, KS23, MHW*24]. 3. The authors of [LY23]
improved the functional bootstrapping by enlarging the input domain by introducing a
polynomial morphism to a larger ring. Recently, the authors of [BORLT25] have further
improved the extended bootstrapping from [LY23] by reducing the number of external products
and refining the modulus switching step. Recent works shows that the functional bootstrapping
also applies to other FHE schemes than the FHEW-like bootstrapping, in particular to the
CKKS scheme [AKP25, BKSS24].

The regular bootstrapping relies on two consecutive steps: a linear step, which homo-
morphically recovers b — (a,s) in the exponent, i.e., as X b—(@s) and a non-linear step, which
homomorphically rounds the noisy encoding of the message by homomorphically extracting
the constant coefficient of v(X) - X b=(as) The gate bootstrapping can be adapted to support
arbitrary functions evaluation defined over a discretized space by modifying the second step as
follows:

if f: Zp — Zp is a function defined in the rational torus Zp, then setting the test vector

P 1
v(X) such that v; := f (ngv-irgpjodp)

Substituting j with y* := b — (a,s) mod 2N, the constant term v(X) - X** becomes f(u) if
the error drift noise remains small enough and if 0 < p* < N, as a result of the anticyclic
property of }ép. In that case, the plaintext space is halved. This technique is named padding
in [CLOT?21] as this comes down to set the most significant bit of the message equal to 0. The
negacylclic property of RAp can be expressed differently in the case where p||q, ¢ = 2 (or more
generally when p is even). If the function f verifies f(u+ 3) = —f () then the function f can
be defined over the full input domain. The sign function verifies this property.

Remark 6. If f : domy — imy is not defined over Zp, an additional encoding and decoding
functions will be used f = decode o f o encode with encode : dom; — Z], f: Zq — Zq and
decode : Zq — domy.

3Given the extensive body of literature on FHEW-based functional bootstrapping, we have selected
a subset of representative works.
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3 Optimizing Homomorphic Evaluation

This chapter presents our contributions to the optimization of homomorphic evaluation of
arbitrary functions. We review generic representations of a Boolean function and show how it
can be evaluated without bootstrapping, using a sequence of homomorphic multiplexers. We
first show to homomorphically evaluate a Binary Decision Tree and a Binary Decision Diagram
(BDD), and based on the correspondence between BDD and deterministic finite automata, we
further show how Deterministic Automata can be evaluated homomorphically. We extend this
technique to the homomorphic evaluation of arithmetic functions by encoding the value into
the weights of a Weighted Deterministic Automata.

This chapter introduces amortization techniques for the homomorphic evaluation of ar-
bitrary functions. It presents a technique called multi-value bootstrapping which amor-
tizes the cost of the BlindRotation among different calls of the functional bootstrapping
with different functions. We then review packing techniques and their use for the ho-
momorphic evaluation of arbitrary functions. This chapter is associated with publica-
tions [GINX16, CGGI16a, CGGI17, CIM19, BI25a].

3.1 Boolean function evaluation

3.1.1 Boolean functions in Disjunctive Normal Form

In this section, we review computational models for the homomorphic evaluation of an arbitrary
boolean function f : {0,1}* ~+ {0,1}. It has been demonstrated in [AP14] that when a chain
of conjunctions is right-associated, with one of the two inputs encrypted as a fresh GSW
ciphertext, then the noise grows linearly in the number of conjunctions instead of exponentially.
In order to homomorphically evaluate an arbitrary Boolean function, we can rely on its
disjunctive normal form (DNF), i.e., by expressing f as a disjoint union of conjunctive terms.
f can then be evaluated by homomorphically adding all the encrypted terms, where each term
formula is expressed using a chain of AND gates. However, in that case, the resulting noise is
exponential in the number of terms in the DNF. In [GINX16], we showed that arbitrary Boolean
functions can be evaluated homomorphically in a trivial way using a chain of multiplexer gates
instead. In that case, the noise growth is proportional to the square root of the number of
inputs.

3.1.2 Binary Decision Diagram representation

The truth table of f can be written as a vector of length 2* such that Tj := f(zo, -+, Tk—1),
with j = ?;01 2;287"=1 The full binary decision diagram (BDD) of f can be viewed as
a binary tree of multiplexers, of depth k. The bottom level consists of 2F leaves, each
denoted Xy, ; := Tj for j € |0, 2% —1]. The i-th iteration of the homomorphic evaluation
can then be implemented using the Mux gate as follows: there are 2° nodes computed as
X j = cMux(pi, Xit1,2j+1, Xit1,25) and if ¢ = 0, the node X contains f(po,- - , p—1). The
noise of the output ciphertext is linear in the number of inputs. As the number of nodes
is exponential in the number of inputs, the time complexity remains high for large domain
Boolean functions. In some cases, identical subtrees can be merged and the full BDD can be
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homomorphically evaluated with N'(f) homomorphic cMux gates, where N(f) is equal to the
number of distinct subtrees in the full BDD of f. The BDD associated with the evaluation
of the Boolean function f corresponds to deterministic automata that recognize the mirror
language of the language of f. With this correspondence, Nerode’s partitioning algorithm can
then be used to determine the identical subtrees.

3.1.3 Using Deterministic Automata

Following the previous results, we showed in [GINX16] that we are able to evaluate any
deterministic finite automata (DFA) using less than |w|#@Q homomorphic multiplexer gates,
where |w| is the size of the input word and @ is the number of states. We additionally showed
in [CGGI16a] that this number can be reduced by a factor |w| when all valid paths in the
automaton, from the initial state to any accepting states have the same length. The method
of [GINX16] makes use of RGSW internal products which are replaced with RLWE-RGSW
external products in [CGGI16a]. We obtained the following theorem proved in [CGGI16a]:

Theorem 1 (Evaluating Deterministic Automata). Let A = (Q, i, Ty, Th, F') be a deterministic
automata, where Q) is the set of states, i € Q) denotes the initial states, Ty, 11 are the
two transition functions and F' is the set of final states. Given s valid RGSW ciphertexts
c1,...,Cs that encrypt bits of a word w € B®, with error noise variance ¥ = max; Var(Err(c;)),
by evaluating at most < s#Q cMux gates, one can produce an RLWE ciphertext d that
encrypts % iff A accepts w, and 0 otherwise. Assuming the Gaussian heuristic, Var(Err(d)) <
2-(2(NB%9+ (N +1)€?), where £, B, ¢ are decomposition parameters defined in Section 2.2 and
N is the ring degree. Furthermore, the number of evaluated cMux can be decreased to < #Q).
if A satisfies either of the conditions:

(i) for all ¢ € Q (except KO states), all words that connect i to q have the same length;

(ii) A only accepts words of the same length.

The correctness comes from the following. We initialize #@Q noiseless ciphertexts for
each state in @, encrypting 1 if ¢ € F' and 0 otherwise. Then for each letter of the word
encrypted as ¢;, the transition is computed as follows: for all ¢ € Q and j € [0,s—1], dg ;-1 :=
cMux(c;, AT, ()55 d7y(q),;)- And finally we output d;. The automata of this construction are
used to evaluate rational Boolean functions in binary words where the image of (wo, - - - , ws—1) €
{0,1}* is equal to 1 iff T, | (T, » (- -+ (T, (i)))) € F, and 0 otherwise.

3.2 Using Weighted Deterministic Automata

In [CGGI17], we extended the previous result to handle the homomorphic evaluation of
arithmetic operations over binary words more efficiently, by using deterministic weighted finite
automata (DWFA). Weighted finite automation are finite automata with a weight added in
each transition. The weights serve as an implicit memory and are incrementally added together
along the evaluation so that the result can be obtained directly. We refer to [DG09, BGW00]
for a formal definition of Weighted Deterministic Automata (WFA).

When using determinsic automata, the output is one bit of information, i.e., 1 if the word
is accepted and 0 if rejected. In order to obtain several bits of information as output, as
expected after the evaluation of arithmetic operation, a straightforward approach would be to
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use a DFA for each output bit of the function. However, the number of possible outputs would
be exponential in the size of the inputs. Using DWFA overcomes this blow-up by integrating
an implicit memory into the evaluation process.

In this section, we provide an intuition on how the evaluation is processed and refer
to [CGGIL7, Section 3.2] for more details. WFA are defined over a semi ring (5,4, ®,0,1),
and each transition is labeled by a weight in S. The two laws are used in the following way:
(a) when a word is read, the weights along the path are multiplied; (b) if several paths lead to
the same word, their paths are summed. As we would like to support homomorphic evaluation,
the class of WFA is restricted to deterministic WFA (DWFA), i.e., there is one possible path
per word. In addition, we add the condition that all the words are accepted. With these
two conditions, the addition law @ becomes useless in our case as (b) defined above is never
invoked. We use (S, ®) = (Z,4[X],+) as the semi ring structure for the DWFA. In [CGGI17],
we showed how to use DWFA to homomorphically evaluate a set of arithmetic functions,
including multi-addition, multiplication and comparison.

3.3 Amortized Evaluation

3.3.1 Using the multi-value bootstrapping

In [CIM19], we introduced multi-value bootstrapping which allows one to evaluate many
arbitrary functions on the same ciphertext(s) using one BlindRotation. As mentioned in the
previous chapter, when using functional bootstrapping to evaluate an arbitrary function,
the function is encoded within the coefficients of the test vector. The idea of the multi-
value consists then of defining as many test vectors as there are arbitrary functions, and
factorizing the computation by merging the redundant parts. However, if this factorization
is implemented naively, the noise growth may increase significantly. The decomposition we
choose relies on the observation that the following equation holds in the cyclotomic ring Zy[X]:
A+ X+X24+- + XV"H1-X)=2 mod XV +1.

Given many functions f; : Z, — Zy, the test vector TV;(X) associated with f; can be
written as TV;(X) = vo(X)v;(X), where vo(X) is the polynomial factor shared among all
TV;(X).

Taking vo(X) == 37(1 + X + -+ + XV 1) and v;(X) := (1 — X)771TV,, where 7 is a
scaling factor set as the least common divisors among the coefficients of all TV,;(X)’s, we have

The error growth of the multi-value bootstrapping can be expressed as ||7)1”zo Pboot, Where
Ppoot denotes the error variance of the noise induced by the regular bootstrapping procedure.
We refer the reader to Theorem 3.3 and its proof [CIM19] for the argument concerning noise
propagation in the multi-value bootstrapping. We give some application examples of the
multi-value bootstrapping in the following paragraph.

3.3.2 Applications of the multi-value bootstrapping

o Optimized arbitrary functions: assume that f is a look-up table f : {0,1}" — {0,1}%,
and ¢;(x1,--- ,x,) is defined as the j-th bit of f(xy,---,z,) for j = 1,---,s. Then
the function f can be homomorphically evaluated by evaluating each ¢; independently,
by using the functional bootstrapping s times. One can make use of tmulti-value
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bootstrapping instead, as the functions ¢;, j = 1,---,s are evaluated on the same
ciphertexts, encrypting x1, - - -, z,, which amounts to one BlindRotation instead of s
using the previous method;

Optimized tree-based method for the evaluation of an arbitrary function over multiple
cipherterts: to mitigate the increase in N for large look-up table (LUT) evaluation,
the authors of [GBA21] have introduced two methods, the tree-based method and the
chaining method, which combine several look-up tables to evaluate a larger one. We recall
the first one. Let f : B — B be a LUT that takes as input cg, - - - , ¢4_1 LWE ciphertexts
encrypting mg, - ,mg—1 € Zp with m := Zf;ol m;B'. The evaluation of f amounts to
the evaluation of the B! functions f; : Zp + Zpg defined as f;(z) = f(i + xB*1) for
i € [1, B¥1]. The tree-based method first defines B¢~ test vectors, each associated with
f; and then performs B4~! functional bootstrappings with the same LWE sample ¢4
as input. The BY"! LIWE output encrypts f;(i +mg, B<") for i € [1, BT, If d = 1 the
process ends, otherwise they are combined as B2 RLWE test vectors using the public
functional keyswitching [CGGI17], which was recalled in Chapter 1, Section. Using multi-
value bootstrapping instead of regular bootstrapping, the number of BlindRotations
could be decreased from exponential in d to linear in d. In that case, the test vector
would have to be given in cleartext, or the RLWE test vector ciphertexts would need to
be converted into RGSW ciphertexts using circuit bootstrapping to perform the product
with the accumulators. Therefore, as explained in [GBA21, Section 3.1], the multi-value
bootstrapping is used only at the first step in this context. This optimization has been
used in [TCBS23, BBB125] to speed-up the evaluation of AES in the TFHE framework,
more specifically for the evaluation of the Sbox and the multiplications that occur in
the MixColumns step.

Optimized circuit bootstrapping: in the second step of the circuit bootstrapping, recalled
in Section 2.4, ¢ calls to the bootstrapping take the same LWE ciphertext encrypting
p, where each of them evaluates f; : * — & for i € [1,/]. In [CIM19, Section 4.4],
we suggest using multi-value bootstrapping so that, instead of calling ¢ times the
BlindRotation, only one call to the BlindRotation is made. The idea of amortizing
the cost of the BlindRotation was also used and implemented in [CLOT21], where

multi-value bootstrapping is replaced with a different technique, called PBSmanyLUT.

In their solution, the parameters are set a priori and determined how many functions
could be evaluated using one bootstrapping call. In the end, contrary to the multi-value-
based optimization, the noise growth does not depend on the size of the test vectors,
but in that case, the parameters need to support the evaluation of the different LUTs.
So both optimizations are working with different trade-offs.

The multi-value bootstrapping was also used in the optimized circuit bootstrapping
construction recently proposed by Wang et al. [WWL"24b]. They proposed a new
workflow which includes the multi-value bootstrapping without the sample extraction,
which is then combined with a homomorphic trace computation and a scheme switching
step. We refer to [WWL*24b] for a full description of the workflow. Their report
timings show that their circuit bootstrapping algorithm outperforms ours described in
Section 2.4 with almost a 10x speedup and 16x key reduction.

23



3.3.3 Using packing methods

In this section, we review different packing techniques and show how they can be used to
optimize the homomorphic evaluation of arbitrary functions. We will further detail our
contributions based on the colum method and the row method. Packing refers to the operation
of converting several LWE ciphertexts into one RLWE ciphertext and repacking refers to
mapping multiple RLWE ciphertexts into a single RLWE ciphertext. We can assume that RLWE
ciphertexts are given as LWE ciphertexts, since an RLWE can be efficiently converted into LWE
ciphertexts by homomorphic sample extraction. An RLWE ciphertext encrypting Zf\; 61 i X
can be viewed as a structured set C' of N LWE ciphertexts (a;, b;) € Z(]]V X Zq encrypting u;
(up to a format-switching) under the same secret key s. In the following, we review various
packing techniques, where the shape of C' can vary.

- Column method: In [CGGI1T7], we introduced the public functional keyswitching, which
can be viewed as a packing technique by taking f : Z]JDV — ]w?p defined as f(uo, -+, un—1) =
Z;V: _01 quj . The fact that f is 1-lipschitzian ensures that the noise does not grow
too much. In addition, we can move the slots or remove some of them by adjusting f
accordingly.

The column packing method and the improved variants [CGGI17, MS18, BGGJ20,
BCK 23] arrange the input LWE ciphertexts as (coeff(a;), b;), vertically, where coeff
is the coefficient embedding map. With this representation, the j-th column of C' is
¢j = (apj, -+ ,an—1;) for j € [0,N — 1] and e¢n—1 = (bo,- - ,bn—1). This technique
reconstructs the RLWE encryption of 3°, u; X¢, performing a keyswitching from the secret
key s; to the new secret key for each column.

How we used the column method to optimize look-up table evaluation: we proposed two
approaches to optimize the homomorphic evaluation of an arbitrary Boolean function
using this packing method, called horizontal packing and vertical packing. In order to
evaluate f : {0,1}" — {0,1}°, a standard approach is to evaluate the s subfunctions
that return each digit separately. The horizontal packing is based on the observation
that, using the cMux-based approach (i.e. a sequence of multiplexer evaluation), each
of the subfunction evaluates the same tree using the same selector. So, the idea is to
process the evaluation from the left to the right of the BDD tree, but to pack the outputs
of the s subfunctions’ together. This reduces the total number of multiplexers by a
factor s, i.e., the number of cMux gates becomes [7(2? — 1). This method is beneficial
when s is large, but in general s < N. The vertical packing packs the output of each f;
vertically. Assume N = 29 divides 2°. The look-up table for fj is a column of 2% values
packed as ?V—S RLWE ciphertexts do, - - - ,dys—s_1. To retrieve fj(x), one has to retrieve
the p-th element (with p =2 mod N) of the p-th block (with p = | ]). One can use
a cMux-tree to select the p-th block and the BlindRotation to rotate the coefficient of
d, by p positions and extract the constant coefficient, i.e., 0j,. The full algorithm is
described in [CGGI17, Algorithm 5].

- Row packing method: the row packing introduced in [CDKS21] encodes each row of C
as a polynomial ciphertext. But the format of the message is not preserved (except for
the constant term scaled by a factor N) and some coefficients appear to be useless. To
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remove them except the constant one, the homomorphic trace function can be used.
They obtain N u;, with u; the constant term of the i-th polynomial, i.e., RLWE(p; + *)
where x stands for useless terms. The packing algorithm from [CDKS21] is an FFT-like
recursive algorithm, which reduces the required key material from O(N?) to O(N log N)
compared to [CGGI17, MS18]. With Jean-Philippe Bossuat, we recently proposed
in [BI25a] an iterative variant of the row packing method and a detailed proof of its
correctness. An appealing feature of this iterative variant is that it enables a streamable
packing algorithm, which we present in the next paragraph.

How we used the row packing method to optimize arbitrary function evaluation: we
considered a two-party scenario where a user would like to obtain the evaluation of
f : dom — im over a set of encrypted inputs {ig,-- ,i.—1} C dom(f) that the user
would like to keep unknown to the server. The following step is applied for each
encrypted input ¢ in parallel. To simplify, we assume that the size of the subset z
is less than N but larger sizes can be handled using the split domain approach we
proposed in [IIMP22]. If the user wants to obtain the evaluation of f in i, it sends
the RLWE encryption of X*. The server precomputes a polynomial representation of
the function f, us(X) such that the plaintext multiplication with RLWE(X") gives the
RLWE encryption of a polynomial, (i) whose constant coefficient is f(7) and (ii) whose
other coefficients are consecutive evaluations of the function on the other (< N — 1)
inputs in the domain; these other inputs are not targeted by the current query and are
omitted from the response. In a second phase, the server applies a repacking procedure
as follows: it takes as input the previous N RLWE ciphertexts whose constant coefficients
are respectively f(ig), -, f(i—1). And it reconstructs a new RLWE ciphertext of the
polynomial f(ig)X? 4+ -+ + f(i.—1)X*7 1 4+ xX* + .-+ + x XV~ where x can be any
element in the message space. Depending on the format agreed, an LWE encryption
of f(i) can be homomorphically extracted and sent back to the user or the repacked
RLWE ciphertext is sent to the user who decrypts and parses the polynomial by herself
in order to retrieve the targeted evaluations. The communication cost on the user side is
z X 2N log ¢, while that on the server side is 2N log q. Hence, our method is benefical in
terms of communication when the number of requested points is small, as the response
size is the one that is most significantly reduced.

Diagonal packing method: The diagonal method [HS14] views C' according to its sub-
diagonal. Each of them is multiplied component-wise by the rotated version of the secret
key. Summing all intermediate products gives the product between C' and the secret
key. The diagonal method was extended in [jJLHH"21] to support large domain LUT
evaluations at the cost of some approximation errors in the result.

3.4 Low-memory dynamic packing

As this variant of the row packing is not yet published, we provide the full description of the
algorithm in this section. This is a joint work with Jean-Philippe Bossuat. The goal is to merge
d < N/n RLWE ciphertexts of degree N of some polynomial messages p;(Y) = T.L;(} i Y7

for Y = XN/™ and i € [0,d — 1], and to produce a single RLWE ciphertext whose polynomial
message is p(X) = Y0} (Z;:& ui,ij) X',
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For sake of simplicity, we take n = 1 so that ¥ = X and the number of input ciphertexts
equals d = N, the degree of the polynomial ring. However, the algorithm easily generalizes
to any Y and any number d of inputs by taking zero values for the remaining coefficients
if d < N/n and by splitting the d ciphertexts into batches of up to N/n ciphertexts and
evaluating one repacking per batch if d > N/n.

In order to specify how the ciphertext ordering is modified by the dynamic repacking
algorithm, we introduce ciphertext hashmap which is aligned with the index-permutation
mappings appearing in FFT-like algorithms.

Definition 2 (Ciphertext hashmap). A ciphertext hashmap is a list of ciphertexts in which
each ciphertext is associated with a unique index in [0, N — 1]. The elements of a hashmap can
be reindexed by applying a permutation over [0, N — 1]. We denote by revy (i) the bit-reversal
permutation of i € [0, N — 1] on log(N) bits.

We also introduce a register, indexed by an integer ¢ and associated with a state consisting
of a ciphertext and a boolean flag. The state serves as a temporary memory to track updates
or operations on the corresponding ciphertext in the hashmap during dynamic repacking.

Definition 3 (Register). A register REG; is associated with an index i, and a state (c;,b;),
where ¢; is an RLWE ciphertext and b; is a boolean flag. An empty ciphertext is denoted by ().
We define three methods associated to a register:

° Init(i): (Cz‘,bi) — (@,0)
e combine(c, ;i)

c+c+c * Xt +HomAuty(c—c * X)) ifc#0 and  #1)

¢ + ¢+ HomAut,(c) ifc#0andd =0
¢ + (¢ — HomAut,(c)) * X! ifc=0and d #0
c+ 0 ifc=0andd =0
where
~ 1,0 ifi=0
t < N/27 and o (1, ) i ,
(0,271)  otherwise
. Add(i, c):

(Ci, bz) <— (C, 1) Zf bi =0

Add(i + 1,combine(c;, c,i))  if by =1
(Ci7 bl) — ((2)7 O)

We first precent in Algorithm 2 the iterative ring repacking algorithm variant of [CDKS21]
using the previous notation, whose proof is detailed in [BI25a].

We then describe the low-memory packing that allows the packing of d = N/n RWLE
encryptions into one RLWE encryption using log(N) registers and at most log NV keyswitching
keys. An input ciphertext is taken in a bit-reversed ordering with respect to its assigned
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Algorithm 2 RLWE REPACKING
1: Inputs: a hashmap h containing up to N/n RLWE ciphertexts with unique indexes
in the range [0, N/n), where h[i] encrypts p;(Y) = ;7’;01 i ;Y7 for Y = XN/m,

2: Output: an RLWE encryption of u(X) = Zfi/onfl ( ;‘;& ui,ijN/”> X
3.

4: fori <+ 0to N —1do

ot if h[l] # f do

6: hli] < (N/n)~1 - c[i]

T

8: for i < log(n) to log(N) — 1 do
9 t; N/2i+1

10: ifi=0

11: a < (1,0)

12: else

13: a <+ (0,207

14: for j«0tot;—1

15: h{j] < h[j] + h[j + t;] * X' + HomAut,(h[j] — h[j + ;] * X%)
16: 14—1+1

17: return h|[0]

position, so that, in the end, its constant coefficient is placed at the index corresponding to
its input position. A permutation can additionally be taken as input if a different ordering is
required.

Lemma 1. Let cg,...,cny—1 be RLWE encryptions of uo(X), -, un—1(X), respectively. On
input the ¢;’s, Algorithm 3 returns an RLIWE encryption of p(X) = >, 1:(X)[0] - X?, where
wi(X)[j] denotes the j-th coefficient of the i-th ciphertext.

Proof. We will show that Algorithm 3 calls combine on the same sequences of ciphertext pairs
as Algorithm 2 when Algorithm 2 inputs are taken in bit-reverse ordering. We consider the
intermediate calls to combine() along Algorithm 3 run and we denote h(®) the hashmap which
contains the output of all calls to combine(x, *,7). The proof is based on the two following
observations:

1. REG; calls combine(*, %, 1) % times;

2. We can prove by induction that for ¢ € [0,log V), the calls of REG; to combine(x, x, 1)
are such that for all j € [0, t; = 21%)

h®[j] = combine(h=V[2j + 1], h1[25],4); (1)

and h(=D[k] = h[rev(r)].

27



Co =

Cy —

Cy =

Ceg —

C1 =

Cy; —

C3 =

Cr =

[OxxxxXXXX

[4XxXXXXXX

[2XxXXXXXX

[6xxxxXXXX

[1xxxXXXX

[DXXXXXXX

[3xxxXXXX

[TXXXXXXX

REG, REG; REG;
¢ = [OxxxxxxXX] c=10 c=10
o | b=1 b=0 b=0
combine(c, [4woo], 0) ¢ — [ c—0
tl C = @ \_/ -1 b — O
b=0
| &= [2xxxxxxX] ¢ = [0xxx4xxx] c=10
? b=1 b=1 b=0
|, combine(e, [Gxooa], 0) combine(c, [2:xbx], 1 B
i e — c=0 | = [2X_2X14X6X]
b=0 b=0 N
¢ = [IxxxxxxX] c=10 ¢ = [0x2x4x6x]
KN b=1 b=0 b=1
e O ¢ = [1xxxHxxx] ¢ = [0x2x4x6x]
t5 C = @ \_// -1 h=1
b=0
| &= [3xxxxxXX] ¢ = [Ixxx5xxX] ¢ = [0x2x4x6x]
¢ b=1 b=1 b=1
,_,(:Omblne( [ XXXXXXX o ]) CDmme(c, [3xxx7xxx], ]_ :Omblne(q [1x3x5x7:|, 2)
tr c=0 —7 c=0 —7 c=10
b=20 b=10 b=0

l

01234567

Figure 2: Illustrated example of Algorithm 3 for an input hashmap of n = 8 ciphertexts

(CO,Cl,...,

c7) which are RLWE encryptions of u;(X) with p;[0] = i. The line ¢; indicates

the state values of each register associated to the i-th ciphertext. The initialization step

creates the register pairs which are initialized to ((),0). At state 0, ¢o =

[OxxxxxX] is

taken as input and REGy becomes actif (b = 1). The next cipherext ¢; is then combined
with ¢g (according to rule a). The result is sent to the next register and the local buffer
is reinitisalized to (). When the last register (REGs) calls combine, it outputs the final
ciphertext [01234567].

28



Algorithm 3 RLWE Low-memory Dynamic Repacking

1:
2:

10:
11:
12:
13:
14:

Inputs:
h : hashmap of N/n ciphertexts, where h[i] encrypts 1;(Y) = 39=5 ;Y7 for
Y = XN/n
Output: an RLWE encryption of u(X) = (Z? o MiY ) Xt
for i = log(n) to log(N) — 1 do
Init(4) > creates (¢, b;)
end for
for i=0to N/n—1do
if hlrevy(i)] # 0 then
Add (0, (N/n)" - hirevy (i)
else
Add(0, 0)
end if
end for
return cog(n)—1

e For i = 0: REGq calls combine % times since b is initialized to 0 and switched to 1 one
half of the time. Thus, we have, for j € [0, %)

h([5] =combine(h(=1[24], h=V[25 + 1],0) if by = 1
=combine(h[rev(27)], h[rev(2j + 1)],0)
o By induction, Add(i — 1, %) invokes combine exactly % times. Moreover, for each of these

invocations, since combinations occur between two outputs produced by REG;_1, REG;
calls combine 21% times.

By construction, given ¢ := combine(h¢=1[2;], h(=1[25 + 1],i — 1) for some j € [0, %),
the number of calls from REG; to combine is half less than the ones from REG;_; and
we have for all j € [O,ti = 21%)

h®[j] = combine(h®~1[24], h¢=D[2; + 1], 1)
= h0=D12§] + h0D[j + ;] % X 4+ AUTOL (hC~V[j] — hO=D[j + ;] » X¥)

where h(=1) is the hashmap in step 4 in line 15 of Algorithm 2 as h(—1) [2] +1] # 0 and
h(=1[25 4 1] # 0 when Add(i, ¢) is invoked.

The output of Algorithm 3 is cjoe(n)—1 1= h'°& =1[0], which is the same as Algorithm 2.
O

The complexity and noise analysis of Algorithm 3 is exactly the same as that of Algorithm 2.

Algorithm 3 needs to be modified to be parallelisable, and one instance of Algorithm 3 must be
instantiated for each thread, whereas in Algorithm 2, each pair of ciphertexts can be combined

independently.
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Complexity | Memory Noise Streamable | Parallelisable
Algorithm 2 | (N/n) —1 N/n et + ((N/n) — 1)Vys N
Algorithm 3 | (N/n) —1 | log(N/n) | O¢ + ((N/n) — 1)t Y Somewhat

Table 1: Comparison between Algorithm 2 and Algorithm 3.
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4 Circuit Privacy

In the homomorphic operations considered so far, without any additional property of the FHE
scheme, the user who received the evaluation result may learn information about the circuit
that the sender evaluated on their data.

Circuit privacy ensures that the ciphertext returned after homomorphic evaluation does
not contain information about the circuit. A related algorithm, called sanitization, allows one
to destroy all information about how a ciphertext was obtained, ensuring that the circuit that
was evaluated remains secret. In this chapter, we present our contribution [BI22], developed in
collaboration with Florian Bourse, on circuit private FHE and sanitization of FHE ciphertexts.
In the next paragraph, we explain how these two notions are connected. We will present two
approaches for circuit privacy and FHE sanitization that apply to the TFHE scheme, built by
modifying its bootstrapping internally. Our strategy also applies to other FHEW-like schemes
with slight adjustments. We first recall the definitions of circuit privacy and FHE sanitization,
reviewing the prior works, and presenting our contributions. We then discuss concurrent works
closely related to ours. Applications of FHE sanitization and related notions are presented in
paragraph 4.5.

4.1 Circuit privacy and FHE sanitization definitions

Definition 4 (Circuit privacy). An FHE scheme is circuit-private for a class of functions F
if the homomorphic evaluation of a function f € F in encrypted messages does not leak more
information than the evaluation result, even given the secret key, i.e. there exists a polynomial
time simulator Sim such that the following property holds for any f € F:

(Sim (1’\,f(m,--- ), (CTy, - ,CTt),EVK) J(cTy, - ,CTt),SK)

~s (Eval (EVK, f,(cTy, -+ ,CTy)),(CTy,- -+, CTy), SK) ,
where CT; + Encrypt(SK, 11;), (EVK, SK) < KeyGen(1%).

Remark 7. The above definition considers the joint probability distribution by including the
secret key SK, which allows a distinguisher to exploit the knowledge of SK. In contrast, some of
the prior definitions of circuit privacy consider only the distribution of the ciphertexts. In that
case, the statistical distance must be proved to be small for any secret key SK. In particular, the
notion of circuit privacy has been introduced by Gentry [Gen09b]. In the original definition,
the property holds for any fized secret key. Both definitions address circuit privacy against an
adversary that knows the secret key. However, proving security for any possible SK requires the
statistical distance to be small, even for maliciously generated secret keys. All our lemmata
actually prove statements for any fixed SK, which provides stronger results. However, our
results assume that the randomness in the ciphertexts (CTy, ..., CT;) or in the evaluation key
EVK, i.e., on the random coins of KeyGen, is honestly generated. Consequently, the property
does not have to hold for any possible secret key SK.

Remark 8 (Circuit privacy in the honest-but-curious vs. malicious settings). OQur construction
lies in the honest-but-curious model i.e., the cipherterts and keys are sampled correctly. To
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support security in the malicious setting, one can use the techniques of [OPP14] to upgrade
our scheme, by using a maliciously circuit-private (possibly non-compact) FHE scheme.

In the following definition of sanitization, as before, we assume that the keys are sampled
correctly.

Sanitization of ciphertexts. Intuitively, the goal of a sanitization algorithm is to remove
any information contained in a ciphertext beyond the message. A sanitization algorithm must
satisfy two requirements: it must be message-space preserving and sanitizing, as defined below:

Sanitize(EVK, CT) on input an evaluation key EVK and a ciphertext CT, it returns a ciphertext
CTs.

We say that Sanitize is message-space preserving if for any p € M, any ciphertext ¢T € C,,,
Sanitize(EVK, CT) € C, with overwhelming probability. We say that Sanitize is sanitizing if
there exists a polynomial time simulator Sim such that for any u € M, any ciphertext ¢T € C,,
the following holds:

(Sim(l’\ 1, EVK), SK) ~; (Sanitize(EVK, CT), SK),

where EVK and SK are sampled honestly.

Note that given a message-space preserving sanitizing algorithm Sanitize, it is easy to
construct an FHE scheme that is circuit-private for all functions, by running Sanitize at the end
of the evaluation procedure. In our paper [BI22], we also considered a relaxed variant of circuit
privacy and sanitization, in which the required indistinguishability holds computationally
rather than statistically.

4.2 Previous strategies

o Noise flooding approach. The first circuit-private technique, proposed in [Gen09a]
relies on noise flooding. The idea is to add a fresh encryption of zero with a super-
polynomially larger noise compared to the ciphertext noise. So adding a very large noise
at the end of the computation drowns out the existing noise. This yields a 1-hop circuit-
private (i.e., circuit privacy for one evaluation step) scheme for the class of all functions.
The noise flooding technique requires starting with a modulus-to-noise ratio that is
super-polynomial. Although this is not an issue for schemes like B/FV [Bral2, FV12],
BGV [BGV12] or CKKS [CKKS17], noise flooding introduces an additional parameter
blow-up for FHEW-like FHE schemes [DM15, CGGI16a], which makes use of smaller
parameters.

o Soak-and-spin approach. A new approach, proposed in [DS16] avoids this downside
and achieves FHE circuit privacy by relying on LWE with a polynomial modulus-to-
noise ratio. Their sanitization strategy, called soak and spin, consists of iterating two
consecutive steps: a Refresh algorithm which, given a ciphertext as input, reduces its
noise to a fixed level by invoking the bootstrapping, and a second step ReRand injects
additional noise into the ciphertext to make it closer to a canonical distribution. After
A consecutive iterations of Refresh and Rerand on any pair of input ciphertexts that
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decrypt to the same message, the statistical distance between the two outputs is bounded
by 27*. Any bootstrapping algorithm can be used as the Refresh procedure. For Rerand,
a standard LWE public key containing O(N log q) encryptions of zero can be used. A
random subset of these encryptions, together with a suitably small noise, is added to
the ciphertext to rerandomize it.

o Oblivious evaluation protocols. Homomorphic encryption can also be used to construct
low-communication two-party oblivious evaluation protocols. A folklore and generic
technique to achieve circuit privacy in this context is to use noise flooding. Alternative
strategies were proposed for efficiency reasons:

- The authors of [dCJV21] proposed a two-party protocol in which a sender has
many affine functions and the receiver learns the evaluation of these functions in
x, which is kept private to the sender. Their circuit privacy approach relies on a
divide-and-round step, which removes the ciphertext’s dependence on the initial
noise.

- The authors of [dCKK™24] proposed an oblivious linear evaluation algorithm for
the BFV scheme, with a smaller noise overhead compared to the noise flooding
technique. They observe that for a plaintext-ciphertext product of the form ac
with a € Ry, the correctness is preserved if a is replaced by a Gaussian in the coset
a + tZ;. Then, adding a discrete Gaussian of a well-chosen parameter to ac allows
them to prove circuit privacy for linear function evaluation. This technique has
been recently extended in [HMS25] to handle not necessarily fresh ciphertext.

- In [BAPMW16], Bourse et al. showed circuit privacy for NC! circuits without relying
on the circular security assumption. However, their solution was not implemented.
Their approach applies to the GSW scheme [GSW13] and its security relies on the
plain LWE with polynomial modulus-to-noise ratio. Their construction makes use
of a randomized decomposition of GSW ciphertexts to perform the homomorphic
product instead of a deterministic decomposition and adds a random Gaussian
after each homomorphic product, ensuring that the noise does not leak information
about the computation being carried out.

- Modifying the bootstrapping internally. [Klu24] introduced a statistical LWE
sanitization procedure by modifying the FHEW-like bootstrapping restricted to
binary secret keys. Recently, [HMS25] proposed an efficient sanitization procedure
for TFHE, which also extends to other FHEW-like bootstrapping schemes. Since
these two approaches are closely related to ours, we include a short comparison in
the next paragraph.

4.3 Our strategy

In this paragraph, we outline the main ideas of the sanitization approach introduced in [BI22],
which is a work I conducted in collaboration with Florian Bourse.

Randomized decomposition. Our construction relies on the use of a randomized decomposi-
tion [MP12, Kle00] instead of using a deterministic gadget decomposition. This allows us to
have better control over the distribution when analyzing the homomorphic product noise. We
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explain how randomized decomposition works and then how it is used for our circuit-private
approach. Given a vector v and the gadget matrix G, the deterministic decomposition pro-
duces a short vector in the coset Ay = {u € Z, | uG = v mod ¢} while the randomized
decomposition finds a discrete Gaussian sample in AL. We denote r its Gaussian parameter
and Vg = % its variance. In our work, we extend the decomposition from scalars to vectors
of polynomials by viewing the gadget vector g = (1, B,--- , BY) as a f-dimensional vector of
polynomials. Sampling over Aé with g € RY, then reduces to invoking N times the sampling
algorithm over Aé- with g € Z* and to reconstructing the polynomials based on the output
vectors. We denote g~ ! (resp. G !) the randomized decomposition with respect to g (resp.
G). LWE ciphertexts can be decomposed with a randomized algorithm into integer vectors in
RY2¢ with a spherical Gaussian distribution on a coset of A+(G). The randomized external

product [, is defined accordingly.

Rerandomizer. Our procedure for randomizing an RLWE ciphertext relies on a randomized
decomposition, and the addition of a randomizing term, which we called rerandomizer and
denote it RERAND. We introduced two sanitizing strategies, each using a different rerandomizer
that will be explicitly described below. We showed both randomizers satisfy the property
of Lemma 2, which will be used to prove the correctness of our sanitization algorithm. In
the following, for two random variables X and Y, X ~; Y (resp. X ~,Y) means that X is
statistically (resp. computationally close to Y.

Lemma 2. For any § € qu) any e = (e1,...,€dp1)4) € éq(dH)'E
have:

5 d+1
and any v € R, , we

RERAND + (A | AS + e) [J, v &~ RERAND + (A | AS + e) t, 0, (2)

) ) 4 (d+1)-xd
where A is uniform over Rq( ) .

We will now explain how randomized decomposition and a rerandomizer with the property
of Lemma 2 are used to construct a circuit-private BlindRotation procedure. We will then
prove Lemma 2 for each rerandomizer in Section 4.3.1 and 4.3.2, respectively.

We made two main modifications compared to the regular BlindRotation in TFHE gate
bootstrapping: deterministic randomization is replaced by randomized decomposition and a
rerandomizer is added at the last step of the BlindRotation.

Lemma 3. For any testv € ]?q, the encryption scheme of Section 2.2 is circuit private
for the class of functions (CP—BIindRotatetest\, ((ﬁ, b),-, RERAND))(_ By if RERAND 1is a fresh
a,

rerandomizer which satisfies property (2).
The proof of Lemma 3 is given in [BI22, Section 4.1]. We recall it for the sake of readability.

Proof. For 0 <t < n, ACC; denotes the accumulator ACC after ¢ iterations in Algorithm, and
ACC* the value of ACC after adding the rerandomizer RERAND, i.e., after the last iteration.
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Algorithm 4 Private computation of a LWE encryption of testv- X¥ where (a, b) € 731,

and @ =b— Z?:l S;Q;

Require: (a,b) € Zyy', a bootstrapping key BK = (BK;),, where BK; is a RGSW
encryption of s; for i € [1,n], a fresh rerandomizer RERAND.

Ensure: CP-BlindRotate;est, ((5,5),BK, PK): a RLWE encryption of testv - X? where
Q= b — >i—1 sia; and whose distribution is statistically close to a distribution
independent from (&, b), except for the message part.

1: ACC = (0,...,0,testv- X ) € B, ",
2: fori=1ton—1

ACC+ = BK; [, ((X* — 1)ACC)
4: |ACC+ = BK,, [, ((X® — 1)ACC) + RERAND
: Return ACC

ot

After the t-th iteration, for 0 < t < n, we have:
ACC; =K, By (X% = 1) ACC, 1) +ACC;
= (B — 51G + 51G) O, (X = 1) ACC, 1) +ACC, 4
= (8K, — 5,G) B, ((X™ = 1) ACC, 1) + (14 (X™ = 1) 5,) ACCi
Since 1+ (X% — 1)s; = X5t we have:
ACC, =X"**ACC, 1 + (BK, — 5,G) B, ((X™ — 1) ACC, +) (3)

We prove by induction that for ¢ from n down to 0, the following holds:

ACC* ~X 2i=t+1%% ACC, + > (BK;j — s;G) [, 0+ RERAND (4)
j=t+1

For t = n, we have ACC* = ACC,, + RERAND. Now assume that (4) holds at step 1 <t < n.
Using (3), (4) can be rewritten:

ACC* ~v X Dirr sifi (X ACCi 1 + (BKy — 5G) B, ((X™ 1) ACC 1))

n—1
+ > (BK; — 5;G) [, 0+ RERAND
j=t+1

For any v € P:qdﬂ, X'AH(G) = AH(G), and | X7 v||, = ||v|l5, because they have
the same coefficients modulo X% — 1 in absolute value. So for any parameter r € R,
X'G Y (v) = G (X" v). Taking v = (X% — 1) ACC;_1, this implies that

n—1 _ n _
X im0 % ((BK, — 5,G) [, v) = (BK — 5:G) B, (X 2imt+1 5% . )
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Now, using Lemma 2, we obtain:

el n—1
ACC* ~ X 2iet 5% ACCy_q + Z (BK; — 5;G) [J, 0 + RERAND
j=t

- n—1 _ _
Finally, when t = 0, X °- X2izo %% = X% where @ :=>""""sa,-5 and we have:

n—1
ACC* = (O,testv . X‘ﬁ) + Z (BK;j — 5;G) [, 0 + RERAND,
j=1

which is independent of @ and b, except for the result testv - X¢.
The following simulator Sim,, (testv - X%, BK, RERAND) thus correctly

simulates the output of CP-BlindRotatetesty ((5, B), BK, RERAND):

CP-BlindRotatetesty ((0,0), BK, RERAND) + (O,testv- (X“Z’ — 1))

4.3.1 First approach

In this approach, we take RERAND := (0 | y), where each coefficient of y € éR is a Gaussian
sample of variance Yo, and we also require that the decomposition parameter ¢ is large. In
this section, we use the notation (a | b) to denote a sample (a,b), as we may handle the left
part and the right part separately. We wanted to show that RERAND satisfies the property of

A (d+1)-¢

. ad 5 d+1
Lemma 2. For any s € R, , any e € R, ,and any v € R, , we have:

(0,y)+<A ] Aé—i—e) O, v= (AETV | (ADrv)é—i-eDrv—l-y),

. . A (d4+1)-£xd
where A is uniform over Rq( ) .

In order to prove Lemma 2, we dealt with the left part and the right part separately: (a)
we proved that the left part A [, v conditioned on the knowledge of e [, v + y is statistically
close to a uniform sample u € }?qd; (b) e[, v + y is statistically close to a Gaussian sample,
whose distribution is independent of v.

In order to prove (b), we generalized the Gaussian lemmata over plain LWE from [BAPMW16]
to rings. In order to prove (a), we need a regularity lemma over ]éq for conditional distributions
to show:

(AD,«v]eDTv—i—y)zs (u\eDTv—i—y) (5)

However, A [, v is not uniform because if there is a line a of A, whose coefficients are all
non invertible, then a [, v cannot be invertible. In that case, (a,a [, v) is not uniform, since
a pair (a,a ], v) with all coefficients of a non invertible and a [, v invertible couldn’t appear.
In order to have A [, v close to uniform in that case, we made this probability that this event
occurs negligibly small, by taking the decomposition parameter ¢ sufficiently large.
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We showed that this approach, which can be viewed as a direct adaptation of [BAPMW16]
over rings works but does not lead to an efficient FHE circuit-private algorithm for standard
TFHE parameters. Now, using (a) and (b), we obtained:

(ADTVI(ADTV)§+eDTv+y) s (u|u-s+¢),

. . 5 1xd .
where u is uniform over R, and ¢ < D1 BRI for some I independent of v. We can conclude
q b

by invoking (2) in the two directions.

4.3.2 Second approach

In [BI22], we introduced an alternative approach that makes use of a public key encryption
scheme (PkGen, PkEnc) with tailored properties on its distribution. In particular, for any
secret key §, a public key encryption of zero PkEnc(PK) has the following property:

(PK, PkEnc(PK)) =~ (PK, (u,u-§+ey,)), (6)

where u is uniform and e, has a variance bounded by the norms of a honestly generated
public key PK < PkGen(1*,8) and the noise of PkEnc(PK).

In [BI22, Section 3.4], we showed that the following construction, which is a slight variant
of the public key encryption scheme proposed by Linder and Peikert [LP11], satisfies the
property (6). For our purposes, it suffices to take d' = 1 but we proved it for an arbitrary d'.

« PkGen(1*,8): on input the security parameter ), and a secret key § € R?,

PK=(A|AS+e)€ ]?qd XdH,

. . 5 d'xd . s d .
where A is uniform over B, =, and each coefficient of e € R, has coefficients sampled
from xy,, for a noise variance ¥e.

o PkEnc(PK): on input public key PK, returns

r-PK+ (e | ') € }?qlmﬂ,

. / "
With T = Dpicar g /ozgy0 © < Pigixa, jomg, and €8 = Dig oy

where D¢, denotes a spherical Gaussian distribution over C' of parameter ol4m, where
dim = Nd' (for r) or dim = Nd (for €’).

The challenge of proving that this public key construction satisfies property (6) was dealing
with the fact that the encryption secret key is known, which introduces dependencies between
the random variables. We therefore showed that the joint distributions of these dependent
variables are close to the target distribution. We proved this result under the decisional Ring
LWE assumption with Gaussian secret key and Gaussian noise, by adapting the Gaussian
regularity lemma from [BAPMW16, KLSS23].

Now, taking RERAND := (0, y) + PkEnc(PK), with y sampled as before and PK is honestly
generated from PkGen(1%,8), Lemma 2 can be proven as before, but now ~ holds in a compu-
tational sense in the FHE circuit privacy condition. We refer to [BI22, Section 4.1] for the
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detailed proof.

From circuit privacy to sanitization. In the sanitization algorithm we proposed, the
BlindRotation is replaced by the circuit private BlindRotation. The simulator for san-
itization works exactly as the sanitization except that it computes the output of ¢’ =
Sim,, (testv - X%, BK, RERAND) instead of calling the circuit private BlindRotation. The re-
sult follows from the the fact that the output of Extract with ¢’ input on one hand and
Simey (testv - X [2Nu] gk, RERAND) on the other hand are exactly the same. We refer to [BI22,

Section 4.2] for the detailed proof.

Owverall result. Our contribution in this work can thus be summarized as follows:
e generalizing the result on convolution lemmas Gaussian over rings and on arbitrary
lattices;

e introducing a more compact rerandomizer, which can also be used in other sanitization
approaches and showing that it satisfies the requirement 6 under the decisional RLWE
assumption. This approach has recently been used by [HMS25] where discrete Gaussians
are replaced by rounded Gaussians;

 specializing the regularity lemma over rings for power-of-two moduli. We do not develop
this result in this manuscript and refer to [BI22, Appendix C] for the proof.

4.4 Comparisons with other sanitization algorithms

Comparison with the methodology used in [BAPMW16]/: to deal with dependencies between
polynomial coefficients and random variables, we proceed by induction over the BlindRotate
circuit size as in [BAPMW16]. However, instead of using a forward induction, we use a
backward induction that shows that the rerandomizer only needs to be added in the final step
of BlindRotate, rather than adding it at each step. As a side effect, the computation time and
output noise are reduced assuming the same decryption failure probability compared to the
output noise that would be obtained by applying directly [BAPMW16] to rings.

In the following, we compare our sanitization algorithm with the existing ones, which
follow the same strategy as ours i.e., which modify the bootstrapping internally.

- [Klu24] introduced a statistical LWE sanitization procedure by modifying the FHEW-
like bootstrapping restricted to binary secret keys. Although statistical sanitization
is stronger, our computational variant considerably reduces the size of the public key.
For comparison purposes, in [Klu24], the public sanitization key is composed of 211
to 2123 fresh LWE samples of zero in dimension N = 2 while in our case it is
made of one RLWE encryption of zero in dimension N = 2. Our strategy can also
be adapted to the FHEW setting. However, FHEW bootstrapping uses only certain
components of the bootstrapping key, with the specific component selected depending
on the input ciphertext. Hiding which components were actually used would require
adding dummy computations, leading to a significant drop in efficiency. By contrast,
TFHE bootstrapping used all components of the bootstrapping key, removing the need
to hide key-dependent accesses.
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- Recently, the authors of [HMS25] significantly improved our sanitization method, they
proposed an efficient sanitization procedure for TFHE. Their solution builds on our idea
of using a public rerandomizer and also relies on the decisional RLWE assumption. Their
proof strategy for the rerandomizer follows the same blueprint as ours, except that they
replace discrete Gaussians with rounded Gaussian samples. In addition, their sanitization
algorithm avoids randomized decomposition and instead appies randomization before and
after the bootstrapping. In contrast, our method introduces a slight internal modification
to the bootstrapping procedure, and the proof relies on a generalization of the noise
analysis from [BAPMW16] to the ring setting. This allows us to achieve multi-hop
circuit privacy for branching programs over rings without relying on bootstrapping as
opposed to [Klu24] and, consequently, without requiring the circular security assumption.
[HMS25] may provide multi-hop circuit privacy for branching programs with slight
modification but the authors did not mention whether their construction achieves it
directly without requiring the circular security assumption.

- The implementation of [Klu24, HMS25] shows better timings than those obtained with
our sanitization approach. The first reason is that, like the method from [Klu24],
our method is highly based on Gaussian sampling, which is challenging to implement
efficiently. The second reason is that combining conditions to reach property (2) with
the requirement on the parameter of G, ! scheme imposes restrictive constraints on
the parameters. As a result, the optimal parameters for the regular bootstrapping
do not apply in our case. We estimate the efficiency of our method by comparing
the relative cost between the non-sanitized TFHE bootstrapping and the sanitized
TFHE bootstrapping. Our experiments show that our sanitization approach induces an
overhead of around 25% compared to the cost of the non-sanitizing TFHE bootstrapping
for the same set of parameters, assuming Gaussian samples are precomputed.

4.5 Applications of circuit privacy and sanitization

In this section, we review contexts in which circuit privacy and sanitization could be useful. A
natural application occurs when the function to be evaluated needs to be protected. However,
the techniques selected to design a circuit-private solution may vary depending on the circuit to
be evaluated and the noise-to-modulus ratio of the FHE scheme. In [INdPP22], we proposed a
verifiable oblivious polynomial evaluation protocol implemented using the BFV scheme, where
we relied on noise flooding techniques and the hiding property of the underlying commitment
scheme to prove the privacy of the sender. In [BI25a], we proposed a method that allows a
receiver to privately query the evaluation of points. In this two-party evaluation protocol, the
circuit consists of a sum of polynomial multiplications. And circuit privacy can be achieved
by performing an appropriate modulus switch on the server side after the repacking before
sending back the result to the client. In the following, we mention possible applications of our
sanitization approach, including those related to its building blocks.

- Simulatablity of FHE ciphertext and threshold FHE. In threshold FHE [AJL 12, BGG ™18,
BS23, PS24], a secret key is shared among n parties so that they can collaboratively and
correctly decryt an FHE ciphertext, even if up to t of the n parties are corrupted. Such
requirements may arise in applications such as evoting, where a set of the decrypted
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servers may be unavailable or compromised. In that case, the tally can still be correctly
computed. In [CGGI13a], we described a fully distributed threshold cryptosystem suit-
able for partial decryption of ElGamal ciphertexts, where each tally partially decrypts
and the decryption shares can then be publicly aggregated to retrieve the election result.
One of the challenging problems in designing secure threshold FHE is that, after partially
decrypting the FHE ciphertext, the noise may carry information on the computation
and possibly on the secret key. The decrypting parties could add large noise to mask
the "b" part of the ciphertext, which implies that the modulus has to be large. This
could be a problem if the starting modulus is much smaller than the one required to
apply the noise flooding techniques.

Last year, [PS24] proposed a new threshold FHE schemes, where the server provides some
help to securely decrypt, i.e. where the server randomizes the ciphertext before each user
partially decrypts it. This assumes that the server does not collude with another party
and acts as an honest party. In their solution, the server applies a double flood and a
randomized rounding operation from a large to a small modulus so that the user applies
partial decryption at a small modulus. Recently, Smart and Walter [SW25] extended
this method to TFHE, and more generally to FHE schemes with small modulus. In order
to prove their result, they showed that our construction provides error simulatability,
which means that there exists a simulation algorithm such that for all ciphertexts
c € Cy, there exists a simulator Sim such that Sim(y, PK, SK) = (Sanitize(c), PK, SK) with
overwhelming probability over the choice of (PK,SK) produced by KeyGen(1*).

FuncCPA security for client-aided outsourcing protocols. This FuncCPA security notion
was introduced in [AGHV22] to address security in client-aided outsourcing protocols.
In such a protocol, part of the server’s computation can be outsourced to a client,
who decrypts, evaluates a function, and then re-encrypts the result before sending it
back to the server. Hence, to model privacy with respect to the client in this scenario,
the server is provided access to a re-encryption oracle that inputs a function. The
adversary provides a function and an arbitrary ciphertext and receives the corresponding
re-encryption.

The authors of [AGHV22] showed that IND-CPA security is not sufficient to reach
funcCPA security for client-aided outsourcing protocols and introduced a generic way
to design a funcCPA secure FHE scheme from an IND-CPA secure FHE scheme and a
sanitization algorithm. But, as noticed by the authors of [SW25], the client has to run
the sanitization algorithm for each re-encryption request, which could make the client’s
work as inefficient as if the server does it by itself. The authors of [SW25] proposed
a more efficient solution, which takes advantage of the fact that the client knows the
message. The client runs the simulation algorithm instead of the sanitization algorithm
and the sanitization property guaranties that the output of Sim carries no information
about the input ciphertext.

Oblivious transfer protocol with a prozy. In an earlier version of [BI22], we showed that a
public key encryption scheme (PkGen, PkEnc) defined over rings, satisfying condition (6)
and this additional property:

(PK, X/PKEnc(PK)) ~ (PK, PKkEnc(PK)) for any PK and j € Zaoy
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can be used as a building block for constructing a protocol in which a (honest-but-curious)
proxy randomizes ciphertexts. The public key encryption scheme from Section 4.3.2
satisfies property (4.5) since all the errors are spherical Gaussians.

The idea of having a proxy that filters data and rerandomizes ciphertexts can be found in
Access Control Encryption [DHO16]. By adding a message to the (d 4 1)-th coordinate
of PkEnc(PK), we obtain a public key encryption scheme for polynomials with the
useful following property: it coefficient-wise packs N messages into a single polynomial
ciphertext and rotates the messages across the different slots. An additional property is
that multiplying by X does not change the distribution of the ciphertext, even for an
adversary who knows the secret key. We illustrate the idea through a protocol between
A (the sender) , B (the proxy), and C (the receiver), which works as follows:

1. A honestly generates the secret key § and the public key PK = PkGen(1%,8). Tt
keeps § secret and broadcasts PK.

2. B encrypts N messages (21,...,2y) as CT = PkEnc(PK) + (O,Zfil ZCZ'XZ) and
sends the resulting ciphertext to C;

3. C blindly selects the j-th message and sends Extract(X ~/cT) to A;

4. A retrieves x;, while no information about j or about any x; with i # j is revealed.
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5 Perspectives

Fully Homomorphic Encryption has emerged as a powerful cryptographic technique with
applications in an increasingly large number of domains. Interestingly, FHE is being now
applies in contexts that were not originally considered as part of its primary use case. Recently,
FHE has been proposed to design confidential smart contracts, enabling to protect sensitive
information on-chain data [SWA23, ABC*25]. In addition, the large scale deployments of
Artificial Intelligence algorithms introduces both efficiency constraints and privacy challenges,
for which FHE offers a promising privacy-preserving solution. Recently, there has been growing
interest within the community regarding the definitional aspects and security ntions of FHE,
in order to gain a deeper understanding of the security guarantees that FHE schemes can
provide and the levels of security tailored to sepcific applications. This section summarizes
some of the research challenges in FHE I would like to inestigate.

Efficiency and Practical Performance. Recently, a growing number of works have fo-
cused on accelerating homomorphic computations by exploiting hardware mechanisms ([GVP 23,
vBDTV23, PBT*24, BPV25] for example), such as SIMD instructions and multicore pro-
cessors. These works highlight the fact that achieving practical performance also relies on
algorithmic improvements and careful integration on suitable architectures. Since algorith-
mic improvements have the potential to be translated to even more substantial performance
gains when using specialized hardware, designing efficient homomorphic algorithms remains
a highly relevant question. An additional motivation stems from the fact that real-world
applications require optimizations tailored to particular settings, since data representation
and corresponding operations differ among contexts. Futhermore, some applications require
processing large volumes of encrypted data, which may adversely affect performance, especially
when the employed FHE scheme offers limited throughput.

Composability of the Techniques. A large number of homomorphic optimizations
have been proposed for FHEW-like bootstrappings since the first practical FHEW-like schemes
have been proposed. However, many of these techniques are not directly composable. For
example, variants of the bootstrapping proposed in [LMSS23, BCL*24] achieve computational
and memory speedups for the TFHE gate bootstrapping by introducing new secret key
distributions. However, it appears not direct to compose these techniques with the extended
bootstrapping [LY23] as the later is tied to the use of a ring morphism defining the domain size
of the function to be evaluated through the functional bootstrapping. A natural approach to
enable optimization composability will be to explore how efficient “bridges” between different
FHE schemes can be adapted to these specific settings. It would be interesting to explore
whether tailored modifications could enable the integration of other optimizations.

Scheme Switching. As discussed in the introduction of the manuscript, there are different
families of FHE schemes, each being better suited to a specific message representations
and computational requirements. Consequently, no single scheme is universally optimal for
all use cases. Scheme switching techniques aim to bridge this gap by enabling ciphertexts
encrypted under one scheme to be transformed into ciphertexts compatible with another scheme.
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Existing works have shown that scheme switching is a promising approach both for optimizing
performance and for enabling new functionalities. Switching techniques can also provide a
unified perspective on the different schemes, which contributes to provide a comprehensive
view of different optimization strategies. In this context, a systematic framework could offer
valuable insights into both practical implementations and design choices.

Memory Usage. In addition to time complexity, memory usage has become increasingly
relevant to optimize as FHE is being considered for applications involving large datasets.
Several approaches can be explored to reduce memory usage. A first approach consists in
decreasing the size of evaluation keys, such as bootstrapping and keyswitching keys, which
often dominate the memory cost. Depending on the use case, this can be addressed by
updating the evaluation keys during the execution of the protocol rather than storing a large
set of precomputed keys. This approach has been proposed by [LLKN23] for the design of
a hierarchical key management system, where the computation server owns a (small) set of
master evaluation keys and generates new keys when required. This method reduces memory
by shifting "a memory part" to the online computation phase. This approach was applied
in the context of homomorphic rotation operations, but might be useful in other multi-user
settings where a master key is generated and user-specific key material can be publicly updated,
possibly with auxiliary information provided by the client.

Another approach to reduce the size of the keys is to integrate amortization techniques. For
example, part of the computation—such as decomposition of ciphertexts—can be performed
once, and subsequently reused to perform multiple homomorphic operations, such as several
homomorphic rotations for instance. It would be interesting to investigate whether this
method could be applied to further optimize memory usage in recent variants of the TFHE
gate bootstrapping.

Preprocessing. The computational models commonly considered in FHE, including those
on which my prior work has focused, assume that FHE computations are compiled into a
circuit. While this model is well-suited for many applications, it becomes less efficient in some
scenarios. For example, in FHE-based Private Information Retrieval (PIR) protocols, a client
asks an encrypted index to a server holding a database, the server answers the query so that
the client retrieves the item at the queried index in the database. The communication should
be sublinear in the database size; otherwise, the server could send all the database contents in
clear. However, when the database is very large, the server processes a large volume of data.
In particular, answering a query requires accessing all entries in the database to ensure that
no information on the index is leaked to the server. To address this limitation, one approach
consists in introducing a client-side pre-processing phase, during which the client computes
auxiliary information, referred to as hints, that can later be used by the server to reduce the
amount of data processed. Schemes following this paradigm, with or without a client-side
preprocessing phase, are called doubly efficient PIR (DPIR).

The authors of [LMW23] proposed the first client-independent preprocessing based on
standard assumption (as opposed to non-standard assumptions as ideal obfuscation), i.e., on
the RLWE assumption relying on Algebraic Somewhat Homomorphic Encryption (ASHE),
which provides a ring structure on ciphertexts. A year later, the authors of [OPPW25]
improved the DPIR constructions from [LMW23, OPPW24] relying on (among other technical
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contributions) a relaxed notion of ASHE.

A related primitive is Oblivious RAM (random access machine) (ORAM) protocol .
In [LMW23], the authors showed how to construct an FHE-based RAM from their DPIR
scheme. In FHE oblivious RAM, an arbitrary program P is homomorphically evaluated on a
client’s encrypted input and a server’s preprocessed plaintext input, with an evaluation time
proportional to the execution time of the RAM program.

Such preprocessing-based techniques are particularly appealing in the context of FHE,
as they enable sublinear time complexity, which is otherwise unattainable in the circuit
model. However, there is still a gap between concrete implementations and sublinear generic
constructions, as the latter do not necessarily yield practically efficient schemes. These
observations motivate an investigation into whether the computational cost of oblivious RAM
constructions—still significant for large databases [CCR19]—can be reduced. A possible
direction is to explore improvements to existing protocols, as well as the use of amortization
techniques to support handle multiple queries simultaneously.

Threshold FHE. Current FHE schemes can be extended as multi-party FHE in different
ways. For example, FHE schemes can be extended as a multi-key FHE ([LTV12, CM15,
MW16, CCS19, KKL 123, KMS24] for example), where each party holds its own secret key and
evaluates a circuit collaboratively, or as a threshold FHE ([AJL*12, BD10, BGG"18, LMK 23]
for example), where a subset of parties (whose number is less than a threshold) must be honest
to decrypt correctly. In this scenario, splitting the decryption task among several parties
mitigates dishonest behaviors and ensures correct decryption even if the secret key is lost by
one (resp. a small set) of the parties.

Several methods have already been proposed to achieve multi-party FHE schemes. Some
of these protocols could achieve active security, which means that one or more parties can be
corrupted, or strong security requirements such as dishonest majority which tolerate a large
number of corruptions. In multi-party FHE schemes, the setup can be single-hop, where the
list of parties has to be known before the computation starts, or multi-hop, where additional
parties can join the computation dynamically. However, achieving all these properties and
features simultaneously remains hard. For example, Boudgoust and Scholl [BS23] proposed a
threshold FHE construction that applies to schemes with polynomially small modulus, but
the security of their scheme is proved in the game-based selective model, i.e. the adversary is
allowed to ask queries before receiving the challenge ciphertext. Last year, Passeguele and
Stehlé [PS24] proposed a simulation-secure threshold FHE scheme with low communication
complexities, applicable to schemes with super-polynomially large modulus for the input
ciphertext. This raises the interesting question of how the security of threshold FHE schemes
with polynomially small moduli could be strengthened.
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