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What is Fully Homomorphic Encryption (FHE) ?

2

Alice Cloud provider

m <latexit sha1_base64="mXTTqJLVGzQHkYptyoikscqKUlE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtgvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPzd+M8w==</latexit>

f
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Alice Cloud provider

Setup
<latexit sha1_base64="czUb5ie2Xq9HEQoKoqnevANzdUg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6rLoxmUF+4A2lMl00g6dTMLMjVBCP8ONC0Xc+jXu/BunaRbaemDgcM69zLknSKQw6LrfTmltfWNzq7xd2dnd2z+oHh61TZxqxlsslrHuBtRwKRRvoUDJu4nmNAok7wSTu7nfeeLaiFg94jThfkRHSoSCUbRSrx9RHJswM5PZoFpz624Oskq8gtSgQHNQ/eoPY5ZGXCGT1Jie5yboZ1SjYJLPKv3U8ISyCR3xnqWKRtz4WR55Rs6sMiRhrO1TSHL190ZGI2OmUWAn84jL3lz8z+ulGN74mVBJilyxxUdhKgnGZH4/GQrNGcqpJZRpYbMSNqaaMrQtVWwJ3vLJq6R9Ufeu6pcPl7XGbVFHGU7gFM7Bg2towD00oQUMYniGV3hz0Hlx3p2PxWjJKXaO4Q+czx/d/5Gm</latexit>

sk

m <latexit sha1_base64="mXTTqJLVGzQHkYptyoikscqKUlE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtgvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPzd+M8w==</latexit>

f
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Alice Cloud provider

Encrypt

Setup
<latexit sha1_base64="czUb5ie2Xq9HEQoKoqnevANzdUg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6rLoxmUF+4A2lMl00g6dTMLMjVBCP8ONC0Xc+jXu/BunaRbaemDgcM69zLknSKQw6LrfTmltfWNzq7xd2dnd2z+oHh61TZxqxlsslrHuBtRwKRRvoUDJu4nmNAok7wSTu7nfeeLaiFg94jThfkRHSoSCUbRSrx9RHJswM5PZoFpz624Oskq8gtSgQHNQ/eoPY5ZGXCGT1Jie5yboZ1SjYJLPKv3U8ISyCR3xnqWKRtz4WR55Rs6sMiRhrO1TSHL190ZGI2OmUWAn84jL3lz8z+ulGN74mVBJilyxxUdhKgnGZH4/GQrNGcqpJZRpYbMSNqaaMrQtVWwJ3vLJq6R9Ufeu6pcPl7XGbVFHGU7gFM7Bg2towD00oQUMYniGV3hz0Hlx3p2PxWjJKXaO4Q+czx/d/5Gm</latexit>

sk

m [m] <latexit sha1_base64="mXTTqJLVGzQHkYptyoikscqKUlE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtgvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPzd+M8w==</latexit>

f
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Alice Cloud provider

Encrypt

Setup
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sk Eval

m [m]

[ f(m)]

<latexit sha1_base64="mXTTqJLVGzQHkYptyoikscqKUlE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtgvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPzd+M8w==</latexit>

f



What is Fully Homomorphic Encryption (FHE) ?

2

Alice Cloud provider

Encrypt

Decrypt

Setup
<latexit sha1_base64="czUb5ie2Xq9HEQoKoqnevANzdUg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6rLoxmUF+4A2lMl00g6dTMLMjVBCP8ONC0Xc+jXu/BunaRbaemDgcM69zLknSKQw6LrfTmltfWNzq7xd2dnd2z+oHh61TZxqxlsslrHuBtRwKRRvoUDJu4nmNAok7wSTu7nfeeLaiFg94jThfkRHSoSCUbRSrx9RHJswM5PZoFpz624Oskq8gtSgQHNQ/eoPY5ZGXCGT1Jie5yboZ1SjYJLPKv3U8ISyCR3xnqWKRtz4WR55Rs6sMiRhrO1TSHL190ZGI2OmUWAn84jL3lz8z+ulGN74mVBJilyxxUdhKgnGZH4/GQrNGcqpJZRpYbMSNqaaMrQtVWwJ3vLJq6R9Ufeu6pcPl7XGbVFHGU7gFM7Bg2towD00oQUMYniGV3hz0Hlx3p2PxWjJKXaO4Q+czx/d/5Gm</latexit>

sk Eval

m [m]

[ f(m)]

<latexit sha1_base64="mXTTqJLVGzQHkYptyoikscqKUlE=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtgvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPzd+M8w==</latexit>

f
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Fully Homomorphic Encryption

[m1], [m2], ⋯, [mk]

𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, m2, ⋯, mk)

Message privacy: Alice’s messages are kept unknown to the cloud provider.

Alice Cloud provider

c = 𝖤𝗏𝖺𝗅 (evk, f, ([m1], ⋯, [mk]))
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Fully Homomorphic Encryption

[m1], [m2], ⋯, [mk]

𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, m2, ⋯, mk)

Message privacy: Alice’s messages are kept unknown to the cloud provider.

SensiPve Data 

EvoPng 
Fraud detecPon 

Medical diagnosis 
Financial Risk PrevenPon 

Market Analysis, …

Alice Cloud provider

c = 𝖤𝗏𝖺𝗅 (evk, f, ([m1], ⋯, [mk]))
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Outline

• DefiniPons  

• FHE (noisy) ciphertexts  

• Homomorphic EvaluaPon Paradigms 

• Homomorphic Heatmap computaPon
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FHE ciphertexts  (noisy ciphertexts)

noise
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FHE ciphertexts  (noisy ciphertexts)

+ x + x

x

?



8

Noise management

Level Mode Bootstrapped Mode

• Circuit depth  known in advance   

• Parameters are set relaPvely to  

• Bounded number of operaPons  

d

d

• Depth circuit can be set dynamically  

• Unlimited depth 

• Flexibility: bootstrap (set of) gate(s) by gate. 
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Bootstrapping noise growth, [Gentry09]

f

[sk][m]

Eval(evk,  Decrypt( . ,[ ]) [sk])f(m)

[ ]f(m) [ ]f(m)

[ ]f(m)
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Bootstrapping noise growth, [Gentry09]

f

Eval(evk,  Decrypt( . ,[ ]) [sk])f(m)

[sk]

[ ]f(m)

[m]

[ ]f(m)

[ ]f(m)

Bootstrap( )

[m] [m]
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Functional Bootstrapping

Bootstrap( )

[m] [m]

 𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉f()

[m] [f(m)]

 f : {0,…, B} ↦ {0,…, B}, dom( f ) ⊂ ℳ
 m → f(m)

 𝖼𝗈𝖾𝖿𝖿0(Tf ⋅ X𝖾𝗇𝖼𝗈𝖽𝖾(m)) = [ f(m)]



12

Functional Bootstrapping

Bootstrap( )

[m] [m]

 𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉f()

[m] [f(m)]

 f : {0,…, B} ↦ {0,…, B}, dom( f ) ⊂ ℳ

−1

+1

sign funcPon step funcPon

 m → f(m)

 𝖼𝗈𝖾𝖿𝖿0(Tf ⋅ X𝖾𝗇𝖼𝗈𝖽𝖾(m)) = [ f(m)]
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      Homomorphic Evaluation Paradigm
       Example: homomorphic equality
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Example: homomorphic equality test (1/2)

boolean circuit for  
equality test

input:                      [x] and [y],  with x =
d−1

∑
i=0

xi2i, y =
d−1

∑
i=0

yi2i

NXOR             

bitwise AND             
ri+1

yi
xi

ri

output:                      [1] if x = y and [0] if x ≠ y
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Example: homomorphic equality test (1/2)

boolean circuit for  
equality test

input:                      [x] and [y],  with x =
d−1

∑
i=0

xi2i, y =
d−1

∑
i=0

yi2i

NXOR             

bitwise AND             

x0 = 1

r0 = 1 r1

                  x = 110
                  y = 111

                  r0 = 1

y0 = 1

[x0]
[y0]

r0 = 1

[x1]
[y1]

[r1]

[x2]
[y2]

[r2]

[yd−1]
[xd−1]

[rd−1]
[rd]

1

output:                      [1] if x = y and [0] if x ≠ y
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Example: homomorphic equality test (2/2)

input:                      [x] and [y], x, y ∈ 𝔽p

                      Fermat's Lidle Theorem, compute , 1 − (x − y)p−1 over 𝔽p

   with appropriate 𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉f() Tf(X)

 f : {−B, …, B} ↦ {0,1}

 x − y →

hom. equality test over  𝔽p

hom. equality test over  ℤq

output:                      [1] if x − y = 0 and [0] if x − y ≠ 0
input:                      [x] and [y], x, y ∈ {0,…, B} ⊆ ℤq

 0 if x − y ≠ 0
 1 if x − y = 0

output:                      [1] if x = y and [0] if x ≠ y
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      Homomorphic Heatmap computation
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Heatmap: example

Agence ORE & Gestionnaires de réseaux électricité et gaz
Data from https://opendata.agenceore.fr/
Dernière modification, 3 novembre 2022

Consommation annuelle d’électricité et gaz  
par région et par secteur d’activité

https://opendata.agenceore.fr/
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Description of the problem

•Client: ask for a Heatmap funcPon over encrypted coordinates 

•Server: a list    (laPtude, longitude) 

1. map  to a cell in the grid:       

2. count number of points in each cell  

[xi], [yi]

xi, yi f(xi, yi) = ⌊
xi

b
⌋ + k⌊

yi

h
⌋
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Description of the problem

•Client: ask for a Heatmap funcPon over encrypted coordinates 

•Server: a list    (laPtude, longitude) 

1. map  to a cell in the grid:       

2. count number of points in each cell  

[xi], [yi]

xi, yi f(xi, yi) = ⌊
xi

b
⌋ + k⌊

yi

h
⌋

 f(xi, yi) : {[23], [5], [15], [7], [1], [18], [9], [19], [5], [1], [5], [24], [24], [1]}
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A possible solution: homomorphic comparison

? ? ? ?

<latexit sha1_base64="XY4tFPYsToNK7asQ32vKa0AjKik=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ae2oWy2k3bJZhN2N0Ip/RdePCji1X/jzX/jts1BWx8MPN6bYWZekAqujet+O4W19Y3NreJ2aWd3b/+gfHjU0kmmGDZZIhLVCahGwSU2DTcCO6lCGgcC20F0O/PbT6g0T+SDGafox3QoecgZNVZ67LERsiimKuqXK27VnYOsEi8nFcjR6Je/eoOEZTFKwwTVuuu5qfEnVBnOBE5LvUxjSllEh9i1VNIYtT+ZXzwlZ1YZkDBRtqQhc/X3xITGWo/jwHbG1Iz0sjcT//O6mQmv/QmXaWZQssWiMBPEJGT2PhlwhcyIsSWUKW5vJWxEFWXGhlSyIXjLL6+S1kXVu6zW7muV+k0eRxFO4BTOwYMrqMMdNKAJDCQ8wyu8Odp5cd6dj0VrwclnjuEPnM8fqTCQ7A==</latexit>X

1 3 23 24 25

[1]
4

[0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0]

 f(xi, yi) : { , [5], [5], [7], [1], [18], [9], [19], [15], [1], [5], [24], [24], [1]}[23]

Table of  the frequencies

2

<latexit sha1_base64="XK1lbLMwovQlfKXvk7cJUopVgss=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5JIUS9i0YvHCvYD2lA22027dLMJuxOlxPwULx4U8eov8ea/cdvmoK0PBh7vzTAzz48F1+A431ZhZXVtfaO4Wdra3tnds8v7LR0lirImjUSkOj7RTHDJmsBBsE6sGAl9wdr++Gbqtx+Y0jyS9zCJmReSoeQBpwSM1LfLPQ2EjhUT6VWWXmbY7dsVp+rMgJeJm5MKytHo21+9QUSTkEmggmjddZ0YvJQo4FSwrNRLNIvNDjJkXUMlCZn20tnpGT42ygAHkTIlAc/U3xMpCbWehL7pDAmM9KI3Ff/zugkEF17KZZwAk3S+KEgEhghPc8ADrhgFMTGEUMXNrZiOiCIUTFolE4K7+PIyaZ1W3bNq7a5WqV/ncRTRITpCJ8hF56iOblEDNRFFj+gZvaI368l6sd6tj3lrwcpnDtAfWJ8/90uT0A==</latexit>

?
= 1

<latexit sha1_base64="jXqZvGtN1+RWJxb+SfL0tDnSKMg=">AAAB+nicbVBNS8NAEN34WetXqkcvi0XwVJJS1ItY9OKxgv2ANpTNdtMu3WzC7kQpMT/FiwdFvPpLvPlv3LY5aOuDgcd7M8zM82PBNTjOt7Wyura+sVnYKm7v7O7t26WDlo4SRVmTRiJSHZ9oJrhkTeAgWCdWjIS+YG1/fDP12w9MaR7Je5jEzAvJUPKAUwJG6tulngZCx4qJ9CpLLzNc7dtlp+LMgJeJm5MyytHo21+9QUSTkEmggmjddZ0YvJQo4FSwrNhLNIvNDjJkXUMlCZn20tnpGT4xygAHkTIlAc/U3xMpCbWehL7pDAmM9KI3Ff/zugkEF17KZZwAk3S+KEgEhghPc8ADrhgFMTGEUMXNrZiOiCIUTFpFE4K7+PIyaVUr7lmldlcr16/zOAroCB2jU+Sic1RHt6iBmoiiR/SMXtGb9WS9WO/Wx7x1xcpnDtEfWJ8/+M+T0Q==</latexit>

?
= 2

<latexit sha1_base64="T5QNlJka1G7EcjL5iELMnJ7as0E=">AAAB+3icbVBNS8NAEN34WetXrEcvi0XwVJJa1ItY9OKxgv2ANpTNdtIu3WzC7kYsIX/FiwdFvPpHvPlv3LY5aOuDgcd7M8zM82POlHacb2tldW19Y7OwVdze2d3btw9KLRUlkkKTRjySHZ8o4ExAUzPNoRNLIKHPoe2Pb6d++xGkYpF40JMYvJAMBQsYJdpIfbvUU5rQsQSeXmfpVYarZ3277FScGfAycXNSRjkaffurN4hoEoLQlBOluq4Tay8lUjPKISv2EgWxWUKG0DVUkBCUl85uz/CJUQY4iKQpofFM/T2RklCpSeibzpDokVr0puJ/XjfRwaWXMhEnGgSdLwoSjnWEp0HgAZNANZ8YQqhk5lZMR0QSqk1cRROCu/jyMmlVK+55pXZfK9dv8jgK6Agdo1PkogtUR3eogZqIoif0jF7Rm5VZL9a79TFvXbHymUP0B9bnD3HAlA4=</latexit>

?
= 23

<latexit sha1_base64="1QrGtIabpGCCyMsfPX3ArP6SW5w=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCp5KUol7EohePFewHtKFstpt26WYTdidiCfkrXjwo4tU/4s1/47bNQVsfDDzem2Fmnh8LrsFxvq3C2vrG5lZxu7Szu7d/YB+W2zpKFGUtGolIdX2imeCStYCDYN1YMRL6gnX8ye3M7zwypXkkH2AaMy8kI8kDTgkYaWCX+xoInSgm0ussvcpwrT6wK07VmQOvEjcnFZSjObC/+sOIJiGTQAXRuuc6MXgpUcCpYFmpn2gWmyVkxHqGShIy7aXz2zN8apQhDiJlSgKeq78nUhJqPQ190xkSGOtlbyb+5/USCC69lMs4ASbpYlGQCAwRngWBh1wxCmJqCKGKm1sxHRNFKJi4SiYEd/nlVdKuVd3zav2+Xmnc5HEU0TE6QWfIRReoge5QE7UQRU/oGb2iNyuzXqx362PRWrDymSP0B9bnD3NElA8=</latexit>

?
= 24

<latexit sha1_base64="zxHXwjeUn+Y6Z8VjaPib+r11RUU=">AAAB+3icbVDLSsNAFJ34rPUV69LNYBFclaTUx0YsunFZwT6gDWUyvWmHTiZhZiKWkF9x40IRt/6IO//GaZuFth64cDjnXu69x485U9pxvq2V1bX1jc3CVnF7Z3dv3z4otVSUSApNGvFIdnyigDMBTc00h04sgYQ+h7Y/vp367UeQikXiQU9i8EIyFCxglGgj9e1ST2lCxxJ4ep2lVxmunvXtslNxZsDLxM1JGeVo9O2v3iCiSQhCU06U6rpOrL2USM0oh6zYSxTEZgkZQtdQQUJQXjq7PcMnRhngIJKmhMYz9fdESkKlJqFvOkOiR2rRm4r/ed1EB5deykScaBB0vihIONYRngaBB0wC1XxiCKGSmVsxHRFJqDZxFU0I7uLLy6RVrbjnldp9rVy/yeMooCN0jE6Riy5QHd2hBmoiip7QM3pFb1ZmvVjv1se8dcXKZw7RH1ifP3TIlBA=</latexit>

?
= 25
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A possible solution: homomorphic comparison

? ? ? ?
<latexit sha1_base64="XY4tFPYsToNK7asQ32vKa0AjKik=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Ae2oWy2k3bJZhN2N0Ip/RdePCji1X/jzX/jts1BWx8MPN6bYWZekAqujet+O4W19Y3NreJ2aWd3b/+gfHjU0kmmGDZZIhLVCahGwSU2DTcCO6lCGgcC20F0O/PbT6g0T+SDGafox3QoecgZNVZ67LERsiimKuqXK27VnYOsEi8nFcjR6Je/eoOEZTFKwwTVuuu5qfEnVBnOBE5LvUxjSllEh9i1VNIYtT+ZXzwlZ1YZkDBRtqQhc/X3xITGWo/jwHbG1Iz0sjcT//O6mQmv/QmXaWZQssWiMBPEJGT2PhlwhcyIsSWUKW5vJWxEFWXGhlSyIXjLL6+S1kXVu6zW7muV+k0eRxFO4BTOwYMrqMMdNKAJDCQ8wyu8Odp5cd6dj0VrwclnjuEPnM8fqTCQ7A==</latexit>X

1 3 23 24 25

[1]
4

[0] [0] [0] [0] [1] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0] [0]

Table of  the frequencies

2

[5]
<latexit sha1_base64="XK1lbLMwovQlfKXvk7cJUopVgss=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSyCp5JIUS9i0YvHCvYD2lA22027dLMJuxOlxPwULx4U8eov8ea/cdvmoK0PBh7vzTAzz48F1+A431ZhZXVtfaO4Wdra3tnds8v7LR0lirImjUSkOj7RTHDJmsBBsE6sGAl9wdr++Gbqtx+Y0jyS9zCJmReSoeQBpwSM1LfLPQ2EjhUT6VWWXmbY7dsVp+rMgJeJm5MKytHo21+9QUSTkEmggmjddZ0YvJQo4FSwrNRLNIvNDjJkXUMlCZn20tnpGT42ygAHkTIlAc/U3xMpCbWehL7pDAmM9KI3Ff/zugkEF17KZZwAk3S+KEgEhghPc8ADrhgFMTGEUMXNrZiOiCIUTFolE4K7+PIyaZ1W3bNq7a5WqV/ncRTRITpCJ8hF56iOblEDNRFFj+gZvaI368l6sd6tj3lrwcpnDtAfWJ8/90uT0A==</latexit>

?
= 1

<latexit sha1_base64="1QrGtIabpGCCyMsfPX3ArP6SW5w=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCp5KUol7EohePFewHtKFstpt26WYTdidiCfkrXjwo4tU/4s1/47bNQVsfDDzem2Fmnh8LrsFxvq3C2vrG5lZxu7Szu7d/YB+W2zpKFGUtGolIdX2imeCStYCDYN1YMRL6gnX8ye3M7zwypXkkH2AaMy8kI8kDTgkYaWCX+xoInSgm0ussvcpwrT6wK07VmQOvEjcnFZSjObC/+sOIJiGTQAXRuuc6MXgpUcCpYFmpn2gWmyVkxHqGShIy7aXz2zN8apQhDiJlSgKeq78nUhJqPQ190xkSGOtlbyb+5/USCC69lMs4ASbpYlGQCAwRngWBh1wxCmJqCKGKm1sxHRNFKJi4SiYEd/nlVdKuVd3zav2+Xmnc5HEU0TE6QWfIRReoge5QE7UQRU/oGb2iNyuzXqx362PRWrDymSP0B9bnD3NElA8=</latexit>

?
= 24

<latexit sha1_base64="zxHXwjeUn+Y6Z8VjaPib+r11RUU=">AAAB+3icbVDLSsNAFJ34rPUV69LNYBFclaTUx0YsunFZwT6gDWUyvWmHTiZhZiKWkF9x40IRt/6IO//GaZuFth64cDjnXu69x485U9pxvq2V1bX1jc3CVnF7Z3dv3z4otVSUSApNGvFIdnyigDMBTc00h04sgYQ+h7Y/vp367UeQikXiQU9i8EIyFCxglGgj9e1ST2lCxxJ4ep2lVxmunvXtslNxZsDLxM1JGeVo9O2v3iCiSQhCU06U6rpOrL2USM0oh6zYSxTEZgkZQtdQQUJQXjq7PcMnRhngIJKmhMYz9fdESkKlJqFvOkOiR2rRm4r/ed1EB5deykScaBB0vihIONYRngaBB0wC1XxiCKGSmVsxHRFJqDZxFU0I7uLLy6RVrbjnldp9rVy/yeMooCN0jE6Riy5QHd2hBmoiip7QM3pFb1ZmvVjv1se8dcXKZw7RH1ifP3TIlBA=</latexit>

?
= 25

<latexit sha1_base64="hAbxqybM7swmDmzfljdkVGg4x+4=">AAAB+nicbVDLSsNAFJ3UV62vVJduBovgqiTiayMW3bisYB/QhjKZTtqhk0mYuVFKzKe4caGIW7/EnX/jtM1CWw9cOJxzL/fe48eCa3Ccb6uwtLyyulZcL21sbm3v2OXdpo4SRVmDRiJSbZ9oJrhkDeAgWDtWjIS+YC1/dDPxWw9MaR7JexjHzAvJQPKAUwJG6tnlrgZCR4qJ9CpLLzN82rMrTtWZAi8SNycVlKPes7+6/YgmIZNABdG64zoxeClRwKlgWambaBabHWTAOoZKEjLtpdPTM3xolD4OImVKAp6qvydSEmo9Dn3TGRIY6nlvIv7ndRIILryUyzgBJulsUZAIDBGe5ID7XDEKYmwIoYqbWzEdEkUomLRKJgR3/uVF0jyuumfVk7uTSu06j6OI9tEBOkIuOkc1dIvqqIEoekTP6BW9WU/Wi/VufcxaC1Y+s4f+wPr8Af1bk9Q=</latexit>

?
= 5

 f(xi, yi) : {[23], , [5], [7], [1], [18], [9], [19], [15], [1], [5], [24], [24], [1]}

5
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Encoding in the exponent

 f(xi, yi) : {[23], [5], [5], [7], [18], [9], [19], [15], [1], [5], [24], [24], [1]}

 Xf(xi,yi) : {[X23], [X5], [X5], [X7], [X18], [X9], [X19], [X15], [X1], [X5], [X24], [X24], [X1]}

 [X23] + [X5] + [X23] ⟶ [2X23 + X5]

Adding the components (the first three ones): 
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Full domain solution

•Start with                                

•Retrieve all the bits of :   

•Homomorphically compute     

• Get  

[Xxi]

[ f(xi)] [ f(xi)0], …, [ f(xi)ℓ−1]

[Xf(xi)0⋅20], …, [Xf(xi)ℓ−12ℓ−1]

[Xf(xi)0⋅20 + … + Xf(xi)ℓ−12ℓ−1] ⟶ [Xf(xi)]

Testvector polynomial

Homomorphic CMux

Homomorphic 
MulitplicaPon

Polynomials are modulo  XN + 1

N ≥ max( |dom( f ) | , | img( f ) | )

Split Domain Method
N ≈ | img( f ) |
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Benchmarks for Heatmap computation

Timing to process a point   for different heatmap instances. (xi, yi)

N ≥ max( |dom( f ) | , | img( f ) | )
N = 212

N = xmax

joint work with Ilia Iliashienko, Alex Mertens and  Hilder V. L. Pereira 
hdps://github.com/KULeuven-COSIC/Homomorphic-Heatmap
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Conclusion

• Powerful paradigms to compute over encrypted data; 

• Combined approaches (Levelled and/or Bootstrapped modes);

• Reasonable performance in many scenarios …

• .. and very efficient tailor-made solution in some cases;

• Scaling with large datasets remains challenging; 

• Good representational choice can make a huge difference.
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                        Thank you

malika.izabachene@cosmian.com

mailto:malika.izabachene@cosmian.com

