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Fully Homomorphic Encryption (FHE)

[m1], [m2], ⋯, [mk]
c = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, ([m1], ⋯, [mk]))

𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, m2, ⋯, mk)

Alice Cloud provider

1. Message privacy: Alice messages are kept unknown to the cloud provider; 
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Fully Homomorphic Encryption (FHE)

[m1], [m2], ⋯, [mk]
c = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, ([m1], ⋯, [mk]))

𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, m2, ⋯, mk)

1. Message privacy: Alice messages are kept unknown to the cloud provider; 

2. Circuit privacy:   reveals nothing about , except ,  even knowing .𝖤𝗏𝖺𝗅 f f(m1, m2, ⋯, mk) 𝗌𝗄

Example:    is an algorithm from which a service provider makes profit.f

Alice Cloud provider
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Outline

• DefiniMons 

• Circuit privacy and saniMzaMon noMons 

• Previous approaches 

• RandomizaMon tools 

• TFHE bootstrapping  

• FHE saniMzaMon algorithm 

• Comparison with previous approach and performance



Fully Homomorphic Encryption (FHE)

• KeyGen :      

• :   c    (also, wriWen as [ ] in this talk) 

• :          

• : c      

(1λ) 𝖾𝗏𝗄, 𝗌𝗄

𝖤𝗇𝖼(𝗌𝗄, m) m

𝖣𝖾𝖼(𝗌𝗄, c) m

𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, [m1], ⋯, [mk])
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• KeyGen :      

• :   c    (also, wriWen as [ ] in this talk) 

• :          

• : c      

(1λ) 𝖾𝗏𝗄, 𝗌𝗄

𝖤𝗇𝖼(𝗌𝗄, m) m

𝖣𝖾𝖼(𝗌𝗄, c) m

𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, [m1], ⋯, [mk])
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Correctness:  
1) if ,   ; 
2) if ),   

c = 𝖤𝗇𝖼(𝗌𝗄, m) 𝖣𝖾𝖼(𝗌𝗄, c) = m
c = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, [m1], . . [mk]) 𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, ⋯, mk))

Fully Homomorphic Encryption (FHE)
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[m0] + [m1] [m0 ⊕ m1]

[m0] × [m1] [m0 ∧ m1]

FHE ciphertexts  (noisy ciphertexts)

?
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Bootstrapping, [Gentry09]

By definiMon: [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) := Decrypt( ., [m])  

              

                                                     

                       
                                                                               
                                                                                                                                                   
                                                                                 

[Gentry09]  Craig Gentry. Fully homomorphic encrypMon using ideal labces. 
STOC2009. 
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Bootstrapping, [Gentry09]

By definiMon: [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) := Decrypt( ., [m])  

              
 Let   [sk] = Encrypt(sk,sk) 
                                                     

                    
                                                                               
                                                                                                                                                   
                                                                                 

[Gentry09]  Craig Gentry. Fully homomorphic encrypMon using ideal labces. 
STOC2009. 
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Bootstrapping, [Gentry09]

By definiMon: [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) := Decrypt( ., [m])  

              
 Let   [sk] = Encrypt(sk,sk) 
                                                     

                        Decrypt[m]([sk]) =  Decrypt( [sk], [m])  
                                                                               
                                                                                                                                                   
                                                                                 

[Gentry09]  Craig Gentry. Fully homomorphic encrypMon using ideal labces. 
STOC2009. 
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Bootstrapping, [Gentry09]

By definiMon: [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) := Decrypt( ., [m])  

              
 Let   [sk] = Encrypt(sk,sk) 
                                                     

                        Decrypt[m]([sk]) =  Decrypt( [sk], [m]) = [m] 
                                                                               
                                                                                                                                                   
                                                                                 

[Gentry09]  Craig Gentry. Fully homomorphic encrypMon using ideal labces. 
STOC2009. 
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Bootstrapping noise growth, [Gentry09]

f

Eval(evk,  Decrypt( . ,[f(m)]) [sk])

[sk]

[f(m)]

[m]

[f(m)]
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Circuit-privacy and Sanitization
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Warm-up example: GSW encryption

q = 2ℓ

DecomposiMon

AddiMon

Product

For all ,       is small and  V G−1(V ) ∈ ℤnℓ×nℓ G−1(V ) ⋅ G = V

G−1(C2) ⋅ C1

[GSW13]  Homomorphic encrypMon from learning with errors: Conceptually-simpler, 
asymptoMcally-faster, aWribute-based. CRYPTO 2013. 

<latexit sha1_base64="zrbyXLkopzQwjq2sRrkdCiMpAkI="></latexit>

C1 + C2 = (A1 +A2 | s(A1 +A2) + e1 + e2) +m1G+m2G

<latexit sha1_base64="qMAJP3eJdEofg+PSXpA0D2M0QVg="></latexit>

GSWs(m) = (A | sA+ e) +mG 2 Zn`⇥n
q
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GSW encryption

Given s and a ciphertext  computed as combined operaMons from (known) ,    

one can disMnguish whether  is   or ; 

and also recover  (1,2) or (1,1);

C C1, C2

C C1 + C2 G−1(C1) ⋅ C1

<latexit sha1_base64="5H4OZq1DUIdYvrIyAEq3jSBuEWg="></latexit>

C1 = (A1 | sA1 + e1)
<latexit sha1_base64="DXUmsl3jKsB1HYZ2qUb27Rgnbs8="></latexit>

C2 = (A2 | sA2 + e2)
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Sanitization

SaniMze[x]s [x]s
Any distribuMon 

Canonical distribuMon
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Sanitization  Circuit Privacy⇒

SaniMze[x]s [x]s

𝒞x :  ciphertexts that decrypt to x

If C1, C2 ∈ 𝒞x, (𝗉𝗄, 𝗌𝗄, 𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾(C1)) ≈ (𝗉𝗄, 𝗌𝗄, 𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾(C2))

Any distribuMon 

Canonical distribuMon
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Sanitization  Circuit Privacy⇒

𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾[ f(x)]s

𝒞x :  ciphertexts that decrypt to x

If C1 = 𝖤𝗏𝖺𝗅( f1, ⋆ ) ∈ 𝒞x, C2 = 𝖤𝗏𝖺𝗅( f2, ⋆ ) ∈ 𝒞x, (𝗉𝗄, 𝗌𝗄, C1) ≈ (𝗉𝗄, 𝗌𝗄, C2)

Circuit Privacy  for the class of funcMons     ( ): ℱ f1, f2 ∈ ℱ

[ f(x)]s𝖤𝗏𝖺𝗅f

[x]s
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Circuit Privacy for Bootstrapping  Sanitization ⇒

𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉𝗉[x]s [x]s

[s]s

[x]s

𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉𝗉(C) = 𝖤𝗏𝖺𝗅(𝖣𝖾𝖼𝗋𝗒𝗉𝗍( ⋅ ,C), [s]s)
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Circuit Privacy for Bootstrapping  Sanitization ⇒

𝖤𝗏𝖺𝗅[x]s [x]s

[s]s

𝖣𝖾𝖼𝗋𝗒𝗉𝗍( ⋅ ,C), [s]s

Circuit Privacy of the class of funcMons :𝖤𝗏𝖺𝗅(𝖣𝖾𝖼𝗋𝗒𝗉𝗍( ⋅ ,C), [s]s)
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Circuit Privacy for Bootstrapping  Sanitization ⇒

𝖤𝗏𝖺𝗅[x]s [x]s

[s]s

𝖣𝖾𝖼𝗋𝗒𝗉𝗍( ⋅ ,C), [s]s

Circuit Privacy of the class of funcMons :𝖤𝗏𝖺𝗅(𝖣𝖾𝖼𝗋𝗒𝗉𝗍( ⋅ ,C), [s]s)

𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾



Sanitization
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𝒞x : set of all the ciphertexts that decrypt to x

 A    algorithm is a PPT algorithm s.t.: 

  1) For all ciphertext      

  2)  s.t  for any ,    

𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾

C ∈ 𝒞x, SaniMze(PKs, C) ∈ 𝒞x

∃ 𝖲𝗂𝗆 x C ∈ 𝒞x, (Sim(1λ, PKs, x), 𝗌𝗄) ≈s (SaniMze(PKs, C), 𝗌𝗄)
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Previous Approaches



Notations - color code

25

Gaussian distribuMon

Any distribuMon 

Canonical distribuMon

Small norm coefficient 



Based on Noise flooding, [Gentry09]
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Cf = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)
ef

[Gentry09]  Craig Gentry. A fully homomorphic encrypMon scheme.  PhD Manuscript 
2009, Stanford University. 



Based on Noise flooding, [Gentry09]
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[x]s = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)

e′ ≫ ef

Add a fresh encrypMon of 0 with super polynomially larger noise 
   (Needs to carefully analyse distribuMon to avoid trivial encrypMon of 0)

• Add super-polynomial noise —> large modulus  
• FHE scheme needs to support large noise 
• Strong LWE assumpMon  

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

ef

[x]s

[Gentry09]  Craig Gentry. A fully homomorphic encrypMon scheme.  PhD Manuscript 
2009, Stanford University. 



Soak-and-spin-and-repeat, [DS16]
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[x]s = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)

1 RandomizaMon step : 

[DS16] Léo Ducas and Damien Stehlé. SaniMzaMon of FHE ciphertexts.  
 Eurocrypt 2016. 

|e′ | ≈ |e |

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s



Soak-and-spin-and-repeat, [DS16]
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[x]s = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)

1 RandomizaMon step : 

[DS16] Léo Ducas and Damien Stehlé. SaniMzaMon of FHE ciphertexts.  
 Eurocrypt 2016. 

|e′ | ≈ |e |

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s

 2 Refreshing step  (bootstrapping)

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s[x]s

ef

𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉𝗉

|e′ | ≈ |e |



Soak-and-spin-and-repeat, [DS16]
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[x]s = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)

1 RandomizaMon step : 

[DS16] Léo Ducas and Damien Stehlé. SaniMzaMon of FHE ciphertexts.  
 Eurocrypt 2016. 

|e′ | ≈ |e |

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s

 2 Refreshing step  (bootstrapping)

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s[x]s

ef

𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉𝗉

|e′ | ≈ |e |

 3 repeat



Soak-and-spin-and-repeat, [DS16]
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[x]s = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)

1 RandomizaMon step : 

[DS16] Léo Ducas and Damien Stehlé. SaniMzaMon of FHE ciphertexts.  
 Eurocrypt 2016. 

|e′ | ≈ |e |

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s

 2 Refreshing step  (bootstrapping)

[x]s 𝖱𝖾𝖱𝖺𝗇𝖽

e

[x]s[x]s

ef

𝖡𝗈𝗈𝗍𝗌𝗍𝗋𝖺𝗉𝗉

|e′ | ≈ |e |

•requires bootstrapping  (circular security) 
•parameters should be adapted for correctness 3 repeat



Circuit-private Branching Program, [BdMW16]
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Cf = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, C1, ⋯, Ck)

 GSW encrypMon scheme

 Branching Program evaluaMon

[BdMW16]. Florian Bourse, Rafa ël del Pino, Michele Minelli, and 
Hoeteck Wee. FHE circuit privacy almost for free. CRYPTO 2016. 



Circuit-private Branching Program, [BdMW16]
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Cf = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, C1, ⋯, Ck)

 GSW encrypMon scheme

 Branching Program evaluaMon

G−1( . )[x]s

ef

[GPV08,Pei10,MP12,AP14]  

𝖱𝖾𝖱𝖺𝗇𝖽 [ f(x)]s

ef

[BdMW16]. Florian Bourse, Rafa ël del Pino, Michele Minelli, and 
Hoeteck Wee. FHE circuit privacy almost for free. CRYPTO 2016. 



Circuit-private Branching Program, [BdMW16]
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Cf = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, C1, ⋯, Ck)

 GSW encrypMon scheme

 Branching Program evaluaMon

G−1( . )[x]s

ef
e′ 

[GPV08,Pei10,MP12,AP14]  

𝖱𝖾𝖱𝖺𝗇𝖽

•Pros: No circular security assumpMon 
•Cons:  is a BP-like evaluaMon and applies to GSW ciphertextsf

[ f(x)]s

ef

[BdMW16]. Florian Bourse, Rafa ël del Pino, Michele Minelli, and 
Hoeteck Wee. FHE circuit privacy almost for free. CRYPTO 2016. 
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Choosing 𝖱𝖾𝖱𝖺𝗇𝖽

•  Public Key:  LWE encrypMons of 0; 

•  : random linear combinaMons of encrypMons from the public key + noise; 

• StaMsMcal security.

0(n log q)

𝖱𝖾𝖱𝖺𝗇𝖽

In our work: 

•Public Key: one RLWE encrypMon of 0; 

•  : one RLWE encrypMon of 0 + noise; 

• ComputaMonal security (under the decisional RLWE).

𝖱𝖾𝖱𝖺𝗇𝖽
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R(LWE), R(GSW) encryptions  and homomorphic operations
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        secret ,   is a message in ,     

                   +      and    ,  +    ,      

            where  is random in  and   is a discrete Gaussian of stdev  (and variance ) 
  

1) compute :    

                   2)  decode  the noisy encoding :   

                   

s = (s1, ⋯, sn) ∈ ℤn m ℤt Δ = ⌊
q
t

⌉

μ⋆ = Δm e 𝖫𝖶𝖤s(m) = (a b = ∑
i

aisi μ⋆ ) ∈ ℤn
q × ℤq

a ℤn
q e σ σ2

μ̄⋆ = b − ∑
i

aisi = Δm + e

⌊
μ̄*
Δ

⌉

EncrypMon

DecrypMon

[Regev05] On labces, learning with errors, random 
linear codes, and cryptography  LWE encryption
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RingLWE encryption

b(X) = a(X) ⋅ s(X) + Δ ⋅ m(X) + e(X)

……

a(X)

        
  1   compute   

  2   round the result :  

𝖾𝗇𝖼𝗈𝖽𝖾*(m(X)) = b(X) − a(X)s(X) = Δ ⋅ m(X) + e(X)

⌊
Δ ⋅ m(X) + e(X)

Δ
⌉

aN−1 a0 bN−1 b0

m(X) ∈ ℤ[X]

s(X) = s0 + s1X + ⋯ + sN−1XN−1 with si ∈ {0,1}

ℤq[X] := ℤq(X) mod XN + 1

q := 2ℓ or products of primes 

N power of 2

ℤ[X] := ℤ(X) mod XN + 1

EncrypMon

DecrypMon
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ℤq[X] := ℤq(X) mod XN + 1

q := 2ℓ or products of primes 

RingGSW encryption

<latexit sha1_base64="mtdrRyAKvRG45X3TJJR5NT+XjBY="></latexit>

RGSW(s(X),m(X)) :=

RLWE(s(X),0)
z }| {2

666666664

a1(X) a1(X) · s(X) + e1(X)
...

...
a`(X) a`(X) · s(X) + e`(X)
a01(X) a01(X) · s(X) + e01(X)

...
...

a0`(X) a0`(X) · s(X) + e0`(X)

3

777777775

+m(X)·

Gz }| {2

666666664

1 0
...

...
2`�1 0
0 1
...

...
0 2`�1

3

777777775

N power of 2

ℤ[X] := ℤ(X) mod XN + 1

m(X) ∈ ℤ[X]

s(X) = s0 + s1X + ⋯ + sN−1XN−1 with si ∈ {0,1}
EncrypMon
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internal mulMplicaMon

RingGSW encryption

     
C1

RGSW(s(X), m1(X)) ×
C2

RGSW(s(X), m2(X)) =⋆
∈ R2ℓ×2

G−1(C2) × C1

=⋆ RGSW(s(X), m1(X) ⋅ m2(X))

<latexit sha1_base64="mtdrRyAKvRG45X3TJJR5NT+XjBY="></latexit>

RGSW(s(X),m(X)) :=

RLWE(s(X),0)
z }| {2

666666664

a1(X) a1(X) · s(X) + e1(X)
...

...
a`(X) a`(X) · s(X) + e`(X)
a01(X) a01(X) · s(X) + e01(X)

...
...

a0`(X) a0`(X) · s(X) + e0`(X)

3

777777775

+m(X)·

Gz }| {2

666666664

1 0
...

...
2`�1 0
0 1
...

...
0 2`�1

3

777777775

mulMplicaMon by a small constantAddiMon
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C1

𝖱𝖦𝖲𝖶(s(X), m1(X)) ⊙
C2

𝖱𝖫𝖶𝖤(s(X), m2(X)) =⋆ G−1(C2) ⋅ C1

…. =⋆ 𝖱𝖫𝖶𝖤(s(X), m1(X) ⋅ m2(X))

B O(B′ ) + |m1(X) |1 BB′ 
external mulMplicaMon

RingGSW encryption

internal mulMplicaMon

<latexit sha1_base64="mtdrRyAKvRG45X3TJJR5NT+XjBY="></latexit>

RGSW(s(X),m(X)) :=

RLWE(s(X),0)
z }| {2

666666664

a1(X) a1(X) · s(X) + e1(X)
...

...
a`(X) a`(X) · s(X) + e`(X)
a01(X) a01(X) · s(X) + e01(X)

...
...

a0`(X) a0`(X) · s(X) + e0`(X)

3

777777775

+m(X)·

Gz }| {2

666666664

1 0
...

...
2`�1 0
0 1
...

...
0 2`�1

3

777777775

mulMplicaMon by a small constantAddiMon
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Multiplexer randomization
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Homomorphic multiplexer

[β0]s

𝗆𝗎𝗑
V1

V0 Vβ0

<latexit sha1_base64="yogmIOAAqSiA7/mPzZdcaCohn7k="></latexit>

MUX(�0, v0, v1) = v1 + �0(v0 � v1), �0 2 {0, 1}
<latexit sha1_base64="WbqOwMsiuISVN6+iHTzlnfPqlBk=">AAACDXicbVBNS8NAEN3Urxq/qh69LFbBU0mkqAhC0YvHCvYD2hA22227dLMJu5NiCf0DXvwrXjwo4tW7N/+N2zYHbX0w8Hhvhpl5QSy4Bsf5tnJLyyura/l1e2Nza3unsLtX11GiKKvRSESqGRDNBJesBhwEa8aKkTAQrBEMbiZ+Y8iU5pG8h1HMvJD0JO9ySsBIfuGo7juXV7g19B0Pt4E9QIqJ7OCxXffdmeF6fqHolJwp8CJxM1JEGap+4avdiWgSMglUEK1brhODlxIFnAo2ttuJZjGhA9JjLUMlCZn20uk3Y3xslA7uRsqUBDxVf0+kJNR6FAamMyTQ1/PeRPzPayXQvfBSLuMEmKSzRd1EYIjwJBrc4YpRECNDCFXc3IppnyhCwQRomxDc+ZcXSf205J6VynflYuU6iyOPDtAhOkEuOkcVdIuqqIYoekTP6BW9WU/Wi/Vufcxac1Y2s4/+wPr8AW5FmUY=</latexit>

V0 := [v0] and V1 := [v1]

<latexit sha1_base64="hP60T0alpGWsbcZ33vej8GGj1TU="></latexit>

V�0 = V1 +G�1(V0 � V1) · [�0]
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Homomorphic multiplexer

[β0]s

𝗆𝗎𝗑
V1

V0 Vβ0

<latexit sha1_base64="yogmIOAAqSiA7/mPzZdcaCohn7k="></latexit>

MUX(�0, v0, v1) = v1 + �0(v0 � v1), �0 2 {0, 1}
<latexit sha1_base64="WbqOwMsiuISVN6+iHTzlnfPqlBk=">AAACDXicbVBNS8NAEN3Urxq/qh69LFbBU0mkqAhC0YvHCvYD2hA22227dLMJu5NiCf0DXvwrXjwo4tW7N/+N2zYHbX0w8Hhvhpl5QSy4Bsf5tnJLyyura/l1e2Nza3unsLtX11GiKKvRSESqGRDNBJesBhwEa8aKkTAQrBEMbiZ+Y8iU5pG8h1HMvJD0JO9ySsBIfuGo7juXV7g19B0Pt4E9QIqJ7OCxXffdmeF6fqHolJwp8CJxM1JEGap+4avdiWgSMglUEK1brhODlxIFnAo2ttuJZjGhA9JjLUMlCZn20uk3Y3xslA7uRsqUBDxVf0+kJNR6FAamMyTQ1/PeRPzPayXQvfBSLuMEmKSzRd1EYIjwJBrc4YpRECNDCFXc3IppnyhCwQRomxDc+ZcXSf205J6VynflYuU6iyOPDtAhOkEuOkcVdIuqqIYoekTP6BW9WU/Wi/Vufcxac1Y2s4/+wPr8AW5FmUY=</latexit>

V0 := [v0] and V1 := [v1]

<latexit sha1_base64="hP60T0alpGWsbcZ33vej8GGj1TU="></latexit>

V�0 = V1 +G�1(V0 � V1) · [�0]
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V 1V 1V 1

fresh encrypMon of 0

does not depend on  V0 − V′ 0

<latexit sha1_base64="E+9u5jK6mQoOkdSbcxUUmG5NXVU=">AAACD3icbVDLSgMxFM3UV62vUZdugkURhDIjRV0W3bisYB/QKUMmzbShmWRIMmIZ5g/c+CtuXCji1q07/8Z0OgttPRA4Oede7r0niBlV2nG+rdLS8srqWnm9srG5tb1j7+61lUgkJi0smJDdACnCKCctTTUj3VgSFAWMdILx9dTv3BOpqOB3ehKTfoSGnIYUI20k3z72UBxL8eAr2PZTLyAa+U4GT/NfhPRIhWmYZb5ddWpODrhI3IJUQYGmb395A4GTiHCNGVKq5zqx7qdIaooZySpeokiM8BgNSc9QjiKi+ml+TwaPjDKAoZDmcQ1z9XdHiiKlJlFgKvMV572p+J/XS3R42U8pjxNNOJ4NChMGtYDTcOCASoI1mxiCsKRmV4hHSCKsTYQVE4I7f/IiaZ/V3PNa/bZebVwVcZTBATgEJ8AFF6ABbkATtAAGj+AZvII368l6sd6tj1lpySp69sEfWJ8/9GOcoQ==</latexit>⇡s V�0 + Vf

Homomorphic multiplexer

[β0]s

𝖼𝗉-𝗆𝗎𝗑
V1

V0 Vβ0

[β0]s

𝗆𝗎𝗑
V1

V0 Vβ0

Using [BdMW16]’s result:

<latexit sha1_base64="yogmIOAAqSiA7/mPzZdcaCohn7k="></latexit>

MUX(�0, v0, v1) = v1 + �0(v0 � v1), �0 2 {0, 1}
<latexit sha1_base64="WbqOwMsiuISVN6+iHTzlnfPqlBk=">AAACDXicbVBNS8NAEN3Urxq/qh69LFbBU0mkqAhC0YvHCvYD2hA22227dLMJu5NiCf0DXvwrXjwo4tW7N/+N2zYHbX0w8Hhvhpl5QSy4Bsf5tnJLyyura/l1e2Nza3unsLtX11GiKKvRSESqGRDNBJesBhwEa8aKkTAQrBEMbiZ+Y8iU5pG8h1HMvJD0JO9ySsBIfuGo7juXV7g19B0Pt4E9QIqJ7OCxXffdmeF6fqHolJwp8CJxM1JEGap+4avdiWgSMglUEK1brhODlxIFnAo2ttuJZjGhA9JjLUMlCZn20uk3Y3xslA7uRsqUBDxVf0+kJNR6FAamMyTQ1/PeRPzPayXQvfBSLuMEmKSzRd1EYIjwJBrc4YpRECNDCFXc3IppnyhCwQRomxDc+ZcXSf205J6VynflYuU6iyOPDtAhOkEuOkcVdIuqqIYoekTP6BW9WU/Wi/Vufcxac1Y2s4/+wPr8AW5FmUY=</latexit>

V0 := [v0] and V1 := [v1]

<latexit sha1_base64="hP60T0alpGWsbcZ33vej8GGj1TU="></latexit>

V�0 = V1 +G�1(V0 � V1) · [�0]

<latexit sha1_base64="PnNIaagWSj29rJOq8mQ5OryJJWc="></latexit>

Vnext = V1 +G�1(V0 � V1) · [�0] +
�
0 | y

�

<latexit sha1_base64="0/klRtSc4AJ8TQi/Y0vUNOi/wJc="></latexit>

= V�0 +G�1(V0 � V1) · [0] +
�
0 | y

�
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Circuit-private Branching program-like evaluation, [BdMW16]

[β0]s

𝖼𝗉-𝗆𝗎𝗑
V0,1

V0,0 V1,0

[β1]s

𝖼𝗉-𝗆𝗎𝗑
V1,1

V2,0

[β2]s

𝖼𝗉-𝗆𝗎𝗑
V2,1

V3,0 Vn−1,0

[βn−1]s

𝖼𝗉-𝗆𝗎𝗑
Vn−1,1

Vn,0
out
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                         TFHE bootstrapping



TFHE building blocks

RLWE(s(X), m0 + m1X + ⋯ + mN−1XN−1) → LWE(s̃, mi)Extract

 𝖱𝖫𝖶𝖤 → 𝖫𝖶𝖤



TFHE building blocks

−mi−1…

RGSW(s(X), Xi) ⊙ RLWE(s(X), m(X)) ⟶ RLWE(s(X), m(X) ⋅ Xi)

mN−2 mN−2 mN−1m2m1m0 mi+1mi… … mN−1 −m0
× Xi

Extract

BlindRotate

 𝖱𝖫𝖶𝖤 → 𝖫𝖶𝖤

 𝖱𝖦𝖲𝖶 × 𝖱𝖫𝖶𝖤 → 𝖱𝖫𝖶𝖤

RLWE(s(X), m0 + m1X + ⋯ + mN−1XN−1) → LWE(s̃, mi)



TFHE building blocks

Extract

BlindRotate

KeySwitch

 𝖱𝖫𝖶𝖤 → 𝖫𝖶𝖤

 𝖱𝖦𝖲𝖶 × 𝖱𝖫𝖶𝖤 → 𝖱𝖫𝖶𝖤

RGSW(s(X), Xi) ⊙ RLWE(s(X), m(X)) ⟶ RLWE(s(X), m(X) ⋅ Xi)

mN−2 mN−2 mN−1m2m1m0 −mi−1mi+1mi… … …mN−1 −m0
× Xi

 𝖫𝖶𝖤 × 𝖫𝖶𝖤 → 𝖫𝖶𝖤

 

 𝖪𝖾𝗒𝖲𝗐𝗂𝗍𝖼𝗁(𝖪𝖲𝖪s→s′ , 𝖫𝖶𝖤s(m)) ⟶ 𝖫𝖶𝖤s′ (m)

     (also works:   ) 𝖫𝖶𝖤s(m) ⟶ 𝖫𝖶𝖤s′ (f(m))

RLWE(s(X), m0 + m1X + ⋯ + mN−1XN−1) → LWE(s̃, mi)



TFHE bootstrapping

51

  over LWEs(m) = (a, b) q
RGSW(s(X)′ , si)



TFHE bootstrapping

52

  over LWEs(m) = (a, b) q
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

ModSwitch

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

ModSwitch BlindRotate

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

ModSwitch

RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xā0 ⋅ V0

V1

Xā2 ⋅ V1

Vn−1

Xān−1 ⋅ Vn−1

Vn

BlindRotate

RGSW(s(X)′ , si)

RLWE(s(X)′ , X−b̄+∑ āisi ⋅ v(X))



TFHE bootstrapping
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  over LWEs(m) = (a, b) q
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xa0 ⋅ V0

V1

Xa2 ⋅ V1

Vn−1 Vn RLWE(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))
BlindRotateModSwitch

RGSW(s(X)′ , si)

Xān−1 ⋅ Vn−1

𝖠𝖢𝖢0 𝖠𝖢𝖢1 𝖠𝖢𝖢n−1

= 𝖠𝖢𝖢n



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

BlindRotateModSwitch

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

BlindRotateModSwitch

RGSW(s(X)′ , si)



TFHE bootstrapping

58

  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

BlindRotateModSwitch

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

BlindRotateModSwitch

RGSW(s(X)′ , si)

<latexit sha1_base64="VSXBsM5oh+s9B0cq44l9S5Pub8Q="></latexit>

coe↵0

�
X�j · (vN�1X

N�1 + · · ·+ v1X + v0)
�
= vj



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

<latexit sha1_base64="bvBoafsT1Dcn/iiV6gU0moLxEfk="></latexit>

coe↵0

�
X�j · (vN�1X

N�1 + · · ·+ v1X + v0)
�
= vj = m

BlindRotateModSwitch

RGSW(s(X)′ , si)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

𝖫𝖶𝖤(s̃′ , m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

<latexit sha1_base64="bvBoafsT1Dcn/iiV6gU0moLxEfk="></latexit>

coe↵0

�
X�j · (vN�1X

N�1 + · · ·+ v1X + v0)
�
= vj = m

Extract

BlindRotateModSwitch

RGSW(s(X)′ , si)



TFHE bootstrapping

62

  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

𝖫𝖶𝖤(s̃′ , m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

Extract

ModSwitch BlindRotate

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

𝖫𝖶𝖤(s̃′ , m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

KeySwitch

Extract

ModSwitch BlindRotate

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b̄+∑ āisi ⋅ v(X))

𝖫𝖶𝖤(s̃′ , m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

  over LWEs(m) = (a, b) q
KeySwitch

Extract

ModSwitch BlindRotate

RGSW(s(X)′ , si)



TFHE bootstrapping
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X−b+∑ āisi ⋅ v(X))

𝖫𝖶𝖤(s̃′ , m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b̄ ⋅ (0, v(X))

  over LWEs(m) = (a, b) q

BlindRotate

Extract

ModSwitch

KeySwitch

RGSW(s(X)′ , si)



TFHE bootstrapping
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BlindRotate

RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xa0 ⋅ V0

V1

Xa1 ⋅ V1

Vn−1

Xan−1 ⋅ Vn−1

Vn RLWE(s(X)′ , X−b+∑ āisi ⋅ v(X))



First Strategy:  applying [BdMW16] over rings 

67

BlindRotate

fresh GSW encrypMon of 0

RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xa0 ⋅ V0

V1

Xa1 ⋅ V1

Vn−1

Xan−1 ⋅ Vn−1

Vn

<latexit sha1_base64="hmywQB2DQA7VE165/Ut3u7lUjXs="></latexit>

Vt = Vbt�1 +G�1(Vt�1 � V 0
t�1) · RGSW(0) +

�
0 | y

�

<latexit sha1_base64="dCG5FtfLywInYAKj5KkpsZ/IJ50=">AAACD3icbVDLSsNAFJ3UV62vqEs3g0URxJJIUZfFblxWsA9oQphMJ+3QyYOZiViG/IEbf8WNC0XcunXn3zhNs9DWAxcO59zLvff4CaNCWta3UVpaXlldK69XNja3tnfM3b2OiFOOSRvHLOY9HwnCaETakkpGegknKPQZ6frj5tTv3hMuaBzdyUlC3BANIxpQjKSWPPPYQUnC4wdPwI6nfE/JMzvL4ClsesoJkRyJQAVZ5plVq2blgIvELkgVFGh55pcziHEakkhihoTo21YiXYW4pJiRrOKkgiQIj9GQ9DWNUEiEq/J/MniklQEMYq4rkjBXf08oFAoxCX3dmZ84703F/7x+KoMrV9EoSSWJ8GxRkDIoYzgNBw4oJ1iyiSYIc6pvhXiEOMJSR1jRIdjzLy+SznnNvqjVb+vVxnURRxkcgENwAmxwCRrgBrRAG2DwCJ7BK3gznowX4934mLWWjGJmH/yB8fkD3M+ckg==</latexit>

⇡s Vbt�1 + Cf

RLWE(s(X)′ , X−b+∑ āisi ⋅ v(X))
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                         Circuit-private BlindRotate
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Needs to show :  

•  LEFT PART: uniformity of    

• RIGHT PART: noise is Gaussian of parameter independent of that of :Vt−1, V′ t−1

Uniformity over Rq

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B

<latexit sha1_base64="ocWu63nRWgfjbAQjDrOaYR5BFkA="></latexit>

x ·
�
B | sB + e

�
+
�
0 | y

�
⇡s Vf

<latexit sha1_base64="/pO+kOFQShElxf5nNrBEi9vi86g="></latexit>

x · (s ·B + e+ y)

<latexit sha1_base64="HPHz+/iTYnpbUeXexc0E65pEtGg="></latexit>

Vbt�1 +

xz }| {
G�1

rand(Vt�1 � V 0
t�1) ·RGSW(0) +

�
0 | y

�
⇡s Vbt�1 + Vf
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Needs to show :  

•  LEFT PART: uniformity of                              , with  uniform  

• RIGHT PART: noise is Gaussian of parameter independent of that of :

u

Vt−1, V′ t−1

Uniformity over Rq

<latexit sha1_base64="ocWu63nRWgfjbAQjDrOaYR5BFkA="></latexit>

x ·
�
B | sB + e

�
+
�
0 | y

�
⇡s Vf

<latexit sha1_base64="phUJrKK18PCi0Sf9MT30SBDp8Ws="></latexit>

x ·B ?⇡s u

<latexit sha1_base64="/pO+kOFQShElxf5nNrBEi9vi86g="></latexit>

x · (s ·B + e+ y)

<latexit sha1_base64="HPHz+/iTYnpbUeXexc0E65pEtGg="></latexit>

Vbt�1 +

xz }| {
G�1

rand(Vt�1 � V 0
t�1) ·RGSW(0) +

�
0 | y

�
⇡s Vbt�1 + Vf
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Needs to show :  

•  LEFT PART: uniformity of    

• RIGHT PART: noise is Gaussian of parameter independent of that of :Vt−1, V′ t−1

Uniformity over Rq

<latexit sha1_base64="ocWu63nRWgfjbAQjDrOaYR5BFkA="></latexit>

x ·
�
B | sB + e

�
+
�
0 | y

�
⇡s Vf

<latexit sha1_base64="phUJrKK18PCi0Sf9MT30SBDp8Ws="></latexit>

x ·B ?⇡s u

<latexit sha1_base64="ZA2j1P1VfKjox4dC5BmWXOEzps0="></latexit>⇡s u · s+ x · e+ y

<latexit sha1_base64="3QySzz3iElczEUlxUNc2+ByC8Qs=">AAACY3icfVHLSsQwFE3re3zVx06E4CAIwtCKqBtBdONyBOcB02FIM7djME1LciuOpT/pzp0b/8PM2IU64oXA4Zx7cnNPokwKg77/5rhz8wuLS8srtdW19Y1Nb2u7bdJcc2jxVKa6GzEDUihooUAJ3UwDSyIJnejxZqJ3nkAbkap7HGfQT9hIiVhwhpYaeC+XlIYIzzi9qhhpAFUWzyUN+TBFSq8rECYMH6K4MCU9/s8wK4F1zLLjkg68ut/wp0VnQVCBOqmqOfBew2HK8wQUcsmM6QV+hv2CaRRcQlkLcwMZ449sBD0LFUvA9Ivp2JIeWmZI41Tbo5BO2e+OgiXGjJPIdk5WNb+1CfmX1ssxvugXQmU5guJfg+JcUkzpJHA6FBo4yrEFjGth30r5A9OMo/2Wmg0h+L3yLGifNIKzxundaf3quopjmeyRA3JEAnJOrsgtaZIW4eTdWXQ2Hc/5cFfdbXf3q9V1Ks8O+VHu/ieHjLoR</latexit>

= x ·B · s+ x · e+ y

<latexit sha1_base64="/pO+kOFQShElxf5nNrBEi9vi86g="></latexit>

x · (s ·B + e+ y)

   , for any ≈s e′ Vt−1, V′ t−1

<latexit sha1_base64="HPHz+/iTYnpbUeXexc0E65pEtGg="></latexit>

Vbt�1 +

xz }| {
G�1

rand(Vt�1 � V 0
t�1) ·RGSW(0) +

�
0 | y

�
⇡s Vbt�1 + Vf

<latexit sha1_base64="oZq6arg/FWs+Qz4jX5Rnt1C/5dA=">AAACMHicbVBNSwMxEM36WetX1aOXYBEEoeyKqMeiBz1WsB/QLSWbTttgNrsks2JZ9id58afoRUERr/4K03YPan0w8HhvJpN5QSyFQdd9debmFxaXlgsrxdW19Y3N0tZ2w0SJ5lDnkYx0K2AGpFBQR4ESWrEGFgYSmsHtxdhv3oE2IlI3OIqhE7KBEn3BGVqpW7qkPsI9Th5KBxpAZel9Rn3ei/AfCzJ6OKuOMtotld2KOwGdJV5OyiRHrVt68nsRT0JQyCUzpu25MXZSplFwCVnRTwzEjN+yAbQtVSwE00knazO6b5Ue7UfalkI6UX9OpCw0ZhQGtjNkODR/vbH4n9dOsH/WSYWKEwTFp4v6iaQY0XF6tCc0cJQjSxjXwv6V8iHTjKPNuGhD8P6ePEsaRxXvpHJ8fVyunudxFMgu2SMHxCOnpEquSI3UCScP5Jm8kXfn0XlxPpzPaeuck8/skF9wvr4BnuusZA==</latexit>

x · e+ y
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Needs to show :  

•  LEFT PART: uniformity of    

• RIGHT PART: noise is Gaussian of parameter independent of that of :Vt−1, V′ t−1

Uniformity over ,   Rq q power of 2

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B
What happens over ,  
 q a power of 2 ?

Rq

<latexit sha1_base64="r5GAn9D13gM8fGN780UvkdacDJ4="></latexit>

x ·
�
B | sB + e

�
+

�
0 | y

�
⇡s Vf

<latexit sha1_base64="HPHz+/iTYnpbUeXexc0E65pEtGg="></latexit>

Vbt�1 +

xz }| {
G�1

rand(Vt�1 � V 0
t�1) ·RGSW(0) +

�
0 | y

�
⇡s Vbt�1 + Vf

<latexit sha1_base64="/pO+kOFQShElxf5nNrBEi9vi86g="></latexit>

x · (s ·B + e+ y)
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Uniformity over ,   Rq q power of 2

Take   is the product  uniform over  ?                  ( )a and b ∈ ℤ2, a ⋅ b ℤ2 q = 2, N = 20
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Uniformity over ,   Rq q power of 2

Take   is the product  uniform over  ?                  ( )a and b ∈ ℤ2, a ⋅ b ℤ2 q = 2, N = 20

a b u = a ∧ b

0
0
1
1

0
1

1
0

0
0

1
0

u unif

0
0

1
1

Pr[u non inverMble |u uniform] =
1
2

Pr[u non inverMble |u = a ⋅ b] =
1
2
⏟

a inv

+
1
2

⋅
1
2

⏟
a non inv

u

             0 i.e u = a ⋅ b
1 i.e  uniformu

 inverMble ?u
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Uniformity over ,   Rq q power of 2

Take   is the product  uniform over  ?                  ( )a and b ∈ ℤ2, a ⋅ b ℤ2 q = 2, N = 20

u

             0 i.e u = a ⋅ b
1 i.e  uniformu

 inverMble ?u

a b u = a ∧ b

0
0
1
1

0
1

1
0

0
0

1
0

u unif

0
0

1
1

Pr[u non inverMble |u uniform] =
1
2

Pr[u non inverMble |u = a ⋅ b] =
1
2
⏟

a inv

+
1
2

⋅
1
2

⏟
a non inv

Needs to make this proba. small 
Decrease with the number of components
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Needs to show :  

•  LEFT PART: uniformity of    

• RIGHT PART: noise is Gaussian of parameter independent of that of :Vt−1, V′ t−1

Uniformity over ,   Rq q power of 2

<latexit sha1_base64="NQg2acivJ+mHxysNOKjGWk0HLi4="></latexit>

x · (sB + e+ y)

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B

<latexit sha1_base64="ESRxSh99KLRvLsVW1ZxVXN9MZOg="></latexit>

x ·
�
B | sB + e

�
| {z }

2R(d+1)`⇥d + (d+1)`
q

+

= RERANDz }| {�
0 | y

�
⇡s Vf
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Our version for cp-mux

Public key:  
<latexit sha1_base64="cmPhtxmNeGiOeLH0f2MDaqKYM0c=">AAACH3icbVDLSsNAFJ3UV62vqEs3g0WoKCWRUl0W3bisYB/QhDKZTtqhk0mYmQgl5E/c+CtuXCgi7vo3Ttrgo/XAwOGce5h7jxcxKpVlTY3Cyura+kZxs7S1vbO7Z+4ftGUYC0xaOGSh6HpIEkY5aSmqGOlGgqDAY6TjjW8yv/NAhKQhv1eTiLgBGnLqU4yUlvpm3fHosOIESI08P0HpOfzh0MGDUH0LMoVnkMAscNo3y1bVmgEuEzsnZZCj2Tc/nUGI44BwhRmSsmdbkXITJBTFjKQlJ5YkQniMhqSnKUcBkW4yuy+FJ1oZQD8U+nEFZ+rvRIICKSeBpyezXeWil4n/eb1Y+VduQnkUK8Lx/CM/ZlCFMCsLDqggWLGJJggLqneFeIQEwkpXWtIl2IsnL5P2RdWuV2t3tXLjOq+jCI7AMagAG1yCBrgFTdACGDyCZ/AK3own48V4Nz7mowUjzxyCPzCmX/J8okY=</latexit>�
a,a · s+ e

�

<latexit sha1_base64="V+iC4D+XXbDDAMN7Ut7Ldq4Gegc="></latexit>

cp-mux([�t]s, Vt, V
0
t ) ⇡c V�t + Vf

<latexit sha1_base64="VJFasWmH1SPG8EERxVNpDV6Hqs0="></latexit>

cp-mux([�t]s, Vt, V
0
t ) := Vt +G�1

rand

�
V 0
t � Vt

�
· [�t] + ReRand

<latexit sha1_base64="+gBe9E9uuMlkCwJzr2KvxSeGT1o="></latexit>

⇡c cp-mux([�t]s, V�t , V�t)

<latexit sha1_base64="l6TWoqC/BGCErpQi1l04dRVOxXM="></latexit>

⇡c V�t +G�1
rand

�
0
�
· [�t] + ReRand

<latexit sha1_base64="bi8/shyyRzqwGHxdSC/NvZh8BLs="></latexit>

ReRand :=
⇣
r · a+ e0, r ·

�
a · s+ e

�
+ e00

⌘
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Our version for cp-mux

New proof technique compared to [BdMW16]: reuse  𝖱𝖾𝖱𝖺𝗇𝖽

Unfolding the loop:

Xb−a⋅s +

<latexit sha1_base64="zdN5r9w0+T2wQ2Q/JRFZFgQ11mc=">AAACDnicbVDLSgMxFM34rPVVdekmWARBKDNS1GXRjctabBXaUjLpnRrMZIbkjliG8Qfc+CtuXCji1rU7/8Z0nIWvA4HDOfcmJ8ePpTDouh/O1PTM7Nx8aaG8uLS8slpZW++YKNEc2jySkb7wmQEpFLRRoISLWAMLfQnn/tXxxD+/Bm1EpM5wHEM/ZCMlAsEZWmlQ2d69pT2EG8yvSkcaQGVpL2R4aYK0BS2mhlk2qFTdmpuD/iVeQaqkQHNQee8NI56EoJBLZkzXc2Psp0yj4BKyci8xEDN+xUbQtVSxEEw/zTNkdNsqQxpE2h6FNFe/b6QsNGYc+nYyz/nbm4j/ed0Eg8N+KlScICj+9VCQSIoRnXRDh0IDRzm2hHEtbFbKL5lmHG2DZVuC9/vLf0lnr+bt1+qn9WrjqKijRDbJFtkhHjkgDXJCmqRNOLkjD+SJPDv3zqPz4rx+jU45xc4G+QHn7RPVY51D</latexit>

+ ReRand

<latexit sha1_base64="65jFFUGmtUXT7trRawgyoBDC7Pw="></latexit>

+G�1
rand

�
ACCn�1(X

an�1 � 1)
�
· [sn�1]s

<latexit sha1_base64="g/vG09rg9ZjaTnFUDxWPDe9PTeo="></latexit>

+G�1
rand

�
ACC0(X

a0 � 1)
�
· [s0]s

<latexit sha1_base64="eJ4d5rzlZLgNJSuVs8AupQlCyCU="></latexit>

+G�1
rand

�
ACCn�2(X

an�2 � 1)
�
· [sn�2]s
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Our version for cp-mux

New proof technique compared to [BdMW16]: reuse  𝖱𝖾𝖱𝖺𝗇𝖽

Unfolding the loop:

Xb−a⋅s +

<latexit sha1_base64="65jFFUGmtUXT7trRawgyoBDC7Pw="></latexit>

+G�1
rand

�
ACCn�1(X

an�1 � 1)
�
· [sn�1]s

<latexit sha1_base64="g/vG09rg9ZjaTnFUDxWPDe9PTeo="></latexit>

+G�1
rand

�
ACC0(X

a0 � 1)
�
· [s0]s

<latexit sha1_base64="eJ4d5rzlZLgNJSuVs8AupQlCyCU="></latexit>

+G�1
rand

�
ACCn�2(X

an�2 � 1)
�
· [sn�2]s

<latexit sha1_base64="ZVHWf/F18bGn/EP7v2UWq1admoQ=">AAACC3icbVC7TsMwFHXKq5RXgZElokJiqhJUAWMFC2Op6ENqq8pxb1qrjhPZN4gqys7Cr7AwgBArP8DG3+CmHaDlSJaOzrnXPj5eJLhGx/m2ciura+sb+c3C1vbO7l5x/6Cpw1gxaLBQhKrtUQ2CS2ggRwHtSAENPAEtb3w99Vv3oDQP5R1OIugFdCi5zxlFI/WLx12EB8zuSYYKQKZJN6A40n5ShzqVgzTtF0tO2clgLxN3Tkpkjlq/+NUdhCwOQCITVOuO60TYS6hCzgSkhW6sIaJsTIfQMVTSAHQvyTKk9olRBrYfKnMk2pn6eyOhgdaTwDOTWc5Fbyr+53Vi9C97CZdRjCDZ7CE/FjaG9rQYe8AVMBQTQyhT3GS12YgqytDUVzAluItfXibNs7J7Xq7cVkrVq3kdeXJEjskpcckFqZIbUiMNwsgjeSav5M16sl6sd+tjNpqz5juH5A+szx8ZVZxc</latexit>

ReRand
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Our version for cp-mux

New proof technique compared to [BdMW16]: reuse  𝖱𝖾𝖱𝖺𝗇𝖽

Unfolding the loop:

Xb−a⋅s +
<latexit sha1_base64="g/vG09rg9ZjaTnFUDxWPDe9PTeo="></latexit>

+G�1
rand

�
ACC0(X

a0 � 1)
�
· [s0]s

<latexit sha1_base64="eJ4d5rzlZLgNJSuVs8AupQlCyCU="></latexit>

+G�1
rand

�
ACCn�2(X

an�2 � 1)
�
· [sn�2]s

<latexit sha1_base64="ZVHWf/F18bGn/EP7v2UWq1admoQ=">AAACC3icbVC7TsMwFHXKq5RXgZElokJiqhJUAWMFC2Op6ENqq8pxb1qrjhPZN4gqys7Cr7AwgBArP8DG3+CmHaDlSJaOzrnXPj5eJLhGx/m2ciura+sb+c3C1vbO7l5x/6Cpw1gxaLBQhKrtUQ2CS2ggRwHtSAENPAEtb3w99Vv3oDQP5R1OIugFdCi5zxlFI/WLx12EB8zuSYYKQKZJN6A40n5ShzqVgzTtF0tO2clgLxN3Tkpkjlq/+NUdhCwOQCITVOuO60TYS6hCzgSkhW6sIaJsTIfQMVTSAHQvyTKk9olRBrYfKnMk2pn6eyOhgdaTwDOTWc5Fbyr+53Vi9C97CZdRjCDZ7CE/FjaG9rQYe8AVMBQTQyhT3GS12YgqytDUVzAluItfXibNs7J7Xq7cVkrVq3kdeXJEjskpcckFqZIbUiMNwsgjeSav5M16sl6sd+tjNpqz5juH5A+szx8ZVZxc</latexit>

ReRand
<latexit sha1_base64="Kbpq/Q+wtYAi1IwEel032Fjk9hE="></latexit>

+G�1
rand

�
0
�
· [sn�1]s
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Our version for cp-mux

New proof technique compared to [BdMW16]: reuse  𝖱𝖾𝖱𝖺𝗇𝖽

Unfolding the loop:

Xb−a⋅s +
<latexit sha1_base64="g/vG09rg9ZjaTnFUDxWPDe9PTeo="></latexit>

+G�1
rand

�
ACC0(X

a0 � 1)
�
· [s0]s

<latexit sha1_base64="eJ4d5rzlZLgNJSuVs8AupQlCyCU="></latexit>

+G�1
rand

�
ACCn�2(X

an�2 � 1)
�
· [sn�2]s

<latexit sha1_base64="ZVHWf/F18bGn/EP7v2UWq1admoQ=">AAACC3icbVC7TsMwFHXKq5RXgZElokJiqhJUAWMFC2Op6ENqq8pxb1qrjhPZN4gqys7Cr7AwgBArP8DG3+CmHaDlSJaOzrnXPj5eJLhGx/m2ciura+sb+c3C1vbO7l5x/6Cpw1gxaLBQhKrtUQ2CS2ggRwHtSAENPAEtb3w99Vv3oDQP5R1OIugFdCi5zxlFI/WLx12EB8zuSYYKQKZJN6A40n5ShzqVgzTtF0tO2clgLxN3Tkpkjlq/+NUdhCwOQCITVOuO60TYS6hCzgSkhW6sIaJsTIfQMVTSAHQvyTKk9olRBrYfKnMk2pn6eyOhgdaTwDOTWc5Fbyr+53Vi9C97CZdRjCDZ7CE/FjaG9rQYe8AVMBQTQyhT3GS12YgqytDUVzAluItfXibNs7J7Xq7cVkrVq3kdeXJEjskpcckFqZIbUiMNwsgjeSav5M16sl6sd+tjNpqz5juH5A+szx8ZVZxc</latexit>

ReRand
<latexit sha1_base64="Kbpq/Q+wtYAi1IwEel032Fjk9hE="></latexit>

+G�1
rand

�
0
�
· [sn�1]s
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Our version for cp-mux

New proof technique compared to [BdMW16]: reuse  𝖱𝖾𝖱𝖺𝗇𝖽

Unfolding the loop:

Xb−a⋅s +
<latexit sha1_base64="g/vG09rg9ZjaTnFUDxWPDe9PTeo="></latexit>

+G�1
rand

�
ACC0(X

a0 � 1)
�
· [s0]s

<latexit sha1_base64="ZVHWf/F18bGn/EP7v2UWq1admoQ=">AAACC3icbVC7TsMwFHXKq5RXgZElokJiqhJUAWMFC2Op6ENqq8pxb1qrjhPZN4gqys7Cr7AwgBArP8DG3+CmHaDlSJaOzrnXPj5eJLhGx/m2ciura+sb+c3C1vbO7l5x/6Cpw1gxaLBQhKrtUQ2CS2ggRwHtSAENPAEtb3w99Vv3oDQP5R1OIugFdCi5zxlFI/WLx12EB8zuSYYKQKZJN6A40n5ShzqVgzTtF0tO2clgLxN3Tkpkjlq/+NUdhCwOQCITVOuO60TYS6hCzgSkhW6sIaJsTIfQMVTSAHQvyTKk9olRBrYfKnMk2pn6eyOhgdaTwDOTWc5Fbyr+53Vi9C97CZdRjCDZ7CE/FjaG9rQYe8AVMBQTQyhT3GS12YgqytDUVzAluItfXibNs7J7Xq7cVkrVq3kdeXJEjskpcckFqZIbUiMNwsgjeSav5M16sl6sd+tjNpqz5juH5A+szx8ZVZxc</latexit>

ReRand
<latexit sha1_base64="Kbpq/Q+wtYAi1IwEel032Fjk9hE="></latexit>

+G�1
rand

�
0
�
· [sn�1]s

<latexit sha1_base64="O5eWpBb1GkTVYZc2trvAxYNNyZw="></latexit>

+G�1
rand

�
0
�
· [sn�2]s
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Our version for cp-mux

New proof technique compared to [BdMW16]: reuse  𝖱𝖾𝖱𝖺𝗇𝖽

Unfolding the loop:

Xb−a⋅s +
<latexit sha1_base64="ZVHWf/F18bGn/EP7v2UWq1admoQ=">AAACC3icbVC7TsMwFHXKq5RXgZElokJiqhJUAWMFC2Op6ENqq8pxb1qrjhPZN4gqys7Cr7AwgBArP8DG3+CmHaDlSJaOzrnXPj5eJLhGx/m2ciura+sb+c3C1vbO7l5x/6Cpw1gxaLBQhKrtUQ2CS2ggRwHtSAENPAEtb3w99Vv3oDQP5R1OIugFdCi5zxlFI/WLx12EB8zuSYYKQKZJN6A40n5ShzqVgzTtF0tO2clgLxN3Tkpkjlq/+NUdhCwOQCITVOuO60TYS6hCzgSkhW6sIaJsTIfQMVTSAHQvyTKk9olRBrYfKnMk2pn6eyOhgdaTwDOTWc5Fbyr+53Vi9C97CZdRjCDZ7CE/FjaG9rQYe8AVMBQTQyhT3GS12YgqytDUVzAluItfXibNs7J7Xq7cVkrVq3kdeXJEjskpcckFqZIbUiMNwsgjeSav5M16sl6sd+tjNpqz5juH5A+szx8ZVZxc</latexit>

ReRand

<latexit sha1_base64="Kbpq/Q+wtYAi1IwEel032Fjk9hE="></latexit>

+G�1
rand

�
0
�
· [sn�1]s

<latexit sha1_base64="O5eWpBb1GkTVYZc2trvAxYNNyZw="></latexit>

+G�1
rand

�
0
�
· [sn�2]s

<latexit sha1_base64="hKA/xftDN90NZZF+TmXbGqTL/CE="></latexit>

+G�1
rand

�
0
�
· [s0]s
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                         Sanitized TFHE bootstrapping



FHE Sanitization - our approach
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

𝖫𝖶𝖤(s̃, m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))

  over LWEs(m) = (a, b) q
KeySwitch

Extract

ModSwitch
circuit-private 
BlindRotate
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Parameters

• LWE:  

• RLWE:  

• RGSW:  

• With 100 bits of security: 

n = 538, ϑlwe = 2−27.2, Bks = 4, ℓks = 7

N = 1024, ϑrlwe = 2−67.6, ϑpk = 2−65.6, 2−49.5

BG = 32, ℓG = 7, ϑG = 2−39.4
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over 

LWEs(m) = (a, b)
q 𝖱𝖫𝖶𝖤(s(X )′ , X ∑ āisi ⋅ V0)

𝖫𝖶𝖤(s̃, m)

  

over   
ā0, ⋯, ān−1, b̄

2N

 
over 

LWEs(m) = (a, b)
q

BlindRotate

Extract

ModSwitch

keySwitch

Regular FHEW-like bootstrapping

With our parameters, σboot ≈ 2−17.4



FHE Sanitization - [DS16] approach

88

  
over 

LWEs(m) = (a, b)
q 𝖱𝖫𝖶𝖤(s(X )′ , X ∑ āisi ⋅ V0)

𝖫𝖶𝖤(s̃, m)

  

over   
ā0, ⋯, ān−1, b̄

2N

 
over 

LWEs(m) = (a, b)
q

BlindRotateModSwitch

keySwitch

<latexit sha1_base64="AfbVl7diIf2TEMGiGV+4RzparME=">AAACDXicbVDLSgMxFM3UV62vqks3wSoIQpkRUZf1Ba6kFmuFtpRMeqcNZh4kd8QyzA+48VfcuFDErXt3/o3p2IVWDwQO59ybnBw3kkKjbX9auYnJqemZ/Gxhbn5hcam4vHKlw1hxqPNQhuraZRqkCKCOAiVcRwqY70pouDfHQ79xC0qLMLjEQQRtn/UC4QnO0Eid4kZhm7YQ7jC7KlHQTZOWz7CvvaR2Wjs8P0lT2imW7LKdgf4lzoiUyAjVTvGj1Q157EOAXDKtm44dYTthCgWXkBZasYaI8RvWg6ahAfNBt5MsQko3jdKlXqjMCZBm6s+NhPlaD3zXTGZBx72h+J/XjNE7aCciiGKEgH8/5MWSYkiH1dCuUMBRDgxhXAmTlfI+U4yjKbBgSnDGv/yXXO2Unb3y7sVuqXI0qiNP1sg62SIO2ScVckaqpE44uSeP5Jm8WA/Wk/VqvX2P5qzRzir5Bev9CwnGm48=</latexit>

+RERAND

Regular FHEW-like bootstrapping
<latexit sha1_base64="AfbVl7diIf2TEMGiGV+4RzparME=">AAACDXicbVDLSgMxFM3UV62vqks3wSoIQpkRUZf1Ba6kFmuFtpRMeqcNZh4kd8QyzA+48VfcuFDErXt3/o3p2IVWDwQO59ybnBw3kkKjbX9auYnJqemZ/Gxhbn5hcam4vHKlw1hxqPNQhuraZRqkCKCOAiVcRwqY70pouDfHQ79xC0qLMLjEQQRtn/UC4QnO0Eid4kZhm7YQ7jC7KlHQTZOWz7CvvaR2Wjs8P0lT2imW7LKdgf4lzoiUyAjVTvGj1Q157EOAXDKtm44dYTthCgWXkBZasYaI8RvWg6ahAfNBt5MsQko3jdKlXqjMCZBm6s+NhPlaD3zXTGZBx72h+J/XjNE7aCciiGKEgH8/5MWSYkiH1dCuUMBRDgxhXAmTlfI+U4yjKbBgSnDGv/yXXO2Unb3y7sVuqXI0qiNP1sg62SIO2ScVckaqpE44uSeP5Jm8WA/Wk/VqvX2P5qzRzir5Bev9CwnGm48=</latexit>

+RERAND

One [DS16] cycle  distance of   between two ciphertexts→ 2−14

σboot + σPkEnc(PKs) + | soaking noise | + σKS ≈ 0.016
One [DS16] cycle

Extract
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over 

LWEs(m) = (a, b)
q 𝖱𝖫𝖶𝖤(s(X )′ , X ∑ āisi ⋅ V0)

𝖫𝖶𝖤(s̃, m)

  

over   
ā0, ⋯, ān−1, b̄

2N

 
over 

LWEs(m) = (a, b)
q

BlindRotateModSwitch

keySwitch

Regular FHEW-like bootstrapping
<latexit sha1_base64="AfbVl7diIf2TEMGiGV+4RzparME=">AAACDXicbVDLSgMxFM3UV62vqks3wSoIQpkRUZf1Ba6kFmuFtpRMeqcNZh4kd8QyzA+48VfcuFDErXt3/o3p2IVWDwQO59ybnBw3kkKjbX9auYnJqemZ/Gxhbn5hcam4vHKlw1hxqPNQhuraZRqkCKCOAiVcRwqY70pouDfHQ79xC0qLMLjEQQRtn/UC4QnO0Eid4kZhm7YQ7jC7KlHQTZOWz7CvvaR2Wjs8P0lT2imW7LKdgf4lzoiUyAjVTvGj1Q157EOAXDKtm44dYTthCgWXkBZasYaI8RvWg6ahAfNBt5MsQko3jdKlXqjMCZBm6s+NhPlaD3zXTGZBx72h+J/XjNE7aCciiGKEgH8/5MWSYkiH1dCuUMBRDgxhXAmTlfI+U4yjKbBgSnDGv/yXXO2Unb3y7sVuqXI0qiNP1sg62SIO2ScVckaqpE44uSeP5Jm8WA/Wk/VqvX2P5qzRzir5Bev9CwnGm48=</latexit>

+RERAND

 such cycles≈ 6

One [DS16] cycle

FHE Sanitization - [DS16] approach

<latexit sha1_base64="AfbVl7diIf2TEMGiGV+4RzparME=">AAACDXicbVDLSgMxFM3UV62vqks3wSoIQpkRUZf1Ba6kFmuFtpRMeqcNZh4kd8QyzA+48VfcuFDErXt3/o3p2IVWDwQO59ybnBw3kkKjbX9auYnJqemZ/Gxhbn5hcam4vHKlw1hxqPNQhuraZRqkCKCOAiVcRwqY70pouDfHQ79xC0qLMLjEQQRtn/UC4QnO0Eid4kZhm7YQ7jC7KlHQTZOWz7CvvaR2Wjs8P0lT2imW7LKdgf4lzoiUyAjVTvGj1Q157EOAXDKtm44dYTthCgWXkBZasYaI8RvWg6ahAfNBt5MsQko3jdKlXqjMCZBm6s+NhPlaD3zXTGZBx72h+J/XjNE7aCciiGKEgH8/5MWSYkiH1dCuUMBRDgxhXAmTlfI+U4yjKbBgSnDGv/yXXO2Unb3y7sVuqXI0qiNP1sg62SIO2ScVckaqpE44uSeP5Jm8WA/Wk/VqvX2P5qzRzir5Bev9CwnGm48=</latexit>

+RERAND

Extract
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Conclusion

• [BdMW16] over rings: mulM-hop circuit privacy for branching programs for RGSW without 
circular security; 

• Improved inducMon for [BdMW16], improved noise propagaMon and reduced parameter                   
improve efficiency compared to [BdMW16], even on GSW; 

• AlternaMve Rerand implementaMon: 
greatly reduces the size of public key, applicable to RLWE and LWE;  

• SaniMzaMon with one round of bootstrapping: 
works with power-of-two modulus, adaptable to other modulus; 
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                        Thank you !


