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Fully Homomorphic Encryption (FHE)

[m1], [m2], ⋯, [mk]
c = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, ([m1], ⋯, [mk]))

𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, m2, ⋯, mk)

Message privacy: Alice’s messages are kept unknown to the cloud provider.

Alice Cloud provider



4

Fully Homomorphic Encryption (FHE)

[m1], [m2], ⋯, [mk]
c = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, ([m1], ⋯, [mk]))

𝖣𝖾𝖼(𝗌𝗄, c) = f(m1, m2, ⋯, mk)

1. Message privacy: Alice messages are kept unknown to the cloud provider. 

2. Circuit privacy:   reveals nothing about , except ,  even knowing 𝖤𝗏𝖺𝗅 f f(m1, m2, ⋯, mk) sk

Alice Cloud provider

Example:    is an algorithm from which a service provider makes profit and needs to be protected.f
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Outline

• DefiniRons 

• Circuit privacy and saniRzaRon 

• Previous approaches 

• TFHE bootstrapping  

• SaniRzing TFHE



Fully Homomorphic Encryption

• KeyGen :      

• :   c    (also, wriYen as [ ] in this talk) 

•           

• = c      

(1λ) 𝖾𝗏𝗄, 𝗌𝗄

𝖤𝗇𝖼(𝗌𝗄, μ) μ

𝖣𝖾𝖼(𝗌𝗄, c) : μ

𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, [μ1], ⋯, [μk])
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Fully Homomorphic Encryption

• KeyGen :      

• :   c    (also, wriYen as [ ] in this talk) 

•           

• = c      

(1λ) 𝖾𝗏𝗄, 𝗌𝗄

𝖤𝗇𝖼(𝗌𝗄, μ) μ

𝖣𝖾𝖼(𝗌𝗄, c) : μ

𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, [μ1], ⋯, [μk])
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Correctness:  
1)  if ,   ; 
2) if ),   

c = 𝖤𝗇𝖼(𝗌𝗄, μ) 𝖣𝖾𝖼(𝗌𝗄, c) = μ
c = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, [μ1], . . [μk]) 𝖣𝖾𝖼(𝗌𝗄, c) = f(μ1, ⋯, μk))
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[m0] + [m1] [m0 ⊕ m1]

[m0] × [m1] [m0 ∧ m1]

FHE ciphertexts  (noisy ciphertexts)

?
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Noise management

Level Mode Bootstrapped Mode

•circuit depth  known in advance   
•set the parameters relaRvely to  
•bounded number of operaRons  

d
d

•depth circuit can set dynamically  
•unlimited depth 
•flexibility: bootstrap (set of) gate(s) by gate. 



10

Bootstrapping, [Gentry09]

Let     [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) = Decrypt( ., [m])  
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Bootstrapping, [Gentry09]

 Let         [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) = Decrypt( ., [m])  

              
 Let   [sk] = Encrypt(sk,sk) 
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Bootstrapping, [Gentry09]

 By definiRon         [m] = Encrypt(sk,m) , Decrypt(sk, [m]) = m 
                                                      
 Define  Decrypt[m] ( . ) = Decrypt( ., [m])  

              
 Let   [sk] = Encrypt(sk,sk) 
                                                     

                        Decrypt[m]([sk]) =  Decrypt( [sk], [m]) = [m] 
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Bootstrapping noise growth, [Gentry09]

f

Evaluate(evk,  Decrypt( . ,[f(m)]) [sk])

[sk]

[f(m)]

[m]

[f(m)]
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GSW encryption

q = 2ℓ,

DecomposiNon

AddiNon

Product

For all ,       is small and  V G−1(V ) ∈ ℤnℓ×nℓ G−1(V ) ⋅ G = V

G−1(C2) ⋅ C1

[GSW13]  Homomorphic encrypRon from learning with errors: Conceptually-simpler, 
asymptoRcally-faster, aYribute-based. Crypto2013. 

<latexit sha1_base64="zrbyXLkopzQwjq2sRrkdCiMpAkI="></latexit>

C1 + C2 = (A1 +A2 | s(A1 +A2) + e1 + e2) +m1G+m2G

<latexit sha1_base64="qMAJP3eJdEofg+PSXpA0D2M0QVg="></latexit>

GSWs(m) = (A | sA+ e) +mG 2 Zn`⇥n
q
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GSW encryption

Given s and a ciphertext ,   one can disRnguish   from ; 

and also recover  (1,2) or (1,1);

C C1 + C2 G−1(C1) ⋅ C1

<latexit sha1_base64="oELUExmnEBakEReGgh3u+u6wYdo="></latexit>

C1 = (A1 | sA1 + e1) + µ1G
<latexit sha1_base64="+5dqAazQRHWZFXDSjfGv8s/yCQA="></latexit>

C2 = (A2 | sA2 + e2) + µ2G
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𝒞μ 𝒞μ,s
𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾(𝗉𝗄s, . )

𝒞μ,s :

canonical distribuRon 

𝒞μ : all the ciphertexts  that decrypt to μ

saniRzaRon key

  C, C′ ∈ 𝒞μ,s Δ((𝗉𝗄s, C, (𝗉𝗄), 𝗌𝗄)), (𝗉𝗄s, C′ , (𝗉𝗄, 𝗌𝗄))) < negl(n)

Sanitization



Sanitization
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𝒞μ : set of all the ciphertexts that decrypt to μ

 A    algorithm is a PPT algorithm s.t.: 

  1) For all ciphertext      

  2)  s.t  for any ,    

𝖲𝖺𝗇𝗂𝗍𝗂𝗓𝖾

C ∈ 𝒞μ, SaniRze(𝗉𝗄s, C) ∈ 𝒞μ

∃ 𝖲𝗂𝗆 μ C ∈ 𝒞μ, (Sim(1λ, 𝗉𝗄s, μ), 𝗌𝗄) ≈s (SaniRze(𝗉𝗄s, C), 𝗌𝗄)



Noise flooding, [Gentry09]
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+

Cf = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)
ef

e′ 

e′ ≫ ef

• Add super-polynomial noise —> large modulus  
• FHE must support large noise 
• strong LWE assumpRon  

ef



Noise flooding, [Gentry09]
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+

Cf = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)
ef

e′ 

e′ ≫ ef

ef

+   RandomizaNon step 



Soak-and-spin-and-repeat, [DS16]
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+

Cf = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)
ef

1 RandomizaNon step : 

e′ ≈ efef

=
Cf C

Pr[C ∈ 𝒞μ,S] = cste



Soak-and-spin-and-repeat, [DS16]
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+

Cf = 𝖤𝗏𝖺𝗅(𝖾𝗏𝗄, f, C1, ⋯, Ck)
ef

1 RandomizaNon step : 

e′ ≈ efef

=
Cf C

 2 Refreshing step  (bootstrapping)

•requires bootstrapping  (circular security) 
•parameters should be adapted for correctness 

 3 repeat

Pr[C ∈ 𝒞μ,S] = cste



Circuit-private Branching Program, [BdMW16]
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Cf = 𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, C1, ⋯, Ck)

 Branching Program evaluaRon

 GSW encrypRon scheme



Circuit-private Branching Program, [BdMW16]
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+

Cf =

e′ ef
Cf

𝖤𝗏𝖺𝗅 (𝖾𝗏𝗄, f, C1, ⋯, Ck)

 Branching Program evaluaRon

 GSW encrypRon scheme

G−1( . )+
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Our approach 

1. One invocaRon of the bootstrapping 

2. Branching Program evaluaRon inside the bootstrapping ([BdMW16] over rings) 

3. Analyzing the noise 

4. RandomizaRon amplificaRon 
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R(LWE), R(GSW) encryptions  and homomorphic operations
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Noisy encoding 

<latexit sha1_base64="FZFEC3+/iIkxqWNT1g8U00xklRs="></latexit>

0

13

2

4

5

6

7

1 0

• Message space =  ,  

• Ciphertext space = ,  

• message         

ℤt t = 2

ℤq q = 23

m ∈ ℤt Δ = ⌊
q
t

⌉ Δ
2

 encoding of  :    

 noisy encoding of   :   e = 4 + 1 = 5    

m μ = Δ ⋅ 1 = 4

m μ⋆ = μ +

𝖾𝗇𝖼𝗈𝖽𝖾*

decode
decode  by rescaling and rounding:  μ̄⋆ μ = ⌊

μ⋆

Δ
⌉
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Noisy encoding 

<latexit sha1_base64="FZFEC3+/iIkxqWNT1g8U00xklRs="></latexit>

0

13

2

4

5

6

7

1 0

• Message space =  ,  

• Ciphertext space = ,  

• message         

ℤt t = 2

ℤq q = 23

m ∈ ℤt Δ = ⌊
q
t

⌉ Δ
2

 encoding of  :    

 noisy encoding of   :   e = 4 + 1 = 5    

m μ = Δ ⋅ 1 = 4

m μ⋆ = μ +

𝖾𝗇𝖼𝗈𝖽𝖾*

decode
decode  by rescaling and rounding:  μ̄⋆ μ = ⌊

μ⋆

Δ
⌉

Other possible message space :   
•discreRsed torus elements  
•{0,1} message space, …  
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LWE encryption 

        secret ,   is a message in ,    + ,  

 

    ,  +    ,      

            where  is random in ,   is a discrete Gaussian of stdev  (and variance ) 
  

1) compute :   

                   2)  decode  the noisy encoding :   

                   

s = (s1, ⋯, sn) ∈ ℤn
q m ℤt, Δ = ⌊

q
t

⌉ μ⋆ = Δm e

𝖫𝖶𝖤s(m) = (a b = ∑
i

aisi μ⋆ ) ∈ ℤn
q × ℤq

a ℤn
q e σ σ2

μ̄⋆ = b − ∑
i

aisi = Δm + e

⌊
μ̄*
Δ

⌉

EncrypNon

DecrypNon

[Regev05] On lapces, learning with errors, random 
linear codes, and cryptography  
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RingLWE encryption

DecrypNon

b(X) = a(X) ⋅ s(X) + Δ ⋅ m(X) + e(X)

……

a(X)

        
  1   compute   

  2   round the result :  

𝖾𝗇𝖼𝗈𝖽𝖾*(m(X)) = b(X) − a(X)s(X) = Δ ⋅ m(X) + e(X)

⌊
Δ ⋅ m(X) + e(X)

Δ
⌉

aN−1 a0 bN−1 b0

EncrypNon m(X) ∈ ℤ[X]

s(X) = s0 + s1X + ⋯ + sN−1XN−1 with si ∈ {0,1}

ℤq[X] := ℤq(X) mod XN + 1

q := 2ℓ or products of primes 

N power of 2

ℤ[X] := ℤ(X) mod XN + 1
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ℤq[X] := ℤq(X) mod XN + 1

q := 2ℓ or products of primes 

RingGSW encryption

<latexit sha1_base64="mtdrRyAKvRG45X3TJJR5NT+XjBY="></latexit>

RGSW(s(X),m(X)) :=

RLWE(s(X),0)
z }| {2

666666664

a1(X) a1(X) · s(X) + e1(X)
...

...
a`(X) a`(X) · s(X) + e`(X)
a01(X) a01(X) · s(X) + e01(X)

...
...

a0`(X) a0`(X) · s(X) + e0`(X)

3

777777775

+m(X)·

Gz }| {2

666666664

1 0
...

...
2`�1 0
0 1
...

...
0 2`�1

3

777777775

N power of 2

ℤ[X] := ℤ(X) mod XN + 1

EncrypNon m(X) ∈ ℤ[X]

s(X) = s0 + s1X + ⋯ + sN−1XN−1 with si ∈ {0,1}
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internal mulNplicaNon

RingGSW encryption

     
C1

RGSW(s(X), m1(X)) ×
C2

RGSW(s(X), m2(X)) =
∈ R2ℓ×2

G−1(C1) × C2

= RGSW(s(X), m1(X) ⋅ m2(X))

<latexit sha1_base64="mtdrRyAKvRG45X3TJJR5NT+XjBY="></latexit>

RGSW(s(X),m(X)) :=

RLWE(s(X),0)
z }| {2

666666664

a1(X) a1(X) · s(X) + e1(X)
...

...
a`(X) a`(X) · s(X) + e`(X)
a01(X) a01(X) · s(X) + e01(X)

...
...

a0`(X) a0`(X) · s(X) + e0`(X)

3

777777775

+m(X)·

Gz }| {2

666666664

1 0
...

...
2`�1 0
0 1
...

...
0 2`�1

3

777777775

mulNplicaNon by a small constantAddiNon
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C1

𝖱𝖦𝖲𝖶(s(X), m1(X)) ⊙
C2

𝖱𝖫𝖶𝖤(s(X), m2(X)) = G−1(C2) ⋅ C1

…. = 𝖱𝖫𝖶𝖤(s(X), m1(X) ⋅ m2(X))

B O(B′ ) + |m1(X) |1 BB′ 

external mulNplicaNon

RingGSW encryption

internal mulNplicaNon

<latexit sha1_base64="mtdrRyAKvRG45X3TJJR5NT+XjBY="></latexit>

RGSW(s(X),m(X)) :=

RLWE(s(X),0)
z }| {2

666666664

a1(X) a1(X) · s(X) + e1(X)
...

...
a`(X) a`(X) · s(X) + e`(X)
a01(X) a01(X) · s(X) + e01(X)

...
...

a0`(X) a0`(X) · s(X) + e0`(X)

3

777777775

+m(X)·

Gz }| {2

666666664

1 0
...

...
2`�1 0
0 1
...

...
0 2`�1

3

777777775

mulNplicaNon by a small constantAddiNon



Controlled MUX gate
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V 1V 1V 1

<latexit sha1_base64="MPlqa/Cry0Him+x0RNs9GIQrxbY="></latexit>

MUX(b0, v0, v
0
0) = v00 + b0(v0 � v00), b0 2 {0, 1}



Controlled MUX gate
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V 1

B′ 

V 1V 1

V0

V1

V′ 0

C0

Vb

C0 = RGSW(b)

V0

V1

B

B

<latexit sha1_base64="XnrGsJssRvfxZ5KbZ0xhztq4+C8=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvQgpREioogFEVw4aKKfUBbwmQ6aYdOHszcFEroxo2/4saFIm79B3f+jdM0C209cOFwzr3ce48TcibBNL+1zMLi0vJKdjW3tr6xuaVv79RlEAlCayTggWg6WFLOfFoDBpw2Q0Gx53DacAZXE78xpEKywH+AUUg7Hu75zGUEg5Jsfb9uw/lF28PQl258f9u4HhdkoVk8GtpQtPW8WTITGPPESkkepaja+le7G5DIoz4QjqVsWWYInRgLYITTca4dSRpiMsA92lLUxx6VnTj5YmwcKqVruIFQ5YORqL8nYuxJOfIc1ZmcO+tNxP+8VgTuWSdmfhgB9cl0kRtxAwJjEonRZYIS4CNFMBFM3WqQPhaYgAoup0KwZl+eJ/XjknVSKt+V85XLNI4s2kMHqIAsdIoq6AZVUQ0R9Iie0St60560F+1d+5i2ZrR0Zhf9gfb5A55Il18=</latexit>

Vt := RLWE(s(X), vt)

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="MPlqa/Cry0Him+x0RNs9GIQrxbY="></latexit>

MUX(b0, v0, v
0
0) = v00 + b0(v0 � v00), b0 2 {0, 1}



Controlled MUX gate
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V 1

B′ 

V 1V 1

Vb

C0 = RGSW(b)

V0

V1

B

B

<latexit sha1_base64="XnrGsJssRvfxZ5KbZ0xhztq4+C8=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvQgpREioogFEVw4aKKfUBbwmQ6aYdOHszcFEroxo2/4saFIm79B3f+jdM0C209cOFwzr3ce48TcibBNL+1zMLi0vJKdjW3tr6xuaVv79RlEAlCayTggWg6WFLOfFoDBpw2Q0Gx53DacAZXE78xpEKywH+AUUg7Hu75zGUEg5Jsfb9uw/lF28PQl258f9u4HhdkoVk8GtpQtPW8WTITGPPESkkepaja+le7G5DIoz4QjqVsWWYInRgLYITTca4dSRpiMsA92lLUxx6VnTj5YmwcKqVruIFQ5YORqL8nYuxJOfIc1ZmcO+tNxP+8VgTuWSdmfhgB9cl0kRtxAwJjEonRZYIS4CNFMBFM3WqQPhaYgAoup0KwZl+eJ/XjknVSKt+V85XLNI4s2kMHqIAsdIoq6AZVUQ0R9Iie0St60560F+1d+5i2ZrR0Zhf9gfb5A55Il18=</latexit>

Vt := RLWE(s(X), vt)

V0

V′ 0

V1

V′ 1

C0 := 𝖱𝖦𝖲𝖶(b0) C1 := 𝖱𝖦𝖲𝖶(b1)

V2 Vn−1

Cn−1 := 𝖱𝖦𝖲𝖶(bn−1)

V0

V1

V′ 0

C0

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="MPlqa/Cry0Him+x0RNs9GIQrxbY="></latexit>

MUX(b0, v0, v
0
0) = v00 + b0(v0 � v00), b0 2 {0, 1}



Controlled MUX gate
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V 1

B′ 

V 1V 1

Vb

C0 = RGSW(b)

V0

V1

B

B

<latexit sha1_base64="XnrGsJssRvfxZ5KbZ0xhztq4+C8=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvQgpREioogFEVw4aKKfUBbwmQ6aYdOHszcFEroxo2/4saFIm79B3f+jdM0C209cOFwzr3ce48TcibBNL+1zMLi0vJKdjW3tr6xuaVv79RlEAlCayTggWg6WFLOfFoDBpw2Q0Gx53DacAZXE78xpEKywH+AUUg7Hu75zGUEg5Jsfb9uw/lF28PQl258f9u4HhdkoVk8GtpQtPW8WTITGPPESkkepaja+le7G5DIoz4QjqVsWWYInRgLYITTca4dSRpiMsA92lLUxx6VnTj5YmwcKqVruIFQ5YORqL8nYuxJOfIc1ZmcO+tNxP+8VgTuWSdmfhgB9cl0kRtxAwJjEonRZYIS4CNFMBFM3WqQPhaYgAoup0KwZl+eJ/XjknVSKt+V85XLNI4s2kMHqIAsdIoq6AZVUQ0R9Iie0St60560F+1d+5i2ZrR0Zhf9gfb5A55Il18=</latexit>

Vt := RLWE(s(X), vt)

V0

V′ 0

V1

V′ 1

C0 := 𝖱𝖦𝖲𝖶(b0) C1 := 𝖱𝖦𝖲𝖶(b1)

V2 Vn−1

Cn−1 := 𝖱𝖦𝖲𝖶(bn−1)

V0

V1

V′ 0

C0

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="Q99akruYfHJ1krZGgBlzyTXlkyo=">AAACIXicbVBdSwJBFJ21L9u+rB57GZLKiGQ3pHwJJF96NMgPUFlmx1EHZ3eWmbuBLP6VXvorvfRQhG/Rn2nVFUo7MHA451zu3OMGgmuwrC8jtbK6tr6R3jS3tnd29zL7BzUtQ0VZlUohVcMlmgnusypwEKwRKEY8V7C6OyhP/PoTU5pL/xGGAWt7pOfzLqcEYsnJFM2aA/gWn+KaE8GlPcIXuJywluxIwGZu7lzOM2fn2HQyWStvTYGXiZ2QLEpQcTLjVkfS0GM+UEG0btpWAO2IKOBUsJHZCjULCB2QHmvG1Cce0+1oeuEIn8RKB3elip8PeKr+noiIp/XQc+OkR6CvF72J+J/XDKFbbEfcD0JgPp0t6oYCg8STunCHK0ZBDGNCqOLxXzHtE0UoxKVOSrAXT14mtau8fZ0vPBSypbukjjQ6Qscoh2x0g0roHlVQFVH0jF7RO/owXow349MYz6IpI5k5RH9gfP8AK7uemQ==</latexit>

Vt =Vt�1 + Ct�1 � (Vt�1 � V 0
t�1)

<latexit sha1_base64="opH2xqwF3bNjrmZ90IhzrVwmt2U=">AAACKHicbVDLSgMxFM3UV62vqks3wSIq0jIjRd2IxS50WcHWQqeWTJrR0MyD5I5QhvkcN/6KGxFFuvVLzLQjaPVA4HDOvdyc44SCKzDNkZGbmZ2bX8gvFpaWV1bXiusbLRVEkrImDUQg2w5RTHCfNYGDYO1QMuI5gt04g3rq3zwwqXjgX8MwZF2P3Pnc5ZSAlnrFs1Pc6sVQthJ8gG2PwL3jxhfJbayVvW+n/D2zu49t2g8A1zOn0CuWzIo5Bv5LrIyUUIZGr/hq9wMaecwHKohSHcsMoRsTCZwKlhTsSLGQ0AG5Yx1NfeIx1Y3HQRO8o5U+dgOpnw94rP7ciImn1NBz9GQaRU17qfif14nAPenG3A8jYD6dHHIjgSHAaWu4zyWjIIaaECq5/ium90QSCrrbtARrOvJf0jqsWEeV6lW1VDvP6sijLbSN9pCFjlENXaIGaiKKHtEzekPvxpPxYnwYo8lozsh2NtEvGJ9fHYCi8Q==</latexit>

= Vt�1 +G�1(Vt�1 � V 0
t�1) · Ct�1

<latexit sha1_base64="MPlqa/Cry0Him+x0RNs9GIQrxbY="></latexit>

MUX(b0, v0, v
0
0) = v00 + b0(v0 � v00), b0 2 {0, 1}
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V 1

B′ 

V 1V 1

Vb

C0 = RGSW(b)

V0

V1

B

B

<latexit sha1_base64="XnrGsJssRvfxZ5KbZ0xhztq4+C8=">AAACBXicbVDLSsNAFJ3UV62vqEtdBIvQgpREioogFEVw4aKKfUBbwmQ6aYdOHszcFEroxo2/4saFIm79B3f+jdM0C209cOFwzr3ce48TcibBNL+1zMLi0vJKdjW3tr6xuaVv79RlEAlCayTggWg6WFLOfFoDBpw2Q0Gx53DacAZXE78xpEKywH+AUUg7Hu75zGUEg5Jsfb9uw/lF28PQl258f9u4HhdkoVk8GtpQtPW8WTITGPPESkkepaja+le7G5DIoz4QjqVsWWYInRgLYITTca4dSRpiMsA92lLUxx6VnTj5YmwcKqVruIFQ5YORqL8nYuxJOfIc1ZmcO+tNxP+8VgTuWSdmfhgB9cl0kRtxAwJjEonRZYIS4CNFMBFM3WqQPhaYgAoup0KwZl+eJ/XjknVSKt+V85XLNI4s2kMHqIAsdIoq6AZVUQ0R9Iie0St60560F+1d+5i2ZrR0Zhf9gfb5A55Il18=</latexit>

Vt := RLWE(s(X), vt)

V0

V′ 0

V1

V′ 1

C0 := 𝖱𝖦𝖲𝖶(b0) C1 := 𝖱𝖦𝖲𝖶(b1)

V2 Vn−1

Cn−1 := 𝖱𝖦𝖲𝖶(bn−1)

V0

V1

V′ 0

C0

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="Q99akruYfHJ1krZGgBlzyTXlkyo=">AAACIXicbVBdSwJBFJ21L9u+rB57GZLKiGQ3pHwJJF96NMgPUFlmx1EHZ3eWmbuBLP6VXvorvfRQhG/Rn2nVFUo7MHA451zu3OMGgmuwrC8jtbK6tr6R3jS3tnd29zL7BzUtQ0VZlUohVcMlmgnusypwEKwRKEY8V7C6OyhP/PoTU5pL/xGGAWt7pOfzLqcEYsnJFM2aA/gWn+KaE8GlPcIXuJywluxIwGZu7lzOM2fn2HQyWStvTYGXiZ2QLEpQcTLjVkfS0GM+UEG0btpWAO2IKOBUsJHZCjULCB2QHmvG1Cce0+1oeuEIn8RKB3elip8PeKr+noiIp/XQc+OkR6CvF72J+J/XDKFbbEfcD0JgPp0t6oYCg8STunCHK0ZBDGNCqOLxXzHtE0UoxKVOSrAXT14mtau8fZ0vPBSypbukjjQ6Qscoh2x0g0roHlVQFVH0jF7RO/owXow349MYz6IpI5k5RH9gfP8AK7uemQ==</latexit>

Vt =Vt�1 + Ct�1 � (Vt�1 � V 0
t�1)

<latexit sha1_base64="opH2xqwF3bNjrmZ90IhzrVwmt2U=">AAACKHicbVDLSgMxFM3UV62vqks3wSIq0jIjRd2IxS50WcHWQqeWTJrR0MyD5I5QhvkcN/6KGxFFuvVLzLQjaPVA4HDOvdyc44SCKzDNkZGbmZ2bX8gvFpaWV1bXiusbLRVEkrImDUQg2w5RTHCfNYGDYO1QMuI5gt04g3rq3zwwqXjgX8MwZF2P3Pnc5ZSAlnrFs1Pc6sVQthJ8gG2PwL3jxhfJbayVvW+n/D2zu49t2g8A1zOn0CuWzIo5Bv5LrIyUUIZGr/hq9wMaecwHKohSHcsMoRsTCZwKlhTsSLGQ0AG5Yx1NfeIx1Y3HQRO8o5U+dgOpnw94rP7ciImn1NBz9GQaRU17qfif14nAPenG3A8jYD6dHHIjgSHAaWu4zyWjIIaaECq5/ium90QSCrrbtARrOvJf0jqsWEeV6lW1VDvP6sijLbSN9pCFjlENXaIGaiKKHtEzekPvxpPxYnwYo8lozsh2NtEvGJ9fHYCi8Q==</latexit>

= Vt�1 +G�1(Vt�1 � V 0
t�1) · Ct�1

<latexit sha1_base64="MPlqa/Cry0Him+x0RNs9GIQrxbY="></latexit>

MUX(b0, v0, v
0
0) = v00 + b0(v0 � v00), b0 2 {0, 1}
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V 1V 1

V0

V′ 0

V1

V′ 1

C0 := 𝖱𝖦𝖲𝖶(b0) C1 := 𝖱𝖦𝖲𝖶(b1)

V2 Vn−1

Cn−1 := 𝖱𝖦𝖲𝖶(bn−1)

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="JIVIHAbCHBHMMaXJcHWihOFe+yQ="></latexit>

MUX(b, v1, v0) = v0 + b0(v1 � v0), b 2 {0, 1}

Circuit-private BP-like evaluation, [BdMW16]

<latexit sha1_base64="fiB906UvAgZMuAqbdFzYmrNduUI="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0 +
�
0 | y

�

<latexit sha1_base64="Zhf/ibjWEgQJNdozPVfQZ4cosRE=">AAACDnicbVC7SgNBFJ31GeNr1dJmMAlYSNiVEMUqxMZGiGAekCxhdjJJhszOLjN31bDkC2z8FRsLRWyt7fwbJ49CEw9cOJxzL/fe40eCa3Ccb2tpeWV1bT21kd7c2t7Ztff2azqMFWVVGopQNXyimeCSVYGDYI1IMRL4gtX9weXYr98xpXkob2EYMS8gPcm7nBIwUtvOtYA9QFLVXPZws9y5rrtF7wRna203i7nGMry/GOG2nXHyzgR4kbgzkkEzVNr2V6sT0jhgEqggWjddJwIvIQo4FWyUbsWaRYQOSI81DZUkYNpLJu+McM4oHdwNlSkJeKL+nkhIoPUw8E1nQKCv572x+J/XjKF77iVcRjEwSaeLurHAEOJxNrjDFaMghoYQqri5FdM+UYSCSTBtQnDnX14ktdO8W8wXbgqZUnkWRwodoiN0jFx0hkroClVQFVH0iJ7RK3qznqwX6936mLYuWbOZA/QH1ucP26+aEg==</latexit>

Using [BdMW16], V1 is now:
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V 1V 1

V0

V′ 0

V1

V′ 1

C0 := 𝖱𝖦𝖲𝖶(b0) C1 := 𝖱𝖦𝖲𝖶(b1)

V2 Vn−1

Cn−1 := 𝖱𝖦𝖲𝖶(bn−1)

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="JIVIHAbCHBHMMaXJcHWihOFe+yQ="></latexit>

MUX(b, v1, v0) = v0 + b0(v1 � v0), b 2 {0, 1}

Circuit-private BP-like evaluation, [BdMW16]

<latexit sha1_base64="fiB906UvAgZMuAqbdFzYmrNduUI="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0 +
�
0 | y

�

<latexit sha1_base64="Zhf/ibjWEgQJNdozPVfQZ4cosRE=">AAACDnicbVC7SgNBFJ31GeNr1dJmMAlYSNiVEMUqxMZGiGAekCxhdjJJhszOLjN31bDkC2z8FRsLRWyt7fwbJ49CEw9cOJxzL/fe40eCa3Ccb2tpeWV1bT21kd7c2t7Ztff2azqMFWVVGopQNXyimeCSVYGDYI1IMRL4gtX9weXYr98xpXkob2EYMS8gPcm7nBIwUtvOtYA9QFLVXPZws9y5rrtF7wRna203i7nGMry/GOG2nXHyzgR4kbgzkkEzVNr2V6sT0jhgEqggWjddJwIvIQo4FWyUbsWaRYQOSI81DZUkYNpLJu+McM4oHdwNlSkJeKL+nkhIoPUw8E1nQKCv572x+J/XjKF77iVcRjEwSaeLurHAEOJxNrjDFaMghoYQqri5FdM+UYSCSTBtQnDnX14ktdO8W8wXbgqZUnkWRwodoiN0jFx0hkroClVQFVH0iJ7RK3qznqwX6936mLYuWbOZA/QH1ucP26+aEg==</latexit>

Using [BdMW16], V1 is now:

<latexit sha1_base64="wX7Mw9szpoi+Ibyb+j+40V99BzE="></latexit>

= Vb0 +G�1(V0 � V1) · RGSW(0) +
�
0 | y

�

fresh encrypRon of 0
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V 1V 1

V0

V′ 0

V1

V′ 1

C0 := 𝖱𝖦𝖲𝖶(b0) C1 := 𝖱𝖦𝖲𝖶(b1)

V2 Vn−1

Cn−1 := 𝖱𝖦𝖲𝖶(bn−1)

<latexit sha1_base64="OTPkis3VjExEmcbBEFnWQiHK0Q4="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0

<latexit sha1_base64="JIVIHAbCHBHMMaXJcHWihOFe+yQ="></latexit>

MUX(b, v1, v0) = v0 + b0(v1 � v0), b 2 {0, 1}

Circuit-private BP-like evaluation, [BdMW16]

<latexit sha1_base64="fiB906UvAgZMuAqbdFzYmrNduUI="></latexit>

V1 = V 0
0 +G�1(V0 � V 0

0) · C0 +
�
0 | y

�

<latexit sha1_base64="Zhf/ibjWEgQJNdozPVfQZ4cosRE=">AAACDnicbVC7SgNBFJ31GeNr1dJmMAlYSNiVEMUqxMZGiGAekCxhdjJJhszOLjN31bDkC2z8FRsLRWyt7fwbJ49CEw9cOJxzL/fe40eCa3Ccb2tpeWV1bT21kd7c2t7Ztff2azqMFWVVGopQNXyimeCSVYGDYI1IMRL4gtX9weXYr98xpXkob2EYMS8gPcm7nBIwUtvOtYA9QFLVXPZws9y5rrtF7wRna203i7nGMry/GOG2nXHyzgR4kbgzkkEzVNr2V6sT0jhgEqggWjddJwIvIQo4FWyUbsWaRYQOSI81DZUkYNpLJu+McM4oHdwNlSkJeKL+nkhIoPUw8E1nQKCv572x+J/XjKF77iVcRjEwSaeLurHAEOJxNrjDFaMghoYQqri5FdM+UYSCSTBtQnDnX14ktdO8W8wXbgqZUnkWRwodoiN0jFx0hkroClVQFVH0iJ7RK3qznqwX6936mLYuWbOZA/QH1ucP26+aEg==</latexit>

Using [BdMW16], V1 is now:

<latexit sha1_base64="wX7Mw9szpoi+Ibyb+j+40V99BzE="></latexit>

= Vb0 +G�1(V0 � V1) · RGSW(0) +
�
0 | y

�

fresh encrypRon of 0

<latexit sha1_base64="weBywUe9Fc8MCIiAyw6R+3flED8=">AAAB/nicbVDLSgMxFM3UV62vUXHlJlgEQSgzUtRlsRuXFewD2mHIpJk2NJOEJCOWoeCvuHGhiFu/w51/Y9rOQlsPXDiccy/33hNJRrXxvG+nsLK6tr5R3Cxtbe/s7rn7By0tUoVJEwsmVCdCmjDKSdNQw0hHKoKSiJF2NKpP/fYDUZoKfm/GkgQJGnAaU4yMlUL3qIekVOIx1LAVZlHoTeA5rIdu2at4M8Bl4uekDHI0Qver1xc4TQg3mCGtu74nTZAhZShmZFLqpZpIhEdoQLqWcpQQHWSz8yfw1Cp9GAtlixs4U39PZCjRepxEtjNBZqgXvan4n9dNTXwdZJTL1BCO54vilEEj4DQL2KeKYMPGliCsqL0V4iFSCBubWMmG4C++vExaFxX/slK9q5ZrN3kcRXAMTsAZ8MEVqIFb0ABNgEEGnsEreHOenBfn3fmYtxacfOYQ/IHz+QPLTJS6</latexit>

⇡s Vb0 + C
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                         TFHE bootstrapping building blocks



TFHE building blocks

RLWE(s(X), m0 + m1X + ⋯ + mN−1XN−1) → LWE(s, mi)ExtracNon

 𝖱𝖫𝖶𝖤 → 𝖫𝖶𝖤



TFHE building blocks

RLWE(s(X), m0 + m1X + ⋯ + mN−1XN−1) → LWE(s, mi)

−mi−1…
Blind rotaNon

 𝖱𝖦𝖲𝖶 × 𝖱𝖫𝖶𝖤 → 𝖱𝖫𝖶𝖤

RGSW(s(X), Xi) ⊙ RLWE(s(X), m(X)) ⟶ RLWE(s(X), m(X) ⋅ Xi)

mN−2 mN−2 mN−1m2m1m0 mi+1mi… … mN−1 −m0
× Xi

ExtracNon

 𝖱𝖫𝖶𝖤 → 𝖫𝖶𝖤



TFHE building blocks

ExtracNon

Blind rotaNon

Keyswitching

 𝖱𝖫𝖶𝖤 → 𝖫𝖶𝖤

 𝖱𝖦𝖲𝖶 × 𝖱𝖫𝖶𝖤 → 𝖱𝖫𝖶𝖤

RGSW(s(X), Xi) ⊙ RLWE(s(X), m(X)) ⟶ RLWE(s(X), m(X) ⋅ Xi)

mN−2 mN−2 mN−1m2m1m0 −mi−1mi+1mi… … …mN−1 −m0
× Xi

 𝖫𝖶𝖤 × 𝖫𝖶𝖤 → 𝖫𝖶𝖤

 

 𝖪𝖾𝗒𝖲𝗐𝗂𝗍𝖼𝗁(𝖪𝖲𝖪s→s′ , 𝖫𝖶𝖤s(m)) ⟶ 𝖫𝖶𝖤s′ (m)

      Also,    𝖫𝖶𝖤s(m) ⟶ 𝖫𝖶𝖤s′ (f(m))

bound on  the noise induced by  :  
   

f
∃k s.t. ∀x, y : | f(x) − f(y) | < k |x − y |

RLWE(s(X), m0 + m1X + ⋯ + mN−1XN−1) → LWE(s, mi)
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input: an LWE ciphertext   ,  ,    

output: an LWE cipherext with controlled noise (independent of the input noise)

LWEs(m) = (a = (a0, ⋯, an−1), b) BK = RGSW(s′ (X), si) 𝖪𝖲𝖪s′ →s

Goal :  evaluate    homomorphically⌊b − as⌉
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  over LWEs(m) = (a, b) q   over ā0, ⋯, ān−1, b̄ 2N



TFHE bootstrapping
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  over LWEs(m) = (a, b) q
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))
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  over LWEs(m) = (a, b) q

RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xa0 ⋅ V0

V1

Xa2 ⋅ V1

Vn−1

Xan−1 ⋅ Vn−1

Vn RLWE(s(X)′ , X ∑ āisi ⋅ V0)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))
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  over LWEs(m) = (a, b) q
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))

RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xa0 ⋅ V0

V1

Xa2 ⋅ V1

Vn−1

Xan−1 ⋅ Vn−1

Vn RLWE(s(X)′ , X ∑ āisi ⋅ V0)

𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)
  over   

and  
ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

<latexit sha1_base64="bvBoafsT1Dcn/iiV6gU0moLxEfk="></latexit>

coe↵0

�
X�j · (vN�1X

N�1 + · · ·+ v1X + v0)
�
= vj = m

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

<latexit sha1_base64="9L3OaFPF96/frUd/SXCCeaaY/bQ="></latexit>

X�j · v(X) =

(
vj + · · · if 0  j  N

�vj + · · · otherwise

<latexit sha1_base64="dDOW8FGkwg9QQ2D703lI+6W23Nw="></latexit>

If vj 2 Zp is defined as the rounding of noisy messages j 2 Z2N
<latexit sha1_base64="Md4YAIANxTtp8sBSOjrNxwtG7VU="></latexit>

i.e. vj :=
b pj
2N e mod p

p
and taking j = b̄� ā · s :

𝖫𝖶𝖤(s̃, m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))

<latexit sha1_base64="bvBoafsT1Dcn/iiV6gU0moLxEfk="></latexit>

coe↵0

�
X�j · (vN�1X

N�1 + · · ·+ v1X + v0)
�
= vj = m
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

𝖫𝖶𝖤(s̃, m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))

  over LWEs(m) = (a, b) q
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  over LWEs(m) = (a, b) q 𝖱𝖫𝖶𝖤(s(X)′ , X ∑ āisi ⋅ V0)

𝖫𝖶𝖤(s̃, m)

  over   
and  

ā0, ⋯, ān−1, b̄ 2N

V0 := X−b ⋅ (0, v(X))

  over LWEs(m) = (a, b) q
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āi, b̄

Setup BlindRotate ExtracNon KeySwitch

rescaling of ai, b
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Setup BlindRotate ExtracNon KeySwitch

Assume we have    , X−μ̄⋆ = X−(b̄−sā)
<latexit sha1_base64="gJ2mZgLFdFQPfT5URvUyCjfdK7Y="></latexit>

coe↵0

�
X�µ̄?

· (vN�1X
N�1 + · · ·+ v1X + v0)

�
= vµ̄?

Goal :  from  ,  enable to retrieve X−(b̄−ās) 𝖽𝖾𝖼𝗈𝖽𝖾(b̄ − ās)

āi, b̄ rescaling of ai, b
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Setup BlindRotate ExtracNon KeySwitch

Assume we have    , X−μ̄⋆ = X−(b̄−sā)
<latexit sha1_base64="gJ2mZgLFdFQPfT5URvUyCjfdK7Y="></latexit>

coe↵0

�
X�µ̄?

· (vN�1X
N�1 + · · ·+ v1X + v0)

�
= vµ̄?

1

2

0

3

4
5

6
7 8 9

10
11

12

13

14

16

17

15

18

19

20

18

19

31

30

29

21
22

2325
26

24

27
28

0

2

1

<latexit sha1_base64="RMMG6llSy+Pde7IL8DhygwnbYwI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbSbt0swm7m0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hobua3xqg0j+WTmSToR3QgecgZNVZ6HPfcXrniVt05yCrxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwWuqmGhPKRnSAHUsljVD72fzUKTmzSp+EsbIlDZmrvycyGmk9iQLbGVEz1MveTPzP66QmvPEzLpPUoGSLRWEqiInJ7G/S5wqZERNLKFPc3krYkCrKjE2nZEPwll9eJc2LqndVvXy4rNRu8ziKcAKncA4eXEMN7qEODWAwgGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMKDo2m</latexit>v0

<latexit sha1_base64="pd6CG+fgXjPa9TrI/+SvifD5VxY=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYJUY9ELx4xyiOBDZkdemHC7OxmZpaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWju7nfGqPSPJZPZpKgH9GB5CFn1Fjpcdyr9Iolt+wuQNaJl5ESZKj3il/dfszSCKVhgmrd8dzE+FOqDGcCZ4VuqjGhbEQH2LFU0gi1P12cOiMXVumTMFa2pCEL9ffElEZaT6LAdkbUDPWqNxf/8zqpCW/8KZdJalCy5aIwFcTEZP436XOFzIiJJZQpbm8lbEgVZcamU7AheKsvr5NmpexdlasP1VLtNosjD2dwDpfgwTXU4B7q0AAGA3iGV3hzhPPivDsfy9ack82cwh84nz8NFo2o</latexit>v2

<latexit sha1_base64="xRFvcCAHe3sdZK6o49MLG0zyJbM=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbSbt0swm7m0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hobua3xqg0j+WTmSToR3QgecgZNVZ6HPe8XrniVt05yCrxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwWuqmGhPKRnSAHUsljVD72fzUKTmzSp+EsbIlDZmrvycyGmk9iQLbGVEz1MveTPzP66QmvPEzLpPUoGSLRWEqiInJ7G/S5wqZERNLKFPc3krYkCrKjE2nZEPwll9eJc2LqndVvXy4rNRu8ziKcAKncA4eXEMN7qEODWAwgGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMLko2n</latexit>v1

...
μ̄⋆ = 𝖾𝗇𝖼𝗈𝖽𝖾*(1)

μ̄⋆ = 𝖾𝗇𝖼𝗈𝖽𝖾*(0)

Goal :  from  ,  enable to retrieve X−(b̄−ās) 𝖽𝖾𝖼𝗈𝖽𝖾(b̄ − ās)

āi, b̄ rescaling of ai, b
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Setup BlindRotate ExtracNon KeySwitch

Assume we have    , X−μ̄⋆ = X−(b̄−sā)
<latexit sha1_base64="gJ2mZgLFdFQPfT5URvUyCjfdK7Y="></latexit>

coe↵0

�
X�µ̄?

· (vN�1X
N�1 + · · ·+ v1X + v0)

�
= vµ̄?

1

2

0

3

4
5

6
7 8 9

10
11

12

13

14

16

17

15

18

19

20

18

19

31

30

29

21
22

2325
26

24

27
28

0

2

1

<latexit sha1_base64="RMMG6llSy+Pde7IL8DhygwnbYwI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbSbt0swm7m0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hobua3xqg0j+WTmSToR3QgecgZNVZ6HPfcXrniVt05yCrxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwWuqmGhPKRnSAHUsljVD72fzUKTmzSp+EsbIlDZmrvycyGmk9iQLbGVEz1MveTPzP66QmvPEzLpPUoGSLRWEqiInJ7G/S5wqZERNLKFPc3krYkCrKjE2nZEPwll9eJc2LqndVvXy4rNRu8ziKcAKncA4eXEMN7qEODWAwgGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMKDo2m</latexit>v0

<latexit sha1_base64="pd6CG+fgXjPa9TrI/+SvifD5VxY=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYJUY9ELx4xyiOBDZkdemHC7OxmZpaEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJU8epYthgsYhVO6AaBZfYMNwIbCcKaRQIbAWju7nfGqPSPJZPZpKgH9GB5CFn1Fjpcdyr9Iolt+wuQNaJl5ESZKj3il/dfszSCKVhgmrd8dzE+FOqDGcCZ4VuqjGhbEQH2LFU0gi1P12cOiMXVumTMFa2pCEL9ffElEZaT6LAdkbUDPWqNxf/8zqpCW/8KZdJalCy5aIwFcTEZP436XOFzIiJJZQpbm8lbEgVZcamU7AheKsvr5NmpexdlasP1VLtNosjD2dwDpfgwTXU4B7q0AAGA3iGV3hzhPPivDsfy9ack82cwh84nz8NFo2o</latexit>v2

<latexit sha1_base64="xRFvcCAHe3sdZK6o49MLG0zyJbM=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbSbt0swm7m0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hobua3xqg0j+WTmSToR3QgecgZNVZ6HPe8XrniVt05yCrxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwWuqmGhPKRnSAHUsljVD72fzUKTmzSp+EsbIlDZmrvycyGmk9iQLbGVEz1MveTPzP66QmvPEzLpPUoGSLRWEqiInJ7G/S5wqZERNLKFPc3krYkCrKjE2nZEPwll9eJc2LqndVvXy4rNRu8ziKcAKncA4eXEMN7qEODWAwgGd4hTdHOC/Ou/OxaC04+cwx/IHz+QMLko2n</latexit>v1

...𝖾𝗇𝖼𝗈𝖽𝖾*(1) 𝖾𝗇𝖼𝗈𝖽𝖾*(0)

Goal :  from  ,  enable to retrieve X−(b̄−ās) 𝖽𝖾𝖼𝗈𝖽𝖾(b̄ − ās)

āi, b̄ rescaling of ai, b
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Goal :  evaluate    homomorphicallyX−(b̄−ās)

Setup BlindRotate ExtracNon KeySwitch

<latexit sha1_base64="ow9wsoTJSuO0lfk5fsdxBXJsN+Q=">AAACDHicbVDLSsNAFJ3UV62vqks3g6XQgpZEiroRim5cVrBtoIllMpm0QycPZiaFEvIBbvwVNy4UcesHuPNvnLRZaOuBgcM59zLnHidiVEhd/9YKK6tr6xvFzdLW9s7uXnn/oCvCmGPSwSELuekgQRgNSEdSyYgZcYJ8h5GeM77J/N6EcEHD4F5OI2L7aBhQj2IklTQoV7oD/QqaD8mpk0ILu6GENctHcuR4iZ6eTGpmva6m9IY+A1wmRk4qIEd7UP6y3BDHPgkkZkiIvqFH0k4QlxQzkpasWJAI4TEakr6iAfKJsJPZMSmsKsWFXsjVCyScqb83EuQLMfVV3GqWUyx6mfif14+ld2knNIhiSQI8/8iLGZQhzJqBLuUESzZVBGFOVVaIR4gjLFV/JVWCsXjyMumeNYzzRvOuWWld53UUwRE4BjVggAvQAregDToAg0fwDF7Bm/akvWjv2sd8tKDlO4fgD7TPH4qamWk=</latexit>

V0 = X�b · (0, v(X))
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RGSW(s(X)′ , s0) RGSW(s(X)′ , s1) RGSW(s(X)′ , sn−1)

V0

Xa0 ⋅ V0

V1

Xa2 ⋅ V1

Vn−1

Xan−1 ⋅ Vn−1

Vn

Setup BlindRotate ExtracNon KeySwitch

RLWE(s(X)′ , X ∑ āisi ⋅ V0)

Goal :  evaluate    homomorphicallyX−(b̄−ās)

<latexit sha1_base64="snk+QTZT37OXIG/UQRb90KPiEL0=">AAACEnicbVDLSsNAFJ34rPUVdelmsAgtaEmkqBuh6MZlBdsGmhgmk0k7dPJgZlIoId/gxl9x40IRt67c+TdO2i609cCFwzn3cu89XsKokIbxrS0tr6yurZc2yptb2zu7+t5+R8Qpx6SNYxZzy0OCMBqRtqSSESvhBIUeI11veFP43RHhgsbRvRwnxAlRP6IBxUgqydVrHde4gtZDdmp7iGdenkMb+7GEVTtEcuAFmZGfjKpWrebqFaNuTAAXiTkjFTBDy9W/bD/GaUgiiRkSomcaiXQyxCXFjORlOxUkQXiI+qSnaIRCIpxs8lIOj5XiwyDmqiIJJ+rviQyFQoxDT3UWd4p5rxD/83qpDC6djEZJKkmEp4uClEEZwyIf6FNOsGRjRRDmVN0K8QBxhKVKsaxCMOdfXiSds7p5Xm/cNSrN61kcJXAIjkAVmOACNMEtaIE2wOARPINX8KY9aS/au/YxbV3SZjMH4A+0zx+Ztpwu</latexit>

V0 = X�b̄ · (0, v(X))
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Setup BlindRotate ExtracNon KeySwitch

LWEs′ (m)RLWE(s(X)′ , X−∑ āisi ⋅ V0)
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Setup BlindRotate ExtracNon KeySwitch

LWEs′ (m) LWEs(m)



Circuit private BlindRotate
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Setup circuit private BlindRotate ExtracNon KeySwitch
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Setup ExtracNon KeySwitch

V0

V′ 0

V1

V′ 1 V′ 2

V2

C0 = RGSW(s, s0) C1 = RGSW(s, s1)

GSW encrypRon of 0  
independent from  Vt, V′ t

circuit private BlindRotate

Vn

<latexit sha1_base64="m2DBjzEvtcVpbKLkvQnP0a4+O5E="></latexit>

G�1(Vt � V 0
t )| {z }

=x

·C̃t +
�
0 | y

�
⇡S C

fresh GSW encrypRon of 0
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RLWE encrypRon of 0 

Needs to show :  

•uniformity of the ler part   

• noise is Gaussian of parameter independent of that of V0, V′ 0

Uniformity over ,   Rq q power of 2

<latexit sha1_base64="+KIf6+f9n5ihZHFt3oiePcK0e8w="></latexit>

x ·
�
B | sB + e

�
+

�
0 | y

�
⇡S C

<latexit sha1_base64="NQg2acivJ+mHxysNOKjGWk0HLi4="></latexit>

x · (sB + e+ y)

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B
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Uniformity over ,   Rq q power of 2

Needs to show :  

•uniformity of the ler part   

• noise is Gaussian of parameter independent of that of V0, V′ 0

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B
<latexit sha1_base64="NQg2acivJ+mHxysNOKjGWk0HLi4="></latexit>

x · (sB + e+ y)

<latexit sha1_base64="+KIf6+f9n5ihZHFt3oiePcK0e8w="></latexit>

x ·
�
B | sB + e

�
+

�
0 | y

�
⇡S C

RLWE encrypRon of 0 
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Uniformity over ,   Rq q power of 2

What happens over ,  
 q a power of 2 ?

Rq
Needs to show :  

•uniformity of the ler part   

• noise is Gaussian of parameter independent of that of V0, V′ 0

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B
<latexit sha1_base64="NQg2acivJ+mHxysNOKjGWk0HLi4="></latexit>

x · (sB + e+ y)

<latexit sha1_base64="+KIf6+f9n5ihZHFt3oiePcK0e8w="></latexit>

x ·
�
B | sB + e

�
+

�
0 | y

�
⇡S C

RLWE encrypRon of 0 
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Uniformity over ,   Rq q power of 2

Take   is the product  uniform over  ?                  ( )a and b ∈ ℤ2, a ⋅ b ℤ2 q = 2, N = 20
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Uniformity over ,   Rq q power of 2

Take   is the product  uniform over  ?                  ( )a and b ∈ ℤ2, a ⋅ b ℤ2 q = 2, N = 20

x

             0 if x = a ⋅ b
1 if   uniformx

x inverRble ?

a b x = a ∧ b

0
0
1
1

0
1

1
0

0
0

1
0

x unif

0
0

1
1

Pr[x non inverRble |x uniform] =
1
2

Pr[x non inverRble |x = a ⋅ b] =
1
2
⏟

a inv

+
1
2

⋅
1
2

⏟
a non inv

Needs to make this proba. small 
Decrease with the number of components



72

BUT,  LHL needs large  , in  pracRce  ℓ ℓ = 3 or 4

Uniformity over ,   Rq q power of 2

Needs to show :  

•uniformity of the ler part   

• noise is Gaussian of parameter independent of that of V0, V′ 0

<latexit sha1_base64="NOEO0gM5goJKgUET1KybuOh3/gY=">AAACCXicbVA9TwJBEN3DL8Qv1NJmIzGxIneGqCXBxhIT+UiAkL1lgA17e5fdOQO50Nr4V2wsNMbWf2Dnv3E5KBR8ySQv783szjw/ksKg6347mbX1jc2t7HZuZ3dv/yB/eFQ3Yaw51HgoQ930mQEpFNRQoIRmpIEFvoSGP7qZ+Y0H0EaE6h4nEXQCNlCiLzhDK3XzlLYRxpg+lAw0gJom46lVeS9ESiu0my+4RTcFXSXeghTIAtVu/qvdC3kcgEIumTEtz42wkzCNgkuY5tqxgYjxERtAy1LFAjCdJF1gSs+s0qP9UNtSSFP190TCAmMmgW87A4ZDs+zNxP+8Voz9604iVBQjKD7/qB9LiiGdxUJ7QgNHObGEcS3srpQPmWYcbXg5G4K3fPIqqV8Uvcti6a5UKFcWcWTJCTkl58QjV6RMbkmV1Agnj+SZvJI358l5cd6dj3lrxlnMHJM/cD5/AL4TmbU=</latexit>

x ·B
<latexit sha1_base64="NQg2acivJ+mHxysNOKjGWk0HLi4="></latexit>

x · (sB + e+ y)

<latexit sha1_base64="vs27I+5vAe3UTvkQmmgXuisOv4U="></latexit>

x ·
�
B | sB + e

�
| {z }

2R(d+1)`⇥d + (d+1)`⇥d
q

+
�
0 | y

�
⇡S C

RLWE encrypRon of 0 
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Add fresh encryptions of 0

•  saniRzaRon key =  fresh encrypRons of 0 

•                                  =  a large  subset sum of  encrypRon of 0 with  coefficients 

𝗉𝗄s

{0,1}

(at least  )N log q

randomizer

<latexit sha1_base64="wqeKrJi30KdwnbQ1h5uMCkIegCk=">AAACFHicbVDLSsNAFJ3UV62vqEs3g0WoCCWRom6EogiCmwr2AW0Ik+mkHTqZhJmJUEI+wo2/4saFIm5duPNvnMYUtPXAwLnn3svcc7yIUaks68soLCwuLa8UV0tr6xubW+b2TkuGscCkiUMWio6HJGGUk6aiipFOJAgKPEba3uhy0m/fEyFpyO/UOCJOgAac+hQjpSXXPOoFSA2lnzRuXJqew2l5xXFamRbRKHXlIXTNslW1MsB5YuekDHI0XPOz1w9xHBCuMENSdm0rUk6ChKKYkbTUiyWJEB6hAelqylFApJNkplJ4oJU+9EOhH1cwU39vJCiQchx4ejI7c7Y3Ef/rdWPlnzkJ5VGsiHaZfeTHDKoQThKCfSoIVmysCcKC6lshHiKBsNI5lnQI9qzledI6rton1dptrVy/yOMogj2wDyrABqegDq5BAzQBBg/gCbyAV+PReDbejPef0YKR7+yCPzA+vgEZ4J7b</latexit>

PKi = Enc(pks)

<latexit sha1_base64="Id9vTKZGd1iSej7FFkOmc4Y8y10="></latexit>

Enc(pks) +G�1(V0 � V 0
0)| {z }

R1⇥(d+1)`

· C0|{z}
2R(d+1)`⇥(d+1)

q

+
�
0 | y

�
⇡S C
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Add fresh encryptions of 0

•  saniRzaRon key =  fresh encrypRons of 0 

•                                  =  a large  subset sum of  encrypRon of 0 with  coefficients 

𝗉𝗄s

{0,1}

(at least  )N log q

randomizer

<latexit sha1_base64="wqeKrJi30KdwnbQ1h5uMCkIegCk=">AAACFHicbVDLSsNAFJ3UV62vqEs3g0WoCCWRom6EogiCmwr2AW0Ik+mkHTqZhJmJUEI+wo2/4saFIm5duPNvnMYUtPXAwLnn3svcc7yIUaks68soLCwuLa8UV0tr6xubW+b2TkuGscCkiUMWio6HJGGUk6aiipFOJAgKPEba3uhy0m/fEyFpyO/UOCJOgAac+hQjpSXXPOoFSA2lnzRuXJqew2l5xXFamRbRKHXlIXTNslW1MsB5YuekDHI0XPOz1w9xHBCuMENSdm0rUk6ChKKYkbTUiyWJEB6hAelqylFApJNkplJ4oJU+9EOhH1cwU39vJCiQchx4ejI7c7Y3Ef/rdWPlnzkJ5VGsiHaZfeTHDKoQThKCfSoIVmysCcKC6lshHiKBsNI5lnQI9qzledI6rton1dptrVy/yOMogj2wDyrABqegDq5BAzQBBg/gCbyAV+PReDbejPef0YKR7+yCPzA+vgEZ4J7b</latexit>

PKi = Enc(pks)

<latexit sha1_base64="Id9vTKZGd1iSej7FFkOmc4Y8y10="></latexit>

Enc(pks) +G�1(V0 � V 0
0)| {z }

R1⇥(d+1)`

· C0|{z}
2R(d+1)`⇥(d+1)

q

+
�
0 | y

�
⇡S C

• AdaptaRon over rings (knowing the sk) 
•  Δ(Xu ⋅ 𝖯𝖪i, 𝖯𝖪i) = 0
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                         Sanitized TFHE bootstrapping



Circuit-private BlindRotate
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V0

V′ 0

V1

V′ 1 V′ 2

V2

C0 = RGSW(s0, b) C1 = RGSW(s1, b)

By inducRon :

<latexit sha1_base64="jBp68EV3CdoYihf7XGKQvgWMcqs="></latexit>

Enc(pks) +G�1(V0 � V 0
0) · C0 +

�
0 | y

�
⇡S C



Circuit private BlindRotate
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V0

V′ 0

V1

V′ 1 V′ 2

V2

C0 = RGSW(s0) C1 = RGSW(s1)

By inducRon :

<latexit sha1_base64="8qXlc3coXi0Sfs7Cp5wC81omxF8="></latexit>

Noise(V1) = Noise(V0) + Noise(PK1) + Noise(y) + Noise(C0�(V0 � V 0
0))| {z }

=paramG⇥Noise(C0)

<latexit sha1_base64="jBp68EV3CdoYihf7XGKQvgWMcqs="></latexit>

Enc(pks) +G�1(V0 � V 0
0) · C0 +

�
0 | y

�
⇡S C



Circuit private BlindRotate
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V0

V′ 0

V1

V′ 1 V′ 2

V2

C0 = RGSW(s0) C1 = RGSW(s1)

By inducRon :
<latexit sha1_base64="8qXlc3coXi0Sfs7Cp5wC81omxF8="></latexit>

Noise(V1) = Noise(V0) + Noise(PK1) + Noise(y) + Noise(C0�(V0 � V 0
0))| {z }

=paramG⇥Noise(C0)

<latexit sha1_base64="co571RhqVAQ3SvTp88gUaif2ZSg="></latexit>

= Noise(V0) + Noise(PK1) + Noise(y) + Noise(C0�(V0 � V 0
0))| {z }

y1

<latexit sha1_base64="jBp68EV3CdoYihf7XGKQvgWMcqs="></latexit>

Enc(pks) +G�1(V0 � V 0
0) · C0 +

�
0 | y

�
⇡S C



Circuit private BlindRotate
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V0

V′ 0

V1

V′ 1 V′ 2

V2

By inducRon :

C0 = RGSW(s0) C1 = RGSW(s1)

<latexit sha1_base64="yvZjsIhR1FKCQKJLh1jtfuToMTY="></latexit>

Noise(V2) = Noise(V1) + Noise(PK2) + Noise(y) + paramG ·Noise(C1)| {z }
y2

<latexit sha1_base64="jBp68EV3CdoYihf7XGKQvgWMcqs="></latexit>

Enc(pks) +G�1(V0 � V 0
0) · C0 +

�
0 | y

�
⇡S C



Circuit private BlindRotate
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V0

V′ 0

V1

V′ 1 V′ 2

V2

By inducRon :

C0 = RGSW(s0) C1 = RGSW(s1)

<latexit sha1_base64="rhifHU/jrC/bJFsBMcKbEyn2CP0=">AAACBnicbVDLSgNBEJz1GeNr1aMIg0GICGE3BPUiBL14kggmCsmyzE46OmT2wUyvuCw5efFXvHhQxKvf4M2/cRJzUGNBQ1HVTXdXkEih0XE+ranpmdm5+cJCcXFpeWXVXltv6ThVHJo8lrG6CpgGKSJookAJV4kCFgYSLoP+ydC/vAWlRRxdYJaAF7LrSPQEZ2gk39466iDcYX4WCw2Dcst3dule5rt0j2Z+1bdLTsUZgU4Sd0xKZIyGb390ujFPQ4iQS6Z123US9HKmUHAJg2In1ZAw3mfX0DY0YiFoLx+9MaA7RunSXqxMRUhH6s+JnIVaZ2FgOkOGN/qvNxT/89op9g69XERJihDx70W9VFKM6TAT2hUKOMrMEMaVMLdSfsMU42iSK5oQ3L8vT5JWteLuV2rntVL9eBxHgWySbVImLjkgdXJKGqRJOLknj+SZvFgP1pP1ar19t05Z45kN8gvW+xdsX5cp</latexit>

= Noise(V0) + y1 + y2

<latexit sha1_base64="yvZjsIhR1FKCQKJLh1jtfuToMTY="></latexit>

Noise(V2) = Noise(V1) + Noise(PK2) + Noise(y) + paramG ·Noise(C1)| {z }
y2

<latexit sha1_base64="jBp68EV3CdoYihf7XGKQvgWMcqs="></latexit>

Enc(pks) +G�1(V0 � V 0
0) · C0 +

�
0 | y

�
⇡S C



Simulator for the sanitized bootstrapping 
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  Apply TFHE bootstrapping on input (0,0)  

with circuit-private BlindRotaRon  

and add the  message 
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Conclusion

• Capture the condiRons to reach saniRzaRon in pracRce  

• Not in this talk, but also a proof of concept implementaRon  

• Follow up works : 

• Reduce the size of the randomiser  

• Trade-off bootstrapping key-sizes and BlindRotate computaRon
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                        Thank you

QuesRons : malika.izabachene@cosmian.com

mailto:malika.izabachene@cosmian.com

