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Fully Homomorphic Encryption (FHE)

[ml]a [mZ]a " [mk] —_———>
¢ = Eval (evk,f, (lmy], -, [mk]))

Dec(sk, ¢) = f(m;, m,, -+-, m;) —

Message privacy: Alice’s messages are kept unknown to the cloud provider.



Fully Homomorphic Encryption (FHE)

[ml]a [mZ]a " [mk] —_———>
¢ = Eval (evk,f, (lmy], -, [mk]))

Dec(sk, ¢) = f(m;, m,, -+-, m;) —

1. Message privacy: Alice messages are kept unknown to the cloud provider.

2. Circuit privacy: Eval reveals nothing about f, except f(m,, m,, ---, m;), even knowing sk

Example: f is an algorithm from which a service provider makes profit and needs to be protected.
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Fully Homomorphic Encryption

e KeyGen(1%): evk, sk

e Enc(sk,u): ¢ (also, written as [u] in this talk)

o Dec(sk,c): u

o Eval(evk, f, [], -+ )= ¢



Fully Homomorphic Encryption

e KeyGen(1%): evk, sk

e Enc(sk,u): ¢ (also, written as [u] in this talk)

Correctness:
e Dec(sk,c): u 1) if c = Enc(sk, u), Dec(sk,c) = u;
2) if c = Eval(evk, f, [¢], . . [1])), Dec(sk,c) = f(uy, =+, 1))

o Eval(evk, f, [], -+ )= ¢



FHE ciphertexts (noisy ciphertexts)




Noise management

Level Mode

eCircuit
eset the

epth d known in advance

narameters relatively to d

ebounded number of operations

Bootstrapped Mode

edepth circuit can set dynamically
eunlimited depth

eflexibility: bootstrap (set of) gate(s) by gate.



Bootstrapping, [Gentry09]

Let [m] = Encrypt(sk,m), Decrypt(sk, [m]) = m

Define Decryptmi(.) = Decrypt(., [m])
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Bootstrapping, [Gentry09]

Let Im] = Encrypt(sk,m), Decrypt(sk, [m]) = m

Define Decryptmi(.) = Decrypt(., [m])

|

Let [sk] = Encrypt(sk,sk)
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Bootstrapping, [Gentry09]

By definition Im] = Encrypt(sk,m), Decrypt(sk, [m]) = m

Define Decryptmi(.) = Decrypt(., [m])

|

Let [sk] = Encrypt(sk,sk)

Decryptimi([sk]) = Decrypt( [sk], [m]) = [m]
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Bootstrapping noise growth, [Gentry09]

[m]

[sK]

[f |
[f(m)] —l— [f(m)]

Evaluate(evk, Decrypt(.,[f(m)]) [sk]) e —
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GSW encryption

Forall V, G~ (V) e Z"*"issmalland G '(V)- G =V

Ci+Cy= A1+ Ay | s(A1+As) + ¢ + ) +miG +meG

G (G- ¢
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GSW encryption

Ci=(A1|sA1+e)+ G Co = (As | sAs + o) + G

Given s and a ciphertext C, one can distinguish C; + C, from G_l(Cl) - Cy;

and also recover (1,2) or (1,1);
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Sanitization

C{gﬂ . all the ciphertexts that decrypt to u

G

Sanitize(pk , . )

\

sanitization key

us - G CEE, Allpk, G, (pk), sk)), (pk, €', (pk, sk))) < negl(n)

canonical distribution
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Sanitization

%ﬂ . set of all the ciphertexts that decrypt to i

A Sanitize algorithm is a PPT algorithm s.t.:

1) For all ciphertext C € €, Sanitize(pk , C) € ‘Eﬂ

2) d Sims.t foranyu, C € Cgﬂ, (Sim(l’l, ka, U, sk) 2 (Sanitize(pks, O), sk)
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Noise flooding, [Gentry09]

Cf — Eval(er,][, Cl’ *ee, Ck)

/

€

+ - e' > e

e Add super-po
e FHE must sup

ynomial noise —> large modulus

oort large noise

e strong LWE assumption
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Noise flooding, [Gentry09]

Cf — Eval(er,]C, Cl’ *ec, Ck)

/

€

’ _

+ Randomization step

/
e > €r
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Soak-and-spin-and-repeat, [DS16]

Cf = Eval(evk, 1, Cy, -+, C})

@ Randomization step :

ef € %ef

Pr[C & %MS] = cste
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Soak-and-spin-and-repeat, [DS16]

Cf = Eval(evk, 1, Cy, -+, C})

@ Randomization step :

ef € %ef

Pr[C & %MS] = cste

@ Refreshing step (bootstrapping)

erequires bootstrapping (circular security)
eparameters should be adapted for correctness
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Circuit-private Branching Program, [BdMW16]

GSW encryption scheme
Cf — Eval (er,]C, Cl’ *ee, Ck)

\

Branching Program evaluation
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Circuit-private Branching Program, [BdMW16]

GSW encryption scheme
Cf — Eval (er,]C, Cl’ *ee, Ck)

\

Branching Program evaluation

G ' TG

23



Our approach

1. One invocation of the bootstrapping
2. Branching Program evaluation inside the bootstrapping ([BAMW16] over rings)
3. Analyzing the noise

4. Randomization amplification
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R(LWE), R(GSW) encryptions and homomorphic operations
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Noisy encoding

® Messagespace= Z, t=72

e Ciphertext space = Zq, q = 23

o, messagem e Z, A= [%]

encodingofm: u=A-1=4

noisy encodingof m: u* =y +e=4+1=5

*
decode ji* by rescaling and rounding: 1 = L%W
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Noisy encoding

® Messagespace= Z, t=72

e Ciphertext space = Zq, q = 23

o, messagem e Z, A= [%]

encodingofm: u=A-1=4

noisy encodingof m: u* =y +e=4+1=5

*
decode ji* by rescaling and rounding: 1 = L%W
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[Regev05] On lattices, learning with errors, random
LWE encryption linear codes, and cryptography

secret s = (s, **,5,) € Z, misamessageinZ, A = L%}, u*=Am+e,
LWEm) = (a,b= ) as+u* )€ ZIXZ,,

where a is random in ZZ, is a discrete Gaussian of stdev o (and variance 62)

1) compute: g* = b — Zal-si = Am+e
i

3k
2) decode the noisy encoding : L%W
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q .= 27 or products of primes

RingLWE encryption N power of 2
Z[X]:=Z(X) mod X" + 1
Z,[X]:=27Z,X) mod X" +1

m(X) € Z|X]

S(X) = 5o+ 5:.X + -+ + sy XV with 5, € {0,1}

a(X) b(X)=a(X)-sX)+ A -m(X)+ e(X)

a
_n b1 _m

1 compute encode (m(X)) = b(X) — a(X)s(X) = A - m(X) + e(X)

A-mX)+eX
2 roundtheresult: | m(A) A )1
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RingGSW encryption

m(X) € Z|X]

S(X) = 5o+ 5:.X + -+ + sy XV with 5, € {0,1}

RLWE(s(X),0)

&1(X) al(X)s(X)—I—

RGSW (s(X), m(X)) := Zf% o 8825 )+ tm(X)

q .= 27 or products of primes
N power of 2

Z[X] := Z(X) mod XV + 1
Z,[X]:=27Z,X) mod X" +1
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RingGSW encryption

RGSW(s(X

C, G, ‘
RGSW(s(X), m,(X)) X RGSW(s(X), n1,(X)) =

RLWE(s(X),0)

), m(X)) = E

= RZKXZ

G (C) xG,

RGSW(s(X), m;(X) - m,(X))

a1(X)  ar(X) - s(X) + e (V)]

+m(X)-

G
1 01
25—1 b
0 1
(.) 26.—1
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RingGSW encryption

RLWE(s(X),0)

RGSW(s(X), m(X)) := | %)

B’ B
G, G,
RGSW(s(X), m;(X)) ® RLWE(s(X), m,(X)) = GI(C,) - C,

a1(X) - s(X) + e (X)

OB) + |m(X)|, B

+m(X)-

... = REWE(s(X), m{(X) - m,(X))

G
1 01
25—1 b
0 1
(.) 26.—1
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Controlled MUX gate

MUX (b, vo, vh) = vl + bo(vg — vh),

b() - {O, 1}
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Controlled MUX gate

MUX (bg, vo, vy) = vy + bo(vg — vg), bo € {0,1}

C, = RGSW(b)
B/
. ! . V, := RLWE(s(X), v;)
VO—I l
—~v, (%) 2(0)  M=W+GT (W -V Co
Vliu g

;) P 4



Controlled MUX gate

MUX (bg, vo, vy) = vy + bo(vg — vg), bo € {0,1}

C, = RGSW(b)
B/
. ! . V, := RLWE(s(X), v;)
VO—I l
— VvV, (Vo e ' : Vi :V()/+G_1(VQ—V()/) - Cp
Vliu g

Q '

CO = RGSW(bo) Cl = RGSW(bl) Cn—l = RGSW(bn_l)

O d@-bo® b O



Controlled MUX gate

MUX (bg, vo, vy) = vy + bo(vg — vg), bo € {0,1}

C, = RGSW(b)
B/
. ! . V, := RLWE(s(X), v;)
VO—I l
—~v, (%) 2(0)  M=W+GT (W -V Co
Vliu g

;) P 4

CO = RGSW(bo) Cl = RGSW(bl) Cn—l = RGSW(bn_l)

Vi =Vio1+Cri1 © (Vi — Vi) ----l-:;:@"-i-;;@ -k ()~
— Vi G YV — V) Cy @ Q



Controlled MUX gate

MUX (bg, vo, vy) = vy + bo(vg — vg), bo € {0,1}

C, = RGSW(b)
B/
. ! . V, := RLWE(s(X), v;)
VO—I l
—~v, (%) 2(0)  M=W+GT (W -V Co
Vliu g

;) P 4

CO = RGSW(bo) Cl = RGSW(bl) Cn—l = RGSW(bn_l)

Vi =Vio1+Cri1 © (Vi — Vi) ----l-:;:@"-i-;;@ -k ()~
— Vi G YV — V) Cy @ Q



Circuit-private BP-like evaluation, [BAMW16]

MUX([), V1, 'U()) = Vg + bo(vl — U()), b € {O, 1}

Vi=Vi+G (Vo =V))-Co

Using [ BAMW16/|, V; is now: Co := RGSW(b)

Vi=Vi+C '"Vo=V))-Co+(0]y) l

Cl = RGSW(bl)

C,_, :=RGSW(,_,)

Lo
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Circuit-private BP-like evaluation, [BAMW16]

MUX([), V1, ?J()) = Vg + bo(vl — U()), b € {O, 1}

Vi=Vi+G Vo= V) - Co

Using [ BAMW16/|, V; is now: Co := RGSW(b)

Vi=Vi+C '"Vo=V))-Co+(0]y) l

=V + G (Vo — V1) -RGSW(0) + ( O | ;)

Cl = RGSW(bl)

C,_; :=RGSW(b,_,)

Lo
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Circuit-private BP-like evaluation, [BAMW16]

MUX([), V1, UQ) = Vg + bo(Ul — U()), b € {O, 1}

Vi=Vi+G Vo= V) - Co

Using [BAMW16], V7 is now: Co := RGSW(hy)
M=Vi+G '(Vo—V]) - Co+(0]y) l
= Vi, + G (Vo — V1) -RGSW(0) + ( O | 1 ) qby”

%8 ‘/b()_I_C

Cl = RGSW(bl)

C,_; :=RGSW(b,_,)

Lo
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TFHE bootstrapping building blocks

41



TFHE building blocks

RLWE(S(X), 1y + myX + -+ + my_ XN1) = LWE(s, m)

RLWE — LWE



TFHE building blocks

RLWE — LWE

Blind rotation

RGSW X RLWE — RLWE

RLWE(s(X), mg + m, X + -+ + my_ X¥~1) — LWE(s, m,)

RGSW(s(X), X') ® RLWE(s(X), m(X)) — RLWE(s(X), m(X) - X')




TFHE building blocks

RLWE — LWE

Blind rotation

RGSW X RLWE — RLWE

Keyswitching

LWE X LWE - LWE

RLWE(s(X), mg + m, X + -+ + my_ X¥~1) — LWE(s, m,)

RGSW(s(X), X') ® RLWE(s(X), m(X)) — RLWE(s(X), m(X) - X')

—M;_

KeySwitch(KSKsﬁsf | LWES(m)> — s LWE(m)

Also, LWEg(m) — LWEy (f(m))

\ bound on the noise induced by f:
dkst. Vx,y: [f(x) —fW| <kl|x—y|




TFHE bootstrapping

input: an LWE ciphertext )

output: an LWE cipherext with controlled noise (independent of the input noise)

Goal : evaluate |b — as| homomorphically
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TFHE bootstrapping

LWE(m) = (a, b) over g dg, -+, a,_q, b over 2N




TFHE bootstrapping

LWE (m) = (a, b) over g

ag, A, _1, b over 2N
and

Vy:i=X"2.(0,v(X))
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TFHE bootstrapping

ag, A, _1, b over 2N
LWE (m) = (a, b) over g and

Vy = X7 (0,v(X))

RGSW(s(X)', s,) RGSW(s(X)', s)) RGSW(s(X),s,_;)
£l 4 £l
Vy —» 7  » Vel v RLWE(s(X)’, X 2% . V)
X0 V, —» ‘ X1V _, — \\/"
—__/ XV, - —__
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TFHE bootstrapping

ag, A, _1, b over 2N
LWE (m) = (a, b) over g and

RLWE(s(X)’, X L% . V,)
Vy = X7 (0,v(X))

RG SW(S(i( ), o) RGSW(s(X)', sy) RGSW(s(X)', s, ;)
EY 1 -+
V, ! v ‘
. s -l |— v RLWE(s(X)', X 2% . V,)
XV, —» Xot- Vi —» \\/'
"/
Y . Vl U, \__/
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TFHE bootstrapping

LWE (m) = (a, b) over g

agy, **+,d,_1,bover 2N

and
Vy:i=X"2.(0,v(X))

RLWE(s(X)', X 295 . V)

50



TFHE bootstrapping

ao, **c, C_Zn_l, B over 2N
LWEs(m) = (a, b) over g and

RLWE(s(X)/, X 2% . V)

Vy = X7 (0,v(X))

—vj + - otherwise




TFHE bootstrapping

C_lo, **c, C_Zn_l, B over 2N
LWE (m) = (a, b) over g

and
Vy:i=X"2.(0,v(X))

RLWE(s(X), X 2% . V)

v+  if0O<j<N

—v; + -+  otherwise

If v; € Z, 1s defined as the rounding of noisy messages 7 € Zan

L%] mod p
P

1.e. Vj 1= and taking j =b—a-s:

52



TFHE bootstrapping

C_lo, **c, C_Zn_l, E over 2N
LWE (m) = (a, b) over g

and
Vy:i=X"2.(0,v(X))

RLWE(s(X), X 2% . V)

v+  if0O<j<N

—v; + -+  otherwise

If v; € Z, 1s defined as the rounding of noisy messages 7 € Zan

L%] mod p
P

1.e. Vj 1= and taking j =b—a-s:

coefly (X_j ° (’UN_lXN_l + .-+ v X+ ’U())) = V; =M
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TFHE bootstrapping

C_lo, **c, C_Zn_l, B over 2N
LWE (m) = (a, b) over g

and
Vy:i=X"2.(0,v(X))

RLWE(s(X), X 2% . V)

4 if0<j<N
XI . p(X) =4 " BY=Js
—v; +---  otherwise
If v; € Z, is defined as the rounding of noisy messages j € Zan LWE(S, m)
[ 221 mod p

1.e. Vj 1= and taking j =b—a-s:

p

coefly (X_j ° (’UN_lXN_l + .-+ v X+ ’U())) = V; =M
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TFHE bootstrapping

LWE (m) = (a, b) over g

LWE () = (a, b) over g

agy, **+,d,_1,bover 2N

and
Vy:i=X"2.(0,v(X))

RLWE(s(X)', X 295 . V)

LWE(S, m)
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TFHE bootstrapping

LWE (m) = (a, b) over g

LWE () = (a, b) over g

agy, **+,d,_1,bover 2N

and
Vy:i=X"2.(0,v(X))

RLWE(s(X)', X 295 . V)

LWE(S, m)
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TFHE bootstrapping

d;, b *+— rescaling of a,b
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TFHE bootstrapping

a;, b +— rescaling of a;, b

Assume we have X7 = X~0=50 coeffy (X 7. (o 1 XV 4+ 0 X 4 1)) = vps
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TFHE bootstrapping

d;, b *— rescaling of a,b

Assume we have X7 = X~0=50 coeffy (X 7. (o 1 XV 4+ 0 X 4 1)) = vps
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TFHE bootstrapping

d;, b *— rescaling of a,b

Assume we have X7 = X~0=50 coeffy (X 7. (o 1 XV 4+ 0 X 4 1)) = vps
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TFHE bootstrapping

Vo =X"".(0,v(X))
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TFHE bootstrapping

Vo=X""-(0,v(X))

RG SW(s(i( )', o) RGSW(s(X)’, 1) RGSW(s(X)’,s,_;)
- ES ES
Vl
Vo —p —I:: — =T — V,
Xao y VO _> X - V_>
___/ Xe.y, \ ; ot L

RLWE(s(X), X 2% - V)
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TFHE bootstrapping

RLWE(s(X), X~ 2%.V,) ——> LWE(m)
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TFHE bootstrapping

BlindRotate

LWE (m) —m—m—>

LWE (m)
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Circuit private BlindRotate
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Co = RGSW(s, s;) C, = RGSW(s, s))

G_l(%—‘/;’)(jt—l—(ﬂ\y)%s(]
N—
— \

fresh GSW encryption of O

GSW encryption of O
independent from V,, V;

KeySwitch
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Uniformity over Rq, g power of 2

v+ (B|sB4+ec )+ (0]|y)~=s

Needs to show :

euniformity of the leftpart 1 - B

e noise is Gaussian of parameter independent of that of V|;, V,

C

\ RLWE encryption of O

r - (sB4+e+vy)
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Uniformity over R, g power of 2

T (B\SB—I—e)—I—(O\y)

Needs to show :

euniformity of the leftpart o - B

I

~S

C

\ RLWE encryption of O
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Uniformity over R, g power of 2

v+ (B|sB+ec )+ (0]|y)~g

Needs to show :

C

\ RLWE encryption of O

What happens over Rq,

euniformity of the leftpart 1 - B g a powerof 2 ?

e noise is Gaussian of parameter independent of that of V|;, V,

r - (sB4+e+vy)
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Uniformity over R, g power of 2

Take a and b € Z,, isthe product a - b uniform over Z, ?

(q=2,N=2O)
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Uniformity over R, g power of 2

Take a and b € Z,, isthe product a - b uniform over Z, ?

X invertible ?

!

Oifx=a-b

1if x uniform

al|l b |x=aAb|xunif
OO0 0 0
O 1 0 0
110 0 1
1|1 1 1

(g =2, N=2"
1
Pr[x non invertible | x uniform] = 5
1 1 1
Pr[x non invertible|x = a - b] = : .
2 2 2

ainv  anoninv

Needs to make this proba. small
Decrease with the number of components
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Uniformity over Rq, g power of 2

v+ (B|sB+¢) +(0|y)~gC
| —
ERéd—l—l)éxd 1+ (d4+1)exd

Needs to show :

euniformity of the leftpart 1 - B

e noise is Gaussian of parameter independent of that of V|;, V;,

\ RLWE encryption of O

r - (sB4+e+vy)
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Add fresh encryptions of 0

Enc(pk.)+ G (V= VI)- C + (0 ~g C

(Pks ) (Vo — Vo) 0 (0]y )=s
/ R1X(d+1)¢ ER((JdJrl)EX(CH-l)

randomizer

o pks sanitization key = fresh encryptions of O

e PK; = Enc(pk,) = alarge subset sum of encryption of O with {0,1} coefficients

f

(at least N log g)
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Add fresh encryptions of 0

Enc(pk.) + G (Vo = V). C + (0 ~q (

(Pks) (Vo — Vo) 0 (0] )~s
/ R1X(d+1)¢ ER((JdJrl)EX(CH-l)

randomizer

o pks sanitization key = fresh encryptions of O

e PK; = Enc(pk,) = alarge subset sum of encryption of O with {0,1} coefficients

f

(at least N log g)
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Sanitized TFHE bootstrapping
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Circuit-private BlindRotate
Enc(pk,) + G (Vo —Vy)-Co+ (0]|y )=sC

- -
- -
- -~
- -

By induction :
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Circuit private BlindRotate

Enc(pk,) + G (Vo —Vy)-Co+ (0]|y )=sC

By induction :

Noise(V;) = Noise(Vy) + Noise(PK1) + Noise(y) + Noise(Co (Vo — Vjy))
—_—
—param X Noise(Cy)

77



Circuit private BlindRotate

Enc(pk,) + G (Vo —Vy)-Co+ (0]|y )=sC

By induction :

Noise(V7) = Noise(Vj) + Noise(PK1) + Noise(y) + Noise(Co (Vo — V3))
N
—param 5 X Noise(C)

= Noise(Vy) + Noise(PK;) + Noise(y) + Noise(Cy (Vo — V3))

Y1
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Circuit private BlindRotate

Enc(pk,) + G (Vo —Vy)-Co+ (0]|y )=sC

By induction :
Noise(V5) = Noise(V;) + Noise(PKs) + Noise(y) + param - Noise(C" )

Y2



Circuit private BlindRotate

Enc(pk,) + G (Vo —Vy)-Co+ (0]|y )=sC

By induction :
Noise(V5) = Noise(V;) + Noise(PKs) + Noise(y) + param - Noise(C" )

Y2
= Noise(Vo) + y1 + 2



Simulator for the sanitized bootstrapping

Apply TFHE bootstrapping on input (0,0)
with circuit-private BlindRotation

and add the message
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Conclusion

® (Capture the conditions to reach sanitization in practice
e Not in this talk, but also a proof of concept implementation
e Follow up works :

e Reduce the size of the randomiser

® Trade-off bootstrapping key-sizes and BlindRotate computation
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Thank you

Questions : malika.izabachene@cosmian.com
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