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Abstract

Fully homomorphic encryption allows to evaluate arbitrary functions over
encrypted data. A general rule of (R)LWE-based homomorphic encryption is that
when the depth of a circuit increases, the quality of the ciphertext decreases. The
gate bootstrapping procedure allows to manage the noise growth through the
homomorphic evaluation process. FHEW-like bootstrapping enables the evalua-
tion of discretized arbitrary functions at some additional cost compared to gate
bootstrapping. One of its major limitations is that, if one wants to keep it efficient,
the precision of the message encoding functions needs to be restricted to relatively
small sizes. For example, functions with domains larger than 8 bits of precision
become difficult to evaluate in a reasonable amount of time. A recent line of
work aims to overcome these limitations to improve the functional bootstrapping
efficiency over large input domains.

In this paper, we propose a different approach for the homomorphic evaluation of
arbitrary functions built from ring-packing techniques that convert a set of LWE
ciphertexts into a RLWE ciphertext. As an application, we propose a computa-
tional and data-efficient client-server protocol for the homomorphic evaluation of
arbitrary functions defined over a large domain.

We obtain a server-side amortized time of 0.12 ms, 0.17 ms per input over
batches of 2048 inputs for functions defined over Z,14 and Zg1e, respectively. Our
solution also enables the client to retrieve many point evaluations almost for free.

Keywords: Homomorphic Look-Up-Table, Ring Repacking, Automorphism, Leveled
Homomorphic Encryption



1 Introduction

Fully Homomorphic Encryption (FHE) has become a popular encryption technique
which enables secure computation on encrypted data. FHE ciphertexts contain noise
that grows as homomorphic operations are performed. In order to support the eval-
uation of arbitrary circuits, FHE schemes rely on a bootstrapping operation, which
basically updates the noise component of an FHE ciphertext. FHEW-like bootstrap-
ping is one of the most known efficient bootstrapping techniques. Initially, DM /CGGI
bootstrapping [1-3] allowed the sequential evaluation of Boolean gates. Their refined
version, called functional bootstrapping [4-7], allows us to evaluate an arbitrary
boolean or arithmetic function encoded with a priori.

However, the number of bits that can be preserved by the computation, i.e. the
precision of the computation, remains relatively small for practical parameters. More-
over, increasing the bootstrapping precision further has a prohibitive impact on its
efficiency. This limitation in precision poses a significant challenge when scaling up
to real-world scenarios. Many real-world applications involve the processing of a large
amount of data and require the evaluation of functions over large domains. This is
particularly critical in contexts such as privacy-preserving traffic detection or trac-
ing algorithms during pandemics, where both scale and accuracy are essential. In the
latter case, each user is in possession of a set of sensitive attributes, including their
encrypted location, which is processed to decide whether they could potentially have
been in close contact with another user. In that case, a large amount of encrypted user
information lying in a potentially large domain needs to be processed and compared
together. In this work, we propose an efficient solution to homomorphically process
the evaluation of an arbitrary function over a large discretized domain, i.e. containing
a large number of different points.

Related works on high precision homomorphic arbitrary functions evaluations.
Homomorphic evaluation of high precision arbitrary functions remains a central chal-
lenge in FHE, especially when targeting large-integer arithmetic. The functional
bootstrapping within the DM/CGGI framework can be used to evaluate an arbi-
trary function. Improved strategies such as the chaining method [8] and the tree-based
method [9] introduced sequential and recursive bootstrapping strategies, respectively,
for evaluating arbitrary functions. These approaches have later been extended and
refined in a series of works [10, 11], [12, 13], [14], which focused on improving preci-
sion, reducing the cost of bootstrapping and adapting to various classes of functions.
Additionally, decomposition strategies have been explored to enable homomorphic
computation over large integers: the radix and Chinese Remainder Theorem (CRT)
techniques [15, 16], [13] have been introduced to break down large plaintexts, but
require multiple bootstrapping invocations. Circuit bootstrapping [3], which enables
switching between ciphertext formats through leveled operations, has been effectively
combined with LUT-based packing strategies to evaluate complex functions over large
integers [13]. However, making these methods scalable to large integers affects the
performance as the parameters need to be increased.

Efficient approaches for integer arithmetic rely on discretized variants of CKKS
to bootstrap bits, and small integers [17-19]. Recent progress has enabled highly
efficient bootstrapping for relatively large plaintext moduli [20, 21], and even for



arbitrarily large plaintext sizes [22]. [23] make use of multivariate polynomials to
evaluate LUTs with high precision in RLWE homomorphic encryption schemes. [23]
reports an amortized time of 1.01ms and 0.15ms to evaluate 8 to 8 LUTs using the
BFV and CKKS schemes, respectively, and 0.96ms for a 12- to 16 LUT with CKKS.
These runtimes correspond to the amortized cost of evaluating 32768 LUTs in paral-
lel. Compared to the solution from [23], our method achieves competitive server-side
amortized runtimes of 0.12 ms and 0.17 ms per input for functions defined over Zgi4
and Zo1s respectively, over batches of 2048 inputs. However, it is important to note
that the functionalities and target applications differ between approaches. Specifically,
the runtimes reported in [23] include the runtime for bootstrapping as part of the
evaluation pipeline, while in our case we need an additional layer to support further
homomorphic operations by first applying packing and homomorphic encoding.

Split Domain Approach. [24] proposed two solutions for the following problem: a
client would like to know how many points in a large domain verify some property.
In both solutions, a client sends encrypted points to a server and recovers the num-
ber of points that verify some criteria. In this case, the function, i.e., the selection
criteria is known to both the client and the server. However, no information about
the queried inputs should be revealed to the server. Using the methods from [24],
the user sends the encryption of an integer to the server, which homomorphically
counts how many elements in the domain meet the criteria, whereas in our case, the
client retrieves which elements meet which criteria and counts by herself the elements
meeting the target criteria. Hence, their solution is designed for a more complex
task in mind than ours. Our work is based on the second method, called the split
domain approach, which enables the evaluation of multivariate functions of the form
flig, -+ ,im1) == Zf;ol oy, ft(ir). As the complexity of the computation increases
super linearly with N, the idea is to run several homomorphic computations with
a smaller N rather than performing one computation with NV, if one would like to
evaluate f. Splitting the domain hence allows us to support larger domain size. We
refer to [24, Section 4] for a full description of the method. In this work, we build on
the split domain approach to propose a simple and efficient solution based on ring
repacking to evaluate arbitrary functions over large domains. We provide more details
of our methods next.

Packing techniques. In this paper, we refer to repacking as the function that maps
multiple RLWE ciphertexts to one RLWE ciphertext and to packing when doing the
same, but for LWE inputs. Without loss of generality, we can restrict ourselves to the
setting where LWE ciphertexts are given as input, as converting an RLWE ciphertext
to LWE ciphertexts can be done very efficiently using homomorphic extraction. We
review below some of the existing packing techniques. Note that an RLWE ciphertext
with secret key s has the form (a,b) € Rg where R, is the set of integer polynomials
of degree less than N whose coefficients are taken modulo ¢g. Note that (a,b) is a
structured set of N LWE ciphertexts of m(X)[i] under secret key § = ¢(s), where
¢ : X" — X~ of the form (coeff(X* - a;),b[i]) where coeff is the coefficient embed-
ding map. This set of LWE ciphertexts can be expressed as C' := (A, b) € ZfIVXN’“N



where A € Zév *N'is the anti-circulant Vandermond matrix representation of a and
b = coeff(b). The packing technique from [3] adapted from [25], and later improved
improved by ring switching [26], handles each column of C' separately and switches the
”column” ciphertext under the secret key § to a new ciphertext under the secret key
s. The diagonal packing encodes the diagonal of the matrix A and applies the linear
transformation A - RLWE(s) — b [27], which acts as a homomorphic decryption. The
method of [28] encodes each row of the matrix C' as a polynomial ciphertext, where
each ciphertext is combined with the next row ciphertext using automorphisms. Our
solution is built using the row packing technique.

Our contributions are as follows.

® We build a new and simple method to evaluate arbitrary functions defined over a
large domain. Our technique allows a client to request selected point evaluations to
a server without leaking any information on the requested inputs. The method pro-
ceeds in two steps. In the first step, we demonstrate that, by encoding the function
with a well-chosen polynomial, one can directly compute ciphertexts whose con-
stant coefficient gives the targeted evaluations. In the second phase, we merge a set
of evaluated points into a single RLWE ciphertext, thus significantly increasing the
size of the server response.

® We show that by expressing the circuit as a linear transformation on a structured
set of N LWE ciphertexts, rather than a linear transformation over N x N matrices,
we are able to take advantage of the row packing technique and reduce the server-
side memory footprint from O(N?) to O(N) and the number of required switching
keys from O(N) to O(log N).
As a result, our solution reduces the overall number of evaluation keys from O(N)
to O(log(N)) and brings about a factor of improvement in 2000x throughput per
input on the server side over the originally proposed split domain approach, while
maintaining all the original functionalities.
Although we do provide a comparison between the original split domain method
and ours, it should not be interpreted in a strict sense, as they operate under
different output representations. In our solution, the target evaluation is returned
as polynomial coefficients, rather than in the exponent as in [24]. We implemented
our approach using the Lattigo library [29] and empirically verified its performance.

e The most complete proof of the correctness of the row-packing is provided in [28],
where the algorithm is presented in its recursive form. However, that proof does
not address all aspects of the row-packing algorithm. The way in which ciphertexts
are ordered and combined at each step of the recursion is not made explicit. In the
present work, we offer a complete bottom-up correctness proof of the iterative ver-
sion of the algorithm. Although the proof in [28] is sound within its scope, our work
seeks to strengthen the correctness argument and could be viewed as consolidating
the row packing proof of [28].

Idea of our method. Assume a user would like to obtain the evaluation of f :
Dom +— Img over a set of inputs {ig, - ,i,—1} C Dom(f) that the user would like to
keep unknown to the server. For the first step, we treat each query input ¢ € Dom(f)



asked to the server individually. The following step is applied for each query input in
parallel. To simplify, we assume that the size of the subset z is less than N but the
size can also be larger, as explained later. If the user wants to obtain the evaluation of
f on an input i, it computes and sends the RLWE encryption of X*, RLWE(X?). The
server precomputes a polynomial representation of the function f, uy(X) such that the
plaintext multiplication with RLWE(X?) gives the RLWE encryption of a polynomial
(i) whose constant coefficient is f(i) and (ii) whose other coefficients are consecutive
evaluations of the function at other N — 1 inputs in the domain; note that these other
inputs are not targeted by the current query and omitted from the response. In a
second phase, the server applies a repacking procedure to reduce the response size by
up to a factor of N as follows: it takes as input the previous N RLWE ciphertexts whose
constant coefficients are respectively f(ig), -, f(i,—1). And it reconstructs a new
RLWE ciphertext of the polynomial f(ig) X%+ -+ f(i,_1)X* 1 +xX* 4+ px X N1
where * can be any element in the message space. And depending on the format agreed,
an LWE encryption of f(i) can be homomorphically extracted and sent back to the
user or the repacked RLWE ciphertext is sent to the user who decrypts and parses the
polynomial by itself to retrieve the targeted evaluations.

RLWE (ig) RLWE (i) RLWE (in_2) RLWE (in_1)
---------
RLWE( f(i0) X° 4 %) RLWE(f(i1) X0 + %) RLWE(f(in—2)X° +%) RLWE(f(in_1) XN 4+ %)

REPACK

RLWE (£(i0)X° + (i) X"+ + flin-) XV

Fig. 1: Steps of the strategy to perform the homomorphic evaluation of f defined
over a large domain. At the first step, the function is evaluated on each point ¢; of
the client query dataset by a homomorphic plaintext multiplication with uy(X). At
the second step, the resulting ciphertext are combined using a repacking procedure
so that a RLWE encryption whose coefficients are exactly the consecutive targeted
evaluations is obtained as the end.

Practical applications of our approach. In our setting, the design prioritizes mini-
mizing the response size of the server over the query size of the client. Our approach
is well-suited to use cases where the client transmits a succinct set of ciphertexts
encrypting inputs drawn from a large domain such as Private Set Intersection (PSI)



applications. In PSI protocols, two parties, each holding a private set, jointly compute
the intersection of their sets without revealing any additional information about their
respective inputs. PSI protocols find applications in a wide range of scenarios, includ-
ing criminal investigations, cross-institutional fraud detection, or corrupted password
verification, to name a few. In the latter case, a client seeks to verify whether her
password appears within a list of compromised passwords held by a server without
revealing her passwords in clear. To achieve this, the client encrypts her input and
transmits it to the server, who then performs the oblivious intersection computation
between the two lists. Our method is particularly well-suited to this setting, where the
size of the list sent by the client is often much smaller than the size of the list held
by the server. Our approach has also been used in the context of statistical analysis
of medical data to build predictive models [30]. In this setting, our solution is used as
a subroutine within the analysis protocol, operating in a dual model: the function is
encrypted while the data remain in cleartext.

2 Preliminaries

2.1 Notations

We denote single elements (polynomials or numbers) in italics, e.g., a, and vectors of
such elements in bold, e.g., a. We denote a[i] the element at position ¢ of the vector
a or the degree-i coefficient of the polynomial a. We will refer to the i-th to j-th
coefficients of an interval as [i : j]. When the interval [i : j] is a discretized subset
of real values, we also denote it as R[; j;. We will use the operator + for addition
between polynomials, vectors, or numbers, the operator - for point-wise multiplication
between numbers vectors, or polynomials, * for the regular multiplication between two
polynomials and <<, for the cyclic rotation by k positions to the left of a vector or
a polynomial. We denote || - || the infinity norm, [-|g, -], |-] the reduction modulo
@, rounding to the previous and to the closest integer, respectively (coefficient-wise
for polynomials), and (-,-) the dot product. We denote < x7} the act of sampling a
vector (or polynomial) of size n from a given distribution d (omitting n implies n = 1).
Unless otherwise stated, logarithms are in base 2.

2.2 Cyclotomic Rings

For a fixed power of two M > 4, let N = ¢(M) = M/2 and let the N-th cyclotomic
polynomial ring be RY [X] = Z,[X]/(X" +1). Elements of RY[X] are all polynomials
in X with integer coefficients taken modulo ¢ and of degree at most N — 1. We assume
that the coefficients are centered, that is, in [—|q/2], |¢/2]). For the sake of clarity and
to keep notations concise, we will omit the variables N, ¢ and/or X when denoting R
when these can be trivially deduced or do not need to be defined.

Note that X has order 2N in R and for N > 8, Z; = Ly @ Ly with respective
generators 5 and —1.

The ring Rév [X] supports three well-defined operations:



® Addition: + : R x R — R defined as the coefficient-wise additions between two
polynomials of degree at most NV — 1 with coefficients taken modulo g.

® Multiplication: * : R x R — R defined as the multiplication between two polynomials
of degree at most N — 1 modulo X + 1 with coefficients taken modulo g.

® Automorphism: ¢, (R) — R defined as ¢, : X — X mod (X" + 1) with « odd.
If = (=1)%5* mod 2N with kg, k; explicit, ¢, will be denoted G (ko ky)- These
automorphisms over R form a group for the composition law. As a morphism, ¢,
verifies ¢a(a) + Ga(b) = da(a+b) and ¢a(a) * ¢a(b) = dala *b).

2.3 Learning-With-Errors Assumptions

Learning- With-Errors (LWE). We denote D'J'\\,/Y;hﬁ the distribution over Z}]JFN defined
by choosing s < x, a « U(Zg), € < Xo, setting b = —(a, s) + e and outputting
(a,b) € Zév"'l, where, U(Z,) is the uniform distribution over Z,, xj is a uniform
distribution over {—1,0, 1} with exactly h nonzero coefficients; x,, a discrete Gaussian
distribution with standard deviation o.

We say that an LWE parameter set {N,q,h,c} is A-secure if the advantage of
an adversary A to distinguish between the distributions DII_\\//Y(S,h,o and U (Zng ) is
bounded by 2.

The Ring Learning-With-Errors (RLWE) is defined similarly. We denote <«
Dﬁ,’:‘gfhﬁ the act of sampling from this distribution and for the rest of this work, and
unless otherwise specified, the symbols a, s and e will refer to polynomials sampled
from the distributions U (Zg ), xi¥ and x2 respectively.

Note that a RLWE sample (a,b) € (R)Y)? can be seen as a structured matrix

ZéVX(HN) composed of N LWE samples under the key ¢(1,0)(s) where the i-th row is

(coeff(a- X7),b[i]) € ZL™V. In the following, a RLWE encryption of a message m € RY
under secret s will be denoted RLWE(m); and a LWE encryption of a message m € Z,
under secret key § will be denoted LWE;(m).

2.4 RLWE Homomorphic Encryption

To generate a RLWE ciphertext of a message m, one first samples (cg,c1) = (a, —as +
e) + D%’:‘é‘f,‘ia. This tuple can be interpreted as the coefficients of a degree 1 polynomial
P,(-) € RY on the secret key s € RN, i.e. P (s) = co+c1#s = e with ||| small. More
generally, we will denote this RLWE encryption of zero at modulus ¢ of degree k under
the indeterminate s € RN as P} (s) = Zf:o ¢;st. If k is omitted, it is assumed that it
is 1 and if ¢ is omitted, it is assumed that the relation holds for any g. Therefore, a
RLWE ciphertext of degree k of m will be denoted as P¥(s) + m, and the cyclotomic
rings arithmetic (see Section 2.2) carries over in a natural way, allowing the underlying
homomorphic properties supported by the construction:

e Addition: (P(s) +mqg) + (P7(s) +my) = PP () +mg + my;
e Multiplication: (P¥(s) + mg) * (P?(s) +my) = PHI(s) + mg * my;
e Automorphism: ¢(P(s) +m) — P(é(s)) + ¢(m).



2.5 RLWE Key-Switching

The RLWE keyswitching operation enables switching from an RLWE encryption under
the secret key s to an RLWE encryption of the same message under secret-key s’ i.e.
P,(s) = P,(s') such that P(s) =~ P(s’). We give below a description of how key
switching is implemented and used. Following [31]’s generalized method, we introduce
key switching relatively to the combination of a base decomposition and a temporary

modulus P:

e SwitchKeyGen(s, s’,w): For s,s" € Rgp and w = (wo,- -+ ,wg_1) an integer decom-
position basis of  elements return the key-switch key from s to s": swk(,_,o) =

(SWkESLS,), . ,swkg’f;iz)), where SWkEZLS,) = Pgop(s’) + wiPs;

e SwitchKey(d, swky_,): decompose d € Rg in base w such that d = (d,w) and
return Py (s') +ds = [P~ - (d,swk,,s)] € (RY)? for P71 € R.

The auxiliary modulus P is used to control the noise growth and in practice
so that |P - (d,e)] € [-0.5,0.5)Y. The SwitchKey(-) procedure is used to perform
Automorphism on RLWE ciphertexts: an automorphism ¢ on a RLWE ciphertext P (s)
maps it to a new RLWE ciphertext P (¢(s)). The keyswitching operation enables to re-
encrypt P (¢(s)) to P(s) by evaluating SwitchKey (P (¢(s)), swky(s)—s) + PO (B(s));

3 Ring Repacking and Plaintext Domain Switching

There are several variants of the (re)packing algorithms in the literature. Our con-
structions will be built from previous packing algorithms [28, 32] that we reviewed in
its iterative form. The purpose of repacking is to merge d < N/n RLWE ciphertexts of
o migYd,

where Y = XN/" into a single RLWE ciphertext. The resulting ciphertext encrypts a

degree N, each encrypting a polynomial message of the form m;(Y) ="

polynomial message of the form m(X) = Z?;OI (Z?;Ol mm-Y]) X,

For simplicity, we take n = 1, so that Y = X and the number of input ciphertexts
is d = N, the degree of the polynomial ring. However, the algorithm easily generalizes
to any Y and any number d of inputs such that d < N/n just by taking zero values for
the remaining coefficients and if d > N/n, we can split the d ciphertexts into batches
of up to N/n ciphertexts and evaluate one repacking per batch.

To explicitly show how the ciphertexts ordering will be affected by our repacking
algorithm, we introduce the following definition, which will be used in our iterative
version of the repacking algorithm:

Definition 1 (Ciphertexts Hashmap) A ciphertext hashmap is a list of ciphertexts, each
ciphertext is associated with a unique index in [0,n — 1]. We can re-index the elements of
a ciphertext hashmap by applying a permutation over [0,n — 1]. We denote as rev, (i) the
bit-reversal permutation of ¢ € [0,n — 1] over log(n) bits.



3.1 Iterative Ring Repacking

The algorithm takes as input N/n RLWE ciphertexts, which are divided into two groups
of equal size N/2n, assuming that n divides N. These two groups of ciphertexts are
merged into a single group, thus halving the total number of ciphertexts. This process
is iterated until only one ciphertext remains. The parameter n is defined so that each

n—1

input RLWE ciphertext encrypts a message of the form m;(Y) = ijo m; ;Y7 for

Y = XN/ The algorithm is described in Algorithm 1 and an illustrated example is
given in Figure 2.

Algorithm 1 RLWE REPACKING
1: Inputs: h, a hashmap containing up to N/n RLWE ciphertexts with unique indexes

n—1

in the range [0, N/n), where c[i] denotes the encryption of m;(Y) = > /_, m; ;Y7
for Y = XN/,

2: Output: a RLWE encryption of m(X) = Zj\lg‘l (Z;L:_Ol mi’jXJ'N/") X
3:

4: fori+ 0to N —1do

5: if hli] #0 do

6: hli] < (N/n)~! - hli]

7:

8: for i « log(n) to log(N) — 1 do

9: t; N/2i+1

10: ifi=0

11 a <+ (1,0)

12: else

13: a <+ (0,2071)

14: for j«<0tot;, —1

(7] < hlj] + h[j + ] % XU + ga(hj] — AL+ ti] + X*)
16: return h[0]

. . kork
Lemma 1 Let ¢y 1)+ X' — XD ypen:

1. Givent = N/2 and (ko, k1) = (1,0),
2. Givent = N/27T1 and (ko, k1) = (0,2971) Vj € [1,log(N/2)],

we have ¢, 1, (X) = (=1)" X", Vi € [0, N/t).

Proof

1. The proof is trivial since X*/? is mapped to X ~**/2 and X" = —1 mod (X" +1).
2. We start by showing that i%(?rl) =i +iN mod 2N:



201

527 =224 1)

971 .
2i—1 G— X
3 ( L )(2%k12 "k mod 271!

k=0
=1+2/"" mod 27*2

which gives

it _ . IV j+1
2].Jr15 —22j+1(1+23 ) mod 2N

. N .
ZW + 4N mod 2N

Regarding the sign of X, let £ be number of modular reductions by N:

N 9i—1 N
k= <22j+1~(5 mod2N)z2j+1) /N

1 1

-(?FIImﬂ2N)—

EDYES] 2i+1
(5" mod2n) -1
- 2 +1 :
Thus the sign of X is positive when k is even, else it is negative (X" = —1

mod (XY +1)). Since (52" mod 2N) — 1)/(27+1) is necessarily odd, then the
parity of k must the same as the one of i, thus we indeed have the sign being equal
to (—1)°.

O
Our proof makes use of this intermediate result that characterizes the coefficients

embedded in the ciphertext computed at each iteration of the loop from Algorithm 1.
The proof of Lemma 2 is deferred to the appendix.

Lemma 2 For i € [0,logN), define t = N/ZiJrl and let ¢,c be ciphertexts encrypting
wX) =S ;X7 and p/(X) = Z,u;XJ, then line 15 of Algorithm 1 returns a ciphertext
encrypting:

N/2t—1
23 Guje g X)X Y X 1)
j=0 FE[0,N)AttG

where x denotes an undetermined value.

The following result can be shown by induction over the loop size. To simplify the
notation and w.l.o.g. we take n =1 and d = N.

10



Lemma 3 Letcy,...,cy—1 be the RLWE encryptions of m1(X), -+ ,my_1(X) respectively.
Algorithm 1 takes as inputs the ¢;’ s and returns a RLWE encryption of i(X) = >, m;(X)[0]-
X7,

Proof Let i € [0,log N). For k € [O7 N/2i+1) We denote p[x](X) the message corresponding
to the k-th entry in the ciphertexts hashmap at the end of the i-th iteration. We denote
w(X) instead of p[0](X) the message corresponding to the ciphertext outputted at the end
of the last iteration. We will show by induction that u[x] at the end of the i-th iteration can
be written as: ;

ul] [i(N/27h)] = %mﬁﬂ N [0]

i1

Vi e [0,2”1) and Vk € [o,N/QiH).
At the end of the first iteration (¢ = 0), we have tg = N/2 ciphertexts and % =1,7=0.
Let x € [0, N/2). Applying 2 with u(X) and u’(X) such that:

1 1
O] = < me(00] and  pO0] = a2 (X)0)
At the i-th = 0-th iteration of Algorithm 1, the x-th ciphertext can be written as:

kD (X) = 2 (u(x) + 4/ (X) - xV?)

= 2 (e (O] + e (X)) XN/2 45)

And we obtain:
(K] NI_ 2 [0]+-g
niKl |7 =N My i 2

for j € [0,2) and Vk € [0, N/2). Let k € [0, %) Following Lemma 2 and focusing on indices
that are multiple of ¢;, at the end of the i-th iteration, there exist 1(X) and p(X)" such that
for the s-th ciphertext encrypts a message u'*1[x] such that for j' € [0,2°):

N/2t;—1

PRI =2 ST (pajre, + phjre, X' - X200
3'=0

We set (X)) and p/(X) such that for all j" € [0,2i):
u(X) [7'(v/29)] = W P1R(X) [ (v/2h)] it 5 s even
W () [ (/2] = P 1E(X) |G (N/2)) it s odd

By the induction assumption, at the end of the (i — 1)-th iteration, with the observation
that 2j’2i]\fr1 = j/%, we have for all j' € [0, 2i):

3)

() v N
nOI(X) [5'(V/2)] = Tmyy oo [0
Setting j = 2, we have for all j € [0, 2“‘1):

. . 141
PV [082 4] = 2 m w10

11



We finally obtain:
2i+1
v _[0]

(D) [ 1ig ] — ‘
W] = Ty

for j € [0,2”1).
After the (log N — 1)-th iteration, (after the last iteration), i = log N — 1, tjopg N—1 =
210% =1 and k = 0, there is one ciphertext such that for all j € [O, glog N—1+1 _ N):

210g N

BN ][] = S (0]

for j € [07 21°gN).
0

Lemma 4 (Complexity of Algorithm 1) If Algorithm 1 takes N/n RLWE ciphertexts as
input, it requires 2'°6 N 198" _1 qutomorphism evaluations and log N—logn distinct switching
keys.

Lemma 5 (Noise growth in Algorithm 1) Let 9¢t be the variance of the noise of the initial
ciphertext and Yys be the variance of the noise of the key switching operation, the final noise
variance is actually = V¢t + (N/n)0gs.

Proof The noise behavior in Algorithm 1 is predictable and can be easily explained. In each

of the 0 < i < log(N/n) steps of the algorithm, the XN/ ciphertext coefficients double
when j is even and vanish when j is odd. This observation easily follows from the proof of
Lemma 2.

Additionally, one of the ciphertexts goes through a key switching operation. Therefore,
given V¢t the noise output of the previous step and ey the noise of the key switching operation,

the new noise in the X*/2") coefficients after each iteration becomes 2¥ct + Uys. Over
log(NN/n) steps, this gives us an estimated noise growth of:

log(N/n)—1

N )
2(...2(2%19@+’l9ks)+19ks...) + s = 2log;%0ct+ Z QZﬁks
=0

N
= Vet + (210g no— ]-)ﬁks
N
~ ﬁct + i’&ks
n

The noise growth is therefore independent of the initial noise and depends solely on the
additive noise of the key switching operation, which can be parameterized through the gadget
decomposition to achieve the desired bounds. O

4 Large Domain Private-Function Evaluation

In this section, we consider a two-party protocol where a server holds a function
defined on a large domain, f : Dom; + Img; and a client holds a set of points. As an
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Fig. 2: Illustrated example of Algorithm 1 for d = 4 with input ciphertexts
(co, c1,¢2,c3) which are RLWE encryptions of m;(X) such that m;[0] = i + 1. The
ciphertexts are assumed to have been pre-scaled by N~! and are given in bit-reversed
order for the sake of clarity. At the initial step (t; = 2ﬁ1), the input ciphertexts
are divided into two groups, those with odd indices (¢; and ¢3) are multiplied by
XN/t = X2 and combined with those of even indices (cy and ¢;) which results in two
ciphertexts taken as input to the second step (t; = 2%) The same process is applied
and results in a single output ciphertext. The symbols x inside the ciphertexts repre-

sent unknown values.

example, the function f can be a Heatmap function as in [24], asked by a client and
processed on a large dataset. In the end, the client receives the evaluation of f in a
target subset I of elements R, ;) € Domy taken from the domain of f such that the
following privacy constraints are supported:

® The server does not learn which indices were requested by the client.
® The client does not learn more about the function than the result of the
function evaluated on the set of selected points.

4.1 Large Domain Function Evaluation

The solution we propose for the problem of evaluating a function with high precision
works as follows:

13



Step 1. The user encrypts ¢; = RLWE,(X?) for each targeted element i € Z and
sends the ciphertexts to the server.

Step 2. The server defines a polynomial representation of the function f to be
evaluated as follows:

up = f(0) = f(N =1)X — f(N =2)X* — - = f(1)XV 1.
For each ciphertext sent by the client, we have:

ci-up = RIWE(X?) - up = RIWE,(f(3) X° 4 %)

The server obtains |Z| RLWE ciphertexts encrypting each message polynomial whose
constant coefficient is equal to f(i).

The server then applies the ring repacking from Algorithm 1 over the |Z| ciphertexts
to compress the response. It obtains RLWE,(f(io) + f(i1)X + -+ + f(ijz—1) X FI71)
which is sent to the client.

In total, the server performs 2|Z| homomorphic plaintext and ciphertext multipli-
cations and |Z| automorphism evaluations and requires log N distinct key-switching
keys for the repacking step.

Step 3. The user decrypts and retrieves f(io) + f(i1)X + -+ + f(ijz—1) X FI~1
which gives the evaluation of f(i,) for each i, asked to the server. Then it obtains the
consecutive input evaluation requested from the server. Depending on the scenario, the
server can alternatively perform the extraction on his side before sending the result
so that no parsing would be needed on the user side.

Remark 1 In the above solution, the server computes the RLWE encryption of a message
whose coefficient appears with a query-dependent ordering. In order to mask the ordering of
the computations, the server can shuffle the LWE ciphertexts obtained after Step 1 and then
apply the repacking over the shuffled ciphertexts. Upon receiving the calculation from the
server, the user decrypts and rearranges the decrypted value by grouping the elements that
match.

4.2 Improved Split Domain Approach through ring repacking
4.2.1 Review of the Split Domain Approach.

In the split domain approach of [24], in order to perform the evaluation of an arbi-
trary function f on the ciphertexts ¢;’s, the server computes ), coeff(¢;) - u where
u € ZJIVXN is a matrix representation of f (the i-th row being coeff(X7(®)), that
is, the one hot encoding vector of f(i)). The original split domain approach of [24]
expresses a RLWE ciphertext input (a,b) € RZ, as a structured set of N LWEz (m(X)][i])
ciphertexts (coeff(X* - a;), b[i]). This matrix can be expressed as (A,b) € ZJ/*N1xN
where A € Zév *N'is the anti-circulant Vandermond matrix representation of a and
b = coeff(b). They make use of this expression of the ciphertext RLWE(m(X)) as
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(A, b) and multiply it by the matrix u representing the function f to evaluate. How-
ever, the resulting ciphertext (Au,bu) € ZéVXNJXN is not a valid RLWE ciphertext
because Awu is no longer an anti-circulant Vandermond matrix and thus cannot be
collapsed back into an element of R,. To fix the format of the ciphertext, they need a
format fizing key which is composed of a set of N switching keys, the format fixing
procedure being equivalent to the evaluation of N key switches, one for each row of
the matrix Au.

4.2.2 Optimized Split Domain Approach.

Omitting the action of uw on A, observe that the action of u on b can be expressed
with three well-defined homomorphic operations: addition, scalar multiplication, and
permutation. Therefore if we first perform a coefficient extraction on the ciphertext
RLWE,(m(X)) = (a,b) € R2 for each of its N coefficients, the evaluation can now be
seen as:

(LWEz(coeff (X - a),b[0]), . .., LWEs(coeff (XN =1 . a),b[N —1])) - u

which is actually a new set of N LWE ciphertexts of the form LWEg(b'[i]). Since an
LWEs(mn) ciphertext (a,b) € Z)*! can be expressed as a RLWE, ciphertext whose
constant coefficient decrypts to m by setting (a, (,0,...,0)) € ZﬁN and taking it as
an element of Ry, we can then use Algorithm 1 to pack the d LWE ciphertexts into
a single N dimensional RLWE ciphertext. In that case, we take the number of RLWE
inputs d equal to N. Algorithm 1 requires at most d— 1 automorphism evaluations and
only log d switching keys, which is an asymptotic improvement over the d switching
keys required by the original approach. In addition, using our new repacking allows
to reduce the memory consumption from O(d) to O(logd) ciphertexts.

4.2.3 Larger Domains

Domain sizes larger than N can be handled in the same way as in [24]: if k := [DomT(f)L

Dom(f) can be written as a union of disjoint sets D;, that is, Dom(f) = U¥_, D;.
Then, in the first step, the client computes k ciphertexts for each input, encrypting
X7 mod N or () depending on whether the input j belongs to D;.

4.3 Query, response sizes, computation complexity and privacy

The following subsections provide a detailed comparison of how the client encryption
and key generation, server evaluation, and client decryption steps of our approach differ
from the original split domain approach. We summarize these differences in Table 1.

4.3.1 Client Key materials and Encryption.

Given a target set Z, the original split domain approach, as ours, encrypts each input
i € T as Enc(X"). Similarly, up to k& = [|Dom(f)|/N] ciphertexts per input are
required. Our approach only requires O(logd) automorphism keys, instead of O(N),
with d < N. We will see next that this results in a total size of public key material of
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only 1.5MB for the considered cryptographic parameters (which are sufficient for all
the considered sizes |Dom(f)| and |Img(f)]).

4.3.2 Server Evaluation in the original Split Domain Approach.

The original solution aims to retrieve the result as X /(). To do so, the server performs
the evaluation on each input in two distinct steps. As explained above, each ciphertext
RLWE(X /(@) needs to be expanded into its LWE N x (N + 1) matrix representation.
This significantly increases the memory footprint of each input with respect to the ring
degree N from O(N) to O(N?). The server then evaluates k N x N matrix products
between the expanded ciphertext and the sparse matrix representation of the function
f, which requires O(kN?) additions/multiplications in Z, per input. The server then
has to evaluate N key-switching operations to fix the format of the ciphertext and
retrieve a valid RLWE ciphertext, which requires O(N) key-switching operations per
input. Since the results are stored in the exponent, the original solution requires that
N > |Img(f)|, so the response size is O(|Img(f)|) for a single input. However, each
coefficient can store the count of O(q/N) ! inputs. Therefore, the response size for a
set of d inputs is O([dN/q]|Img(f)|).

4.3.3 Server Evaluation in our approach.

Our solution aims to retrieve the result as f(i) X° instead. This considerably simplifies
server evaluation as we can simply encode f on elements of R, and perform each
input evaluation as k plaintext multiplications in R,. This enables to keep the memory
footprint with respect to the ring degree N to O(NN) and the evaluation complexity
per input is O(kN) operations in Z, since elements of R, are by default in the NTT
domain. Finally, we can repack a set of d < N RLWE inputs into a single RLWE
ciphertext using Algorithm 1. The complexity of such repacking is d—1 automorphisms
for d RLWE input ciphertexts, which is amortized by O(1) key-switching per input.

This enables reducing the data complexity of the response from O(dN log|Img(f)|)
to O([d/N]N log [Img(f)]). This provides an interesting trade-off with respect to the
original solution. In fact, in our solution N is O(log|Img(f)|) however d is divided by
N instead of ¢, with log ¢ being O(N). The result is that the original solution provides
a more compact response when [Img(f)| is small and N is very large, while our solution
provides a more compact response than the original solution when [Img(f)| is large
and N < |Img(f)].

4.3.4 Multivariate functions.

If the function is of the form g = > «; f;, then the server combines the different f; using
automorphisms. Note that since a; must be an element Zj, for the automorphism
to be well defined, it is necessarily odd, which limits the class of functions that can
be evaluated. Although [33] proposed several solutions to handle even « (either by
setting a to the next/previous odd integer or by using auxiliary blind rotation keys),

1For a fixed error and secret distribution, the dominant factor of the noise growth is the ring expansion
factor, which is N in our case.
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Query Size | Switching Keys Evaluation Response Size
Orsn | owar) o) O, (dEN?) + Ogvswina(AN) | O([dN/q]Ime(f)])
Ours O(dkN) O(log N) Oz, (dkN) + Oxpyswiru(d) O([d/NTN log|lmg(f)|)

Table 1: Comparison summary of our split domain approach with the original split
domain for a batch evaluation of d inputs. We let k = |Dom(f)|/N, where N is the
ring degree of R and ¢ is the ciphertext modulus.

they are all specific to homomorphic decryption of an LWE sample, which can tolerate
error, and thus cannot be translated to this use case.

Since f(i) appears in the coefficient of each monomial and not in the exponent
as in [24], the server only needs to perform a homomorphic scalar product between
each «; and the f; evaluation obtained to obtain the combined result. We can thus
combine the intermediate results with addition and scalar multiplications between
repacked ciphertexts. This step does not require evaluation keys and is essentially free
with respect to the previous computation. Note that, contrary to the approach that
requires automorphisms to combine results, ours is not limited to odd «;.

4.3.5 Circuit Privacy

By default, the function-evaluations described in Section 4.1 and Section 4.2 do not
offer circuit privacy. However, the server knows the distribution of uy and e (the noise
of RLWE,(X?)), and therefore the distribution of use, which is the part that needs
to be hidden from the client. As such, following the technique proposed by Castro
et al. [34], it first re-randomize the ciphertexts before the repacking step and then
perform a modulus switching to hide uye after the repacking step, before sending the
result back to the client.

5 Performances

Encryption | Query | Evaluation | Response | Keys
Dom(f) | Ime(f) fsec] [MB] fsec] KB] | [MB]
Ziy12 Ziy12 0.64 129 0.219
Ziy13 Ziy13 1.25 258 0.240
Ziy14 Ziy14 2.46 516 0.268 32 1.5
Ziy1s Ziy15 4.92 1033 0.320
Zg16 Zg16 9.95 2066 0.487

Table 2: Performance of our Split-Domain approach for an univariate
function f(x). Timings and data size are reported for batches of 2048
inputs.
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In this section, we empirically evaluate the performance of our strategy. We imple-
mented it using the Lattigo library [29]. The code can be found in the following repos-
itory https://github.com/Pro7ech/the-org-2024/tree/main/large-domain. All bench-
marks were conducted on the following hardware: Go 1.21, Windows 11, i9-12900K,
32GB DDRA4, single threaded.

All experiments make use of the same cryptographic parameters, which provide a
security of 128-bit: N = 211 log,(Q) = 54, 0. = 3.2 (0-centered discrete Gaussian with
standard deviation 3.2), o5 = /2/3 ( uniform ternary distribution). We performed
two experiments, one for an univariate function f : Z; — Z; and one for a bivariate
function g : Z; X Zy — Z; of the form aq f1 + ao fo. The results of our experiments can
be found in Table 2 and Table 3. We observe that in both cases, the client encryption
time and query size are linear with [Dom(f)|, which is expected. In fact, by improving
the performance on the server side, the client side is now the dominant cost of the
computation, and how to improve this aspect is an open question that we leave for
future work.

Regarding server evaluation time, our solution shows an improvement of three-
orders-of-magnitude for both univariate and bivariate functions over the original split
domain approach of [24]. As an example, the server can evaluate g(z,y) = a1 f1(x) +
as fo(y) with g(z,y),z,y € Zsis in 0.783 seconds for a batch of 2048 inputs, while
the original split domain approach requires 0.820 seconds per input, which gives 2000
higher throughput improvement per input.

Finally, the response size is 32KB for all cases, which is in fact the size of a
ciphertext for the cryptographic parameters used. This provides an amortized size of 16
bytes per input, which is reasonably small in the context of homomorphic encryption.
In fact, depending on the ratio ciphertext-modulus/plaintext-modulus ¢/¢, the size of
the response could be further reduced by truncating the lower bits of each coefficient
of the ciphertext, as all that is required during the decryption is that the ratio ¢/t is
large enough to store the decryption error.

Encryption | Query | Eval | EvalPriv | Response | Keys

Dom(g) | Ime(9) fsec] MB] | [sec] | [sec] KB | [MB]
Zig12 X Ziy12 Zig12 0.658 258 0.255 0.742
Ziy13 X Zip13 Zo13 1.25 516 0.283 0.784

Zig1a X Zig14 Ziy14 2.42 1033 0.343 1.23 32 1.5
Zig1s X Zig1s Zg1s 6.31 2066 0.783 1.32
Zig16 X L1 Zyi1e 15.02 4133 1.15 2.10

Table 3: Performance of our Split-Domain approach for a bivariate function
g(z,y) = a1 f1(x) + aa f2(y). Timings and data size are reported for batches of
2048 inputs. EvalPriv refers to a circuit private evaluation, where the cipher-
texts are re-randomized (by adding an encryption of zero) before the repacking
step, and then quantized after the repacking step.

In this Section, we have considered that the function is evaluated over encrypted
inputs but remains known to the server through the evaluation process. If the client
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would like to hide the function instead, which happens when the function holds valu-
able intellectual properties, the process works exactly the same, except that the test
vector is encrypted and the computation is processed over cleartext data.

6 Conclusion

This paper presents a very efficient strategy for evaluating arbitrary functions over
encrypted inputs defined over a large domain. For this target task, our work sig-
nificantly improves the previous split domain approach from [24] by three orders of
magnitude, reducing the evaluation key size from O(N) to O(logN) through the use of
ring repacking. To illustrate the comparison with [24], we consider a two-party proto-
col in which a client sends encrypted points lying in a large domain to the server; the
latter returns the homomorphic evaluation of an arbitrary function over these points.
Still, we believe that our strategy could be useful in many other privacy-enhancing
use-cases. Finally, as an independent contribution, we consolidate previous work on
the ring (re-)packing algorithm from [28, 32] by providing a complete proof of the
correctness of all the steps of the repacking algorithm in its iterative form.

Appendix

Proof of Lemma 2
Proof Let p(X) = Y p; X7 and p/(X) = Z,u,;-Xj and let some i € [0,log N), t = N/2¢+!

and o = (1,0) if ¢ = 0 else o = (0, 22'71). Using Lemma 1, we only focus on the coefficients
of (X) and p/(X) whose index is a multiple of ¢, thus we have:

N/t—1 N/t—1

=X X7+ 2 o X7 x*
N/t—1 ' N/t—1 4

o 2w X=X e X)X
j=0 j=0

N/t—1 N/t—1

3 e 3 e
N/t—1 ‘ N/t—1 ‘

+¢( > ujt-X”) —¢( > u;-t-Xﬁ> Cp(X")
j=0 j=0

N/t—1 N/t—1

= X P 3 X
N/tfl N/t—1

+ > (- )thXJ+Z N CORP &
=0
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